
 

Alert: Be Aware!  
Scammers are Becoming 
Increasingly Manipulative 
 

Licensees continue to be targeted by scammers. The Board of Pharmacy is 
receiving calls reporting that scammers are using several hacking and scare 
tactics.  

Scammers are becoming more creative and aggressive, even bold.  

We have received reports that scammers are using names of staff working at 
the Board of Pharmacy. They may also threaten disciplinary action if the 
licensee doesn’t pay them. In some cases, they will transfer the licensee to a 
fake FBI agent to create fear. Scammers are also demanding that licensees 
download a fake app as a means to steal private information.  
 

Here are a few of the techniques used by scam callers: 

• Caller ID number matches the Board of Pharmacy phone number, (916) 
518-3100 

• Claims to be from the Board of Pharmacy, including using names of 
actual Board of Pharmacy staff members 

• Demands money and threatens disciplinary action if you don’t pay 

These calls are scams!  
In many cases, callers are attempting to extort money or elicit sensitive non-
public information – e.g., bank account information, personal addresses, DEA 
registration numbers, etc. – from licensees. Board staff will never contact you by 
telephone demanding a payment of any kind, nor will Board staff ask you to 
download an app. 

What can you do to protect yourself and your pharmacy? 

Licensee security is important to the Board of Pharmacy. Be aware of these tips 
from the Board and the Department of Consumer Affairs (DCA): 

• If you have any doubts or questions about someone claiming – by phone 
or in person – to represent the California State Board of Pharmacy, call the 
Board at (916) 518-3100. 



• To check the identity of a caller who claims to be conducting a DCA 
investigation, call DCA directly at (800) 952-5210. 

• If a scam caller claims to represent the DEA or the FBI, report the call to 
the DEA’s Scam Alert  the FBI’s Internet Crime Complaint Center. 

• If a scam caller’s phone number appears to be a Board of Pharmacy or 
DCA telephone number, report the scam using the Federal 
Communications Commission’s consumer complaint form. 

### 

 

 

 

https://www.dea.gov/scam-alert
http://www.ic3.gov/
https://urldefense.proofpoint.com/v2/url?u=https-3A__consumercomplaints.fcc.gov_hc_en-2Dus_articles_115002234203-2DUnwanted-2DCalls-2DPhone-2D&d=DwMFaQ&c=LHIwbLRMLqgNuqr1uGLfTA&r=OizAnNlYWSRvndvfgfGq5NXBtY_Oly13bloMiuMVLAM&m=kW-anhJThPEF55zfp976wr8AZZ-5DExHo8SFypedOz8&s=nfj5CgkUl8picV9MYmvSoj-Mjwc675TRBY6L4uRTLnA&e=
https://urldefense.proofpoint.com/v2/url?u=https-3A__consumercomplaints.fcc.gov_hc_en-2Dus_articles_115002234203-2DUnwanted-2DCalls-2DPhone-2D&d=DwMFaQ&c=LHIwbLRMLqgNuqr1uGLfTA&r=OizAnNlYWSRvndvfgfGq5NXBtY_Oly13bloMiuMVLAM&m=kW-anhJThPEF55zfp976wr8AZZ-5DExHo8SFypedOz8&s=nfj5CgkUl8picV9MYmvSoj-Mjwc675TRBY6L4uRTLnA&e=
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