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a.  FOR ACTION:   Review of the Federal Drug Enforcement Administration’s 

Proposed Requirements for the E-Prescribing of Controlled 
Substances 

 
Attachment A – Excerpt 
Attachment 1 – Full Text (334 pages) 

 
The federal Drug Enforcement Administration (DEA) released on March 22 proposed 
requirements to enable e-prescribing of controlled drugs.  Current federal law prevents the 
electronic prescribing of written prescriptions for controlled drugs.  The comment period on these 
requirements will close in 60 days from publication in the Federal Register (which occurred on 
March 31, 2010).  Thus, the comment period should end on or about May 31, 2010. 
 
This is an important and significant change for prescribers, for pharmacy and for patients.  The 
volume of material released by the DEA for this regulation is extensive – 334 pages, and was 
provided initially to individual board members via a link in late March.  Fortunately, not all these 
pages are text of the requirements.  However, the regulation is very technical and is difficult to 
readily digest.    
 
At this meeting, Board Liaison Attorney Joshua Room will describe the requirements.   
 
The board may want to provide comments to the DEA on these regulations, or it may not.  The 
board may wish to empower a subcommittee of the board to provide comments on behalf of the 
board (in which case the subcommittee will need to be appointed and meet).  Or the board may 
want to dedicate a portion of a future meeting on discussion of the requirements, and not proceed 
with comments to the DEA during the short time-frame available for comment.      
 
 

b.  FOR INFORMATION:   Review of the Federal Food and Drug Administration’s Guidance on 
the Standardized Numeric Identifier for Prescription Drug Packages 

 
On March 26, the federal FDA released its guidance (not requirements) on the serialized numeric 
Identifier for prescription drug packages. The FDA was directed to develop a standard for the 
unique identifier that could be used for identifying and tracking prescription drugs at the saleable 
unit throughout the supply chain.  This is an identifier that could be used under California’s e-



pedigree requirements, or if preempted by federal legislation, used federally to uniquely identify 
and track prescription drugs through the supply chain from manufacturer to the pharmacy.  
 
The FDA guidance provides that a serialized identifier be comprised of: 

1. Up to 20 characters 
2. Any character may be a number or an alphabetic letter 

 
The FDA estimates that will allow the tracking of billions of units of without duplication.  The FDA’s 
guidance for the serialized numeric identifier would allow and support the use of existing 
standards already in place by industry. 
 

c.   FOR ACTION:   Review and Possible Action Regarding the Department of Consumer 
Affairs New Enforcement Model Contained in SB 1111 (Negrete McLeod) 

 
ATTACHMENT C 

 
 
Since July 2009, the Department of Consumer Affairs has been working with the health care 
boards to upgrade their capabilities to investigate and discipline errant licensees to protect the 
public.  The proposed changes have taken various forms.  The goal is to ensure the average case 
closure time for formal discipline, from receipt of the complaint to final vote of the board, occurs 
within 12 to 18 months.  Formal discipline means those cases which are the most serious, and for 
which license removal or restriction is being sought.   
 
Some of the recommended changes involve statutory modifications.  After the January Board Meeting, 
the department released its refined list of statutory modifications.  These proposals are contained in SB 
1111.  The department has asked that this item be placed on the agenda of every health care board’s 
public board meeting, with the goal of obtaining the board’s support for the legislation.    
 
The April Board Meeting affords this board its first opportunity to discuss the proposals.    The 
department has previously convened a separate meeting with board presidents of the health care 
boards, and convened another meeting with stakeholders for each of these boards.  Pharmacy 
stakeholders had their meeting several weeks ago.  
 
At this meeting, staff will lead the board in a discussion of each of the provisions.  Board Counsel Kristy 
Schieldge with the assistance of Board AG Liaison Counsel Joshua Room will also assist.  Also 
attending the meeting with be a DCA executive to respond to inquiries.  To facilitate the discussion, 
Attachment C contains a DCA-prepared description of each of the provisions contained in SB 1111, 
the rationale behind the provision, and what various stakeholders have said critically about any 
provision. 
 
Please note that while the bill was amended April 13, the DCA analysis/summary provided in 
Attachment C is based on the introduced version of the bill.  We had hoped to have the revised 
summary available for this packet, but DCA has not yet completed it.  We will share the revised 
summary at the meeting. 
 

d.  FOR DISCUSSION AND POSSIBLE ACTION:  Changes to Current Regulations and Statutory 
Requirements to Implement the Uniform Standards Recommended by DCA’s 
Substance Abuse Coordination Committee (per SB 1441) Ridley-Thomas, 
Chapter 548, Statutes of 2008)  
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            Attachment D 

 
 
In 2008, SB 1441 was enacted to direct health care boards with so called “diversion programs” 
for health care licensees to establish department-wide minimum standards for participation.  
(Technically, a diversion program stops discipline in favor of rehabilitating a licensee with a 
substance abuse problem, so long as he/she remains abstinent.) These mandatory standards 
would apply to those in a diversion program as well as those licensees who are on probation 
for substance abuse violations.   
 
The board has its Pharmacists Recovery Program, which serves the board’s public protection 
mandate by closely monitoring program those with substance abuse or other specified 
conditions.  However, the PRP is not a diversion program. Instead, the board encourages a 
licensee under investigation for a substance abuse program to enter the program in advance 
of the board’s formal discipline.  Thus the licensee enters a strict monitoring program while the 
investigation and enforcement processes continue.  
 
There are 16 of these standards under development by a committee comprised of board 
executive officers.  The standards are not yet finalized, but are nearing completion.   
 
The department has asked that each of the health care board boards review and begin 
necessary actions to implement these standards.   Board Counsel Schieldge has identified 
whether each standard needs statutory and/or regulation modifications.  
 
Some of the statutory modifications needed will be inserted into a Negrete McLeod bill later 
this year.   The regulations needed by the board will mostly involve modifications of the board’s 
disciplinary guidelines. 
 
The board may wish to refer detailed work on these standards to staff to bring a future 
committee meeting of the Enforcement Committee. 
 
 

e.   FOR INFORMATION:  Update on California Drug Take Back Programs for Prescription 
Drugs From Patients 

 
Since 2008, the board has been working on guidelines for entities to take back unwanted 
prescription drugs from patients.  In February 2009, the California Integrated Waste 
Management Board released statutorily-required guidelines for the take back of 
pharmaceuticals from patients.  The board participated in the development of these guidelines. 
 
In the February 2010 The Script, the board promoted these guidelines to licensees for the first 
time.  The board is aware that some pharmacies developed take-back programs before the 
adoption and awareness of the state guidelines.  In the coming months, board inspectors will 
take pictures and collect basic information regarding how California pharmacies are taking 
back drugs from patients, whether and how any program complies with the guidelines, and 
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encourage compliance with the guidelines.  This information will be provided to the board at a 
future time. 
 
 

f. FOR INFORMATION:  Enforcement Statistics 2009-10    
Attachment E 

 
g.  FOR INFORMATION:   Third Quarterly Report on Enforcement Committee Goals  

for 2009-10 
Attachment F 
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Attachment A 
 

DEA Requirements for e-
Prescribing 
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/\ Billing code 4410-09-P 

DEPARTMENT OF JUSTICE 

Drug Enforcement Administration 

21 CFR Parts 1300, 1304, 1306, 1311 

[Docket No. DEA-218I] 

RIN 1117-AA61 

Electronic Prescriptions for Controlled Substances 

AGENCY: Drug Enforcement Administration (DEA), Department of Justice 

ACTION: Interim Final Rule with Request for Comment. 

SUMMARY: The Drug Enforcement Administration (DEA) is revising its regulations to 

provide practitioners with the option of writing prescriptions for controlled substances 

electronically. The regulations will also permit pharmacies to receive, dispense, and 

archive these electronic prescriptions. These regulations are an addition to, not a 

replacement of, the existing rules. The regulations provide pharmacies, hospitals, and 

practitioners with the ability to use modern technology for controlled substance 

prescriptions while maintaining the closed system of controls on controlled substances 

dispensing; additionally, the regulations will reduce paperwork for DBA registrants who 

dispense controlled substances and have the potential to reduce prescription forgery. The 

regulations will also have the potential to reduce the number of prescription errors caused 

by illegible handwriting and misunderstood oral prescriptions. Moreover, they will help 

both pharmacies and hospitals to integrate prescription records into other medical records 

I ) 
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more directly, which may increase efficiency, and potentially reduce the amount oftime 

patients spend waiting to have their prescriptions filled. 

DATES: This rule has been classified as a major rule subject to Congressional review. 

The effective date is [INSERT DATE 60 DAYS AFTER PUBLICATION IN THE 

FEDERAL REGISTER]. However, at the conclusion of the Congressional review, if the 

effective date has been changed, the Drug Enforcement Administration will publish a 

document in the Federal Register to establish the actual effective date or to terminate the 

rule. 

The incorporation by reference of certain publications listed in the rule is 

approved by the Director of the Federal Register as of [INSERT DATE 60 DAYS 

AFTER DATE OF PUBLICATION IN THE FEDERAL REGISTER]. 

Written comments must be postmarked and electronic comments must be 

submitted on or before [INSERT DATE 60 DAYS FROM DATE OF PUBLICATION. 

IN THE FEDERAL REGISTER]. Commenters should be aware that the electronic 

Federal Docket Management System will not accept comments after Midnight Eastem 

Time on the last day of the COllnnent period. 

ADDRESSES: To ensure proper handling of comments, please reference "Docket No. 

DEA-218" on all written and electronic cOlTespondence. Written comments sent via 

regular or express mail should be sent to the Drug Enforcement Administration, 

Attention: DBA Federal Register Representative/ODL, 8701 MOlTissette Drive, 

Splingfield, VA 22152. Comments may be sent to DEA by sending an electronic 

message to dea.diversion.policy@usdoj.gov. Comments may also be sent electronically 

through http://\liTyvw.regulations.govusing the electronic comment fonn provided on that 
) 
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site. An electronic copy of this document is also available at the 

hrtp:l/www.regulations.govweb site. DEA will accept attachments to electronic 

comments in Microsoft word, WordPerfect, Adobe PDF, or Excel file formats' only. 

DEA will not accept any file formats other than those specifically listed here. 

Please note that DEA is requesting that electronic comments be submitted before 

midnight Eastern Time on the day the comment period closes because 

hrtp:l/www.regulations.gov terminates the public's ability to submit comments at 

midnight Eastern Time on the day the comment period closes. Commenters in time 

zones other than Eastern Time may want to consider this so that their electronic 

comments are received. All comments sent via regular or express mail will be considered 

timely if postmarked on the day the comment period closes. 

FOR FURTHER INFORMATION CONTACT: Mark W. Caverly, Chief, Liaison and 

Policy Section, Office of Diversion Control, Drug Enforcement Administration, 8701 

Morrissette Drive, Springfield, VA 22152, Telephone (202) 307-7297. 

SUPPLEMENTARY INFORMATION 

Comments: DEA is seeking additional comments on the following issues: 

identity proofing, access control, authentication, biometric subsystems and testing of 

those subsystems, internal audit trails for electronic prescription applications, and third-

party auditors and certification organizations. 

POSTING OF PUBLIC COMMENTS: Please note that all COlmnents received are 

considered part of the public record and made available for public inspection online at 

. http://www.regulations.gov and in the Drug Enforcement Administration's public docket. 
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Such information includes personal identifying information (such as your name, address, 

etc.) voluntarily submitted by the commenter. 

If you want to submit personal identifying information (such as your name, 

address, etc.) as part of your comment, but do not want it to be posted online or made 

available in the public docket, you must include the phrase "PERSONAL IDENTIFYING 

INFORMATION" in the first paragraph of your comment. You must also place all the 

personal identifying information you do not want posted online or made available in the 

public docket in the first paragraph of your COlmnent and identify what information you 

want redacted. 

If you want to submit confidential business infOlIDation as part of your comment, 

but do not want it to be posted online or made available in the public docket, you must 

include the phrase "CONFIDENTIAL BUSINESS INFORMATION" in the first 

paragraph of your comment. You must also prominently identify confidential business 

infonnation to be redacted within the comment. If a comment has so much confidential 

business information that it cannot be effective~y redacted, all or part of that comment 

may not be posted online or made available in the public docket. 

Personal identifying information and confidential business infonnation identified 

and located as set forth above will be redacted and the comment, in redacted form, will be .

posted online and placed in the Drug Enforcement Administration's public docket file. 

Please note that the Freedom of Information Act applies to all comments received. If you 

wish to inspect the agency's public docket file in person by appointment, please see the 

"FOR FURTHER INFORMATION" paragraph. 

1. Legal Authority 
II. Regulatory History 
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III. Discussion of the Interim Final Rule 
IV. Discussion of Comments 
A. Introduction 
B. Identity proofmg and logical access control 
1. Identity proofmg 
2. Access Control 
C. Authentication Protocols 
D. Creating and Signing Electronic Controlled Substance Prescriptions 
1. Reviewing prescriptions 
2. Timing of authentication, lockout, and attestation 
3. Indication that the prescription was signed 
4. Other prescription content issues 
5. Transmission on signing/Digitally signing the record 
6. PKI and Digital Signatures 
E. Internal Audit Trails 
F. Recordkeeping, Monthly Logs 
1. Recordkeeping 
2. Monthly logs 
G. Transmission Issues 
1. Alteration during transmission 
2. Printing after transmission and transmitting after printing 
3. Facsimile transmission of prescriptions by intermediaries 
4. Other Issues 
H. Pharmacy Issues 
1. Digital Signature 
2. Checking the CSA database 
3. Audit Trails 
4. Offsite Storage 
5. Transfers 
6. Other Pharmacy Issues 
I. Third Party Audits 
J. Risk Assessment 
K. Other Issues 
1. Definitions . 
2. Other Issues 
3. Beyond the Scope 
L. Summary of Changes from the Proposed Rule 
V. Section-by-Section Discussion of the Interim Final Rule 
VI. Incorporation by Reference 
VII. Required Analyses 
A. Risk Assessment for Electronic Prescriptions for Controlled Substances 
B. Executive Order 12866 
C. Regulatory Flexibility Act 
D. Congressional Review Act 
E. Paperwork Reduction Act 
F. Executive Order 12988 
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G. Executive Order 13132 
H. Unfunded Mandates Reform Act of 1995 

I. Legal Authority 

DEA implements the Comprehensive Drug Abuse Prevention and Control Act of 

1970, often referred to as the Controlled Substances Act (CSA) and the Controlled 

Substances Import and Export Act (21 U.S.C. 801-971), as amended. DEA publishes the 

implementing regulations for these statutes in Title 21 of the Code of Federal Regulations 

(CFR), Parts 1300 to 1399. These regulations are designed to ensure an adequate supply 

of controlled substances for legitimate medical, scientific, research, and industrial 

purposes, and to deter the diversion of controlled substances to illegal purposes. The 

CSA mandates that DEA establish a closed system of control for manufactming, 

distributing, and dispensing controlled substances. Any person who manufactures, 

distributes, dispenses, imports, exports, or conducts research or chemical analysis with 

controlled substances must register with DEA (unless exempt) and comply with the 

applicable requirements for the activity. 

Controlled Substances 

Controlled substances are drugs and other substances that have a potential for 

abuse and psychological ~nd physical dependence; these include opioids, stimulants, 

depressants, hallucinogens, anabolic steroids, and drugs that are immediate precursors of 

these classes of substances. DEA lists controlled substances in 21 CFR pari 1308. The 

substances are divided into five schedules: Schedule I substances have a high potential 

for abuse and have no currently accepted medical use in treatment in" the United States. 

These substances may only be used for research, chemical analysis, or manufacture of 

other drugs. Schedule II - V substances have cunently accepted medical uses in the 
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· United States, but also have potential for abuse and psychological and physical 

dependence that necessitate control ofthe substances under the CSA. The vast majority 

of Schedule II, III, IV, and V controlled substances are available only pursuant to a 

prescription issued by a practitioner licensed by the State and registered with DEA to 

dispense the substances. Overall, controlled substances constitute between 10 percent 

and 11 percent of all prescriptions written in the United States. 

II. Regulatory History 

The Controlled Substances Act and Current Regulations. The CSA and DEA's 

regulations were originally adopted at a time when most transactions and particularly 

prescriptions were done on paper. 

The CSA provides that a controlled substance in Schedule II may only be 

dispensed by a pharmacy pursuant to a "written prescription," except in emergency 

situations (21 U.S.C. 829(a)). In contrast, for controlled substances in Schedules III and 

IV, the CSA provides that a pharmacy may dispense pursuant to a "written or oral 

prescription." (21 U.S.C. 829(b)). Where an oral prescription is permitted by the CSA, 

the DEA regulations further provide that a practitioner may transmit to the pharmacy a 

facsimile of a written, manually signed prescription in lieu of an oral prescription (21 

CFR 1306.21(a)). 

Under longstanding Federal law, for a prescription for a controlled substance to 

be valid, it must be issued for a legitimate medical purpose by a practitioner acting in the 

usual course of professional practice illnited States v. Moore, 423 U.S. 122 (1975); 21 

CFR 1306.04(a)). As the DEA regulations state: "The responsibility for the proper 

prescribing and dispensing of controlled substances is upon the prescribing practitioner, 
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but a corresponding responsibility rests with the pharmacist who fills the prescription. " 

(21 CFR 1306.04(a)). 

The Controlled Substances Act is unique among criminal laws in that it stipulates 

acts pertaining to controlled substances that are permissible. That is, if the CSA does not 

explicitly permit an action pertaining to a controlled substance, then by its lack of explicit 

permissibility the act is prohibited. Violations of the Act can be civil or criminal in 

nature, which may result in administrative, civil, or criminal proceedings. Remedies 

under the Act can range from modification or revocation of DE A registration, to civil 

monetary penalties or imprisonment, depending on the nature, scope, and extent of the 

violation. 

Specifically, it is unlawful for any person knowingly or intentionally to 

manufacture, distribute, or dispense, a controlled substance or to possess a controlled 

substance with the intent of manufacturing, distributing, or dispensing that controlled 

substance, except as authorized by the Controlled Substances Act (21 U.S.C. 841(a)(1)). 

Further, it is unlawful for any person knowingly or intentionally to possess a 

controlled substance unless such substance was obtained directly, or pursuant to a valid 

prescription or order, issued for a legitimate medical purpose, from a practitioner, while 

acting in the course of the practitioner's professional practice, or except as otherwise 

authorized by the CSA (21 U.S.C. 844(a)). It is unlawful for any person to knowingly or 

intentionally acquire or obtain possession of a controlled substance by misrepresentation, 

fraud, forgelY, deception, or subterfuge (21 U.S.C. 843(a)(3)). 

It is unlawful for any person knowingly or intentionally to use a DEA registration 

number that is fictitious, revoked, suspended, expired, or issued to another person in the 
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course of dispensing a controlled substance, or for the purpose of acquiring or obtaining a 

controlled substance (21 U.S.C. 843(a)(2)). 

Beyond these possession and dispensing requirements, it is unlawful for any 

person to refuse or negligently fail to make, keep, or furnish any record (including any 

record of dispensing) that is required by the CSA (21 U.S.c. 842(a)(5)). It is also 

unlawful to furnish any false or fraudulent material infonnation in, or omit any 

information from, any record required to be made or kept (21 U.S.c. 843 (a)(4)(A)). 

Within the CSA's system of controls, it is the individual practitioner (e.g., 

physician, dentist, veterinarian, nurse practitioner) who issues the prescription 

authorizing the dispensing of the controlled substance. This prescription must be issued 

for a legitimate medical purpose and must be issued in the usual course of professional 

practice. The individual practitiorier is responsible for ensuring that the prescription 

conforms to all legal requirements. The phannacist, acting under the authority of the 

DBA-registered pharmacy, has a corresponding responsibility to ensure that the 

prescription is valid and meets all legal requirements. The DBA-registered pharmacy 

does not order the dispensing. Rather, the pharmacy, and the dispensing pharmacist 

merely rely on the prescription as written by the DBA-registered individual practitioner to 

conduct the dispensing. 

Thus, a prescription is much more than the mere method of transmitting 

dispensing information from a practitioner to a pharmacy. The prescription serves both 

as a record of the practitioner's determination of the legitimate medical need for the drug 

to be dispensed, and as a record of the dispensing, providing the pharmacy with the legal 

justification and authority to dispense the medication prescribed by the practitioner. The 
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prescription also provides a record of the actual dispensing of the controlled substance to 

the ultimate user (the patient) and, therefore, is critical to documenting that controlled 

substances held by a pharmacy have been dispensed legally. The maintenance by 

phannacies of complete and accurate prescription records is an essential part of the 

overall CSA regulatory scheme established by Congress. 

American Recovery and Reinvestment Act. On February 17,2009, the President 

signed the American Recovery and Reinvestment Act of2009 (Recovery Act) (Pub. L. 

111-5, 123 STAT. 115). Among its many provisions, the Recovery Act promotes the 

"meaningful use" of electronic health records (EHRs) via incentives. The health 

information technology provisions of the Recovery Act are primarily found in Titk XIII, 

Division A, Health Information Technology, and in Title IV of Division B, Medicare and 

Medicaid Health Information Technology. These titles together are cited as the Health 

Infonnation Technology for Economic and Clinical Health Act or the HITECH Act. 

Under Title IV, the Medicare and Medicaid health information technology provisions in 

the Recovery Act provide incentives and support for the adoption of certified electronic 

health record technology. The Recovery Act authorizes incentive payments for eligible 

professionals and eligible hospitals participating in Medicare or Medicaid if they can 

demonstrate to the Secretary of HHS that they are "meaningful EHR users" as defmed by 

the Act and its implementing regulations. Such incentive payments to encourage 

electronic prescribing are allowed, but penalties in any form, by third party payers are 

prohibited. These incentive payments will begin in 2011. 

On January 13, 2010, HHS published two rules to implement the provisions of the 

HITECH ACT. The Centers for Medicare and Medicaid Services puolished a notice of 
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proposed rulemaking entitled "Medicare and Medicaid Programs; Electronic Health 

Record Incentive Program" (75 FR 1844) [CMS-0033-P, RIN 0938-AP78]. The 

proposed rule would specify the initial criteria an eligible professional and eligible 

hospital must meet to qualify for the incentive payment; calculation of the incentive 

payment amounts; and other payment and program participation issues. 

The Office of the National Coordinator for Health Information Technology 

published an interim fmal rule entitled "Health Information Technology; Initial Set of 

Standards, Implementation Specifications, and Certification Criteria for Electronic Health 

Record Technology" (75 FR 2014) [RIN 0991-AB58]. The interim final rule became 

effective February 12, 2010. The certification criteria adopted in the interim final rule 

establish the capabilities and related standards that certified electronic health record 

technology will need to include in order to, at a minimum, support the achievement of the 

proposed meaningful use Stage 1 (beginning in 2011) by eligible professionals and 

eligible hospitals under the Medicare and Medicaid EHR incentive programs. The 

comment period for both rules ended March 15, 2010. 

The Office of the National Coordinator for Health Infonnation Te'chnology also 

published a notice of proposed rulemaking entitled "Proposed Establishment of 

Certification Programs for Health Information Technology" (75 FR 11328, March 10, 

2010) (RIN 0991-AB59) which proposes the establishment of certification programs for 

purposes of testing and certifying health information technology. The proposed rule 

specifies the processes the National Coordinator for Health Information Technology 

would follow to authorize organizations to perfonn the certification of health infonnation 

technology. 
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Electronic Prescription Applications. Electronic prescription applications1 and 

electronic health record (ERR) applications have been available for a number of years 

and are anticipated by many to improve healthcare and possibly reduce costs by 

increasing compliance with formularies and the use of genelic medications. Electronic 

prescriptions may reduce medical errors caused by illegible handwriting. Adoption of 

these applications has been relatively slow, primarily because of their cost, the disruption 

caused dUling implementation, and lack of mature standards that allow for 

interoperability among applications.2 Some have also expressed a concern about the 

inability to use electronic prescription applications for all prescriptions. 

Electronic prescription applications may be stand-alone applications (i.e., 

applications that only create prescriptions) or they may be integrated into ERR 

applications that create and link all medical records and associated information.3 Either 

type of application may be installed on a practitioner's computers (installed applications) 

or may be an Internet-based application, where the practitioner accesses the application 

through the Internet; for these latter applications, the application service provider (ASP) 

retains the records on its servers. For most practitioners and pharmacies, the applications 

are purchased from application providers. Some large healthcare systems and chain 

1 "Application" means a software program used to perform a set of functions. 
2 California Healthcare Foundation. "Gauging the Progress of the National Health IT Technology 
Initiative", January 2008; Congressional Budget Office, Evidence on the Costs and Benefits of Health IT, 
May 2008. 
3 The National Alliance for Health Information Teclmology has defined the terms "electronic Medical 
record (EMR)," "electronic health record (EHR)," and "personal health record (pHR." Both EMRs and 
ERRs are defined to be maintained by practitioners, whereas a PHR is defined to be maintained by the 
individual patient. The main distinction between an EMR and an EHR is the ERR's ability to exchange 
,information interoperably. DEA's use of the term ERR in this rule relates to those records maintained by 
practitioners, as opposed to a PRR maintained by an individual patient, regardless of how those records are 
maintained. 

. 
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pharmacies, however, may develop and maintain the applications themselves, serving as 

both the practitioner or pharmacy and the application provider. 

The existing electronic prescription applications allow practitioners to create a 

prescription electronically, but accommodate different means of transmitting the 

prescription to the pharmacy. Practitioners may print the prescription for manual 

signature; the prescription may then be given to the patient or the practitioner's office 

may fax it to a pharmacy. Some applications will automatically transmit an image of the 

prescription as a facsimile. True electronic prescriptions, however, are transmitted as 

electronic data files to the pharmacy, whose applications import the data file into its 

database. Virtually all pharmacies maintain prescription records electronically; 

prescriptions that are not received as electronic data files are manually entered into the 

pharmacy application. 

Because of the large number of electronic prescription and pharmacy applications 

and the current lack of a mature standard for the formatting of prescription data, most 

electronic prescriptions are routed from the electronic prescription or ERR application 

through intermediaries, at least one of which detennines whether the prescription file 

needs to be convelied from one software version to another so that the receiving 

pharmacy application can correctly import the data. There are generally three to five 

intermediaries that route prescriptions between practitioners and phannacies. For 

example, a prescription may be routed to the application provider, then to a hub that 

converts the prescription from one software version to another to meet the requirements 

of the receiving phannacy, then to the pharmacy application provider or chain pharmacy 

server before reaching the dispensing phannacy. Some application providers further 

"' 
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route prescriptions through aggregators who direct the prescription to a hub or to a 

pharmacy. For closed healthcare systems, where the practitioners and pharmacies are 

part of the same system, intermediaries are not needed. 

Standards. Any electronic data transfer depends on the ability of the receiving 

application to open and read the information accurately. To be able to do this, the fields 

and transactions need to be defmed and tagged so that the receiving application knows, 

for example, that a particular set of characters is a date and that other sets are names, etc. 

The National Council for Prescription Drug Programs (NCPDP) has developed a standard 

for prescriptions, called SCRIPT, which is generally used by application providers; 

hospital-based applications may also use Health Level 7 (HL7) standards. SCRIPT is a 

data transmission standard "intended to facilitate the cOlmnunication of prescription 

information between prescribers, pharmacies, and payers.,,4 It defmes transactions (e.g., 

new prescription, refill request, prescription change, cancellation,), segments (e.g., 

provider, patient), and data fields within segments (e.g., name, date, quantity). Each data 

field has a number and a defined format (e.g., DEA number is nine characters). The' 

standardization allows the receiving phannacy to identify and separate the data it receives 

and import the information into the con"ect fields in the phannacy database. SCRIPT 

does not address other aspects of prescription or phannacy applications (e.g., what 

information is displayed and stored at a practice or pha11l1acy, logical access controls, 

audit trails). SCRIPT provides for, but does not mandate the use of, some fields (e.g., 

practitioner first name and patient address) that DEA requires. In addition, although the 

standard mandates that applications include certain fields, it does not require that those 

4 National Council for Prescription Drug Programs, PrescriberlPhannacist Intelface SCRIPT Standard 
Implementation Guide Version 10.0, October 2006. 
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fields be completed before transmission is allowed. The SCRIPT standard is still 

evolving; the most recent is Version 10 Release 6. The interoperability issues that 

require intermediaries generally relate to pharmacy and practitioner applications using 

different versions of the standard as well as varying approaches to providing opening and 

reading instructions. 

One intermediary, SureScriptslRxHub, certifies electronic prescription and 

pharmacy applications for compliance with the SCRIPT standard; SureScripts/RxHub 

determines whether the electronic prescription application creates a prescription that 

conforms to the SCRIPT standard and whether the pharmacy application is able to open 

and read a SCRIPT prescription correctly.5 SureScripts/RxHub certification does not 

address aspects of applications unrelated to their ability to produce or read a prescription 

in appropriate SCRIPT format. 

The Certification Commission for Healthcare Information Technology (CCHIT) 

is a private, nonprofit organization recognized by the Secretary of HHS as a certification 

body for EHRs under the exception to the physician self-referral prohibition and safe 

harbor under the anti-kickback statute, respectively, for celtain ·arrangements involving 

the donation of interoperable EHR software to physicians and other health care 

practitioners or entities (71 FR 45140 and 71 FR 45110, respectively, August 8, 2006). 

CCHIT develops criteria for electronic medical records (EMRs or EHRs) and certifies 

applications against these criteria. Although electronic prescribing is addressed in the 

CCHIT ambulatory certification criteria, these criteria do not address all elements with 

which DEA has concern, such as the particular infonnation required in a prescription. 

5 http://www.surescripts.com/certification.html. accessed Apri129, 2009. 
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The CCHIT criteria do address security issues, such as access control and audit logs. 

CCHIT is developing standards for stand-alone electronic prescription applications. 

DBA has not been able to identify any organization that sets standards for or certifies 

phannacy applications for security issues or even for the ability to record and retain 

infonnation such as dispensing data. 

Proposed Rule. On June 27,2008, DBA published a Notice of Proposed 

Rulemaking (NPRM) to revise its regulations to allow the creation, signature, 

transmission, and processing of controlled substance prescriptions electronically (73 FR 

36722). The proposed lUle followed consultations with the industry and the Department 

of Health and HUman Services, which is responsible for establishing transmission 

standards for electronic prescriptions and security standards for health infonnation. The 

proposed lUle provided two approaches, one for the private sector and one for Federal 

healthcare providers. The private sector approach included identity proofing of 

individual practitioners authorized to sign controlled substances prescriptions prior to 

granting access to sign such prescriptions, two-factor authentication including a hard 

token separate from the computer for accessing the signing functions, requirements for 

the content and review of prescliptions, limited transmission provisions, requirements of . 

phannacy applications processing controlled substances prescliptions for dispensing, 

third party audits of the application providers, and internal audit functions for electronic 

prescription application providers and pharn1acy applications. The Federal healthcare 

providers told DBA that the approach proposed for the private sector was inconsistent 

with their existing practices and did not meet the security requirements imposed on all 

Federal systems. The approach proposed for Federal healthcare systems was based, 
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therefore, on the existing Federal systems, which rely on public key infrastructure (PKI) 

and digital certificates to address basic security issues related to non-repudiation, 

authentication, and record integrity. 

DEA's Concerns. DEA's proposed rule was a response to existing and potential 

problems that exist when prescriptions are created electronically. It is essential that the 

rules governing the electronic prescribing of controlled substances do not inadvertently 

facilitate diversion and abuse and undermine the ability of DEA, State, and local law 

enforcement to identify and prosecute those who engage in diversion. In this vein, 

DEA's primary goals were to ensure that nonregistrants did not gain access to electronic 

prescription applications and generate or alter prescriptions for controlled substances and 

to ensure that a prescription record, once created, could not be repudiated. In the case of 

at least some existing electronic prescription application service providers, individuals 

are allowed to enroll online. ASPs may ask for DEA registration and State authorization 

numbers, although they are not required to do so; the degree to which these are verified is 

at the discretion of the application provider. Similarly, application providers that sell 

installed applications mayor may not determine whether the practitioners have valid 

State and DEA authorizations. Where a medical practice purchases an application or 

service, providers mayor may not obtain this information for all practitioners in the 

practice. 

Most of the applications appear to rely on passwords to identify a user of the 

application. Passwords are often described as the weakest linlc in security because they 

are easily guessed or, in healthcare settings, where multiple people use the same 

computers, easily observed. Where longer, more complex passwords are required by 

(J 
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applications as a means to increase their effectiveness, 'this can actually be 

counterproductive, as it often causes users to write down their passwords, which weakens 

overall security.6 There are, in general, very limited standards for security of electronic 

prescription applications and no assurance that even where security capabilities exist, that 

they are used. For example, applications may be able to set access controls to limit who 

.may sign a pres,?ription, but unless those controls are set properly, anyone in a practice 

might be able to .sign a prescription in a practitioner's name. The Certification 

Commission for Healthcare Information Technology (CCHIT) requires that an 

application have logical access controls and audit trails to gain certification, but there is 

no requirement that these functions be used. More than half the electronic prescription 

application providers certified with SureScripts/RxHub (for transmission) are not 

certified with CCHIT. 

Even if there are logical access controls, they may not limit who can perfonn 

functions such as approving a prescription or signing it. At medical practices and even 

more so at hospitals and clinics, many staff members may use the same computers. The 

person who logged onto the application may not be the person entering prescription 

infonnationlater or the person who transmits the prescription. Some applications have 

intemal audit trail functions, but whether these are active and reviewed is at the 

practitioner's discretion. In addition, with multiple people using computers, it is unclear 

that the audit trail can accurately identify who is performing actions. Except for those 

Federal electronic prescription applications that require practitioners to digitally sign 

6 National Institute of Standards and Technology, Special Publication 800-63-1, Draft Electronic 
Authentication Guideline, December 8, 2008, Appendix A. 
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prescriptions, none of the applications transmit any indication that a prescription was 

actually signed. 

With multiple intermediaries moving prescriptions between practitioners and 

pharmacies, there is no assurance that a prescription may not be altered or added during 

transmission. Some intermediaries have good security, but there is no requirement for 

them to do so and practitioners and pharmacies have no control over which 

intermediaries are used. The pharmacy has no way to verify that the prescription was 

sent by the practitioner whose name is on the prescription or that if it was, that it was not 

altered after the practitioner issued it. The evidence of forgery and alteration that 

pharmacies use to identify illegitimate paper prescriptions do not exist in an electronic 

record - not only because electronic prescriptions contain no handwritten signatures, but 

also because electronic prescriptions are typically created from drop-down menus, which 

prevent or reduce the likelihood of misspelled drug names, inappropriate dosage forms 

and units, and other indicators of possible forgery. 

The existing processes used for electronic prescriptions for noncontrolled 

substances, therefore, make it easy for every party to repudiate the prescription. A 

practitioner can claim that someone outside the practice issued a prescription in his name, 

that someone else in the practice used his password to issue a prescription, or that it was 

altered after he issued it either in transmission or at the pharmacy. Proving or disproving 

any of these claims would be very difficult with the existing processes. DBA and other 

law enforcement agencies might not be able to prove a case against someone issuing 

illegitimate prescriptions; equally important, practitioners might have trouble proving that 

they were not responsible for illegitimate prescriptions issued in their name. 

) 
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Because regulations do not currently exist pennitting the use of electronic 

prescriptions for controlled substances, there is naturally no evidence of diversion related 

to electronic prescriptions of these substances. That there is no evidence that other 

noncontrolled prescription drugs have been diverted through electronic prescriptions is 

not relevant for several reasons. First, there is a very limited, if any, black market for 

other prescription medications. Second, there is no reason for law enforcement to 

investigate diversion of these medications, if it occurs, because such diversion may not be 

illegal (this would depend on State law). Finally, the number of electronic prescriptions, 

including refill requests, has not been great (4 percent in 2008, according to 

SureS cripts/RxHub). 

In contrast, prescription controlled substances have always carried a significant 

inherent risk of diversion, both because they are addictive and because they can be sold 

for significantly higher prices than their retail price. The recent studies showing 

increasing levels of abuse of these drugs throughout the United States heightens the cause 

for concern. Accordingly, with controlled substances there is a considerable incentive for 

individuals and criminal organizations to exploit any vulnerabilities that exist to obtain 

these substances illegally. 

The National Survey on Dmg Use and Health (NSDUH) (fonnerly the National 

Household Survey on Dmg Abuse) is an annual survey of the civilian, non

institutionalized, population of the United States aged 12 or older. The survey is 

conducted by the Office of Applied Studies, Substance Abuse and Mental Health 

Services Administration, of the Depaliment of Health and Human Services. Findings 

from the 2008 NSDUH are the latest year for which information is currently available. 
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The 2008 NSDUH7 estimated that 6.2 million persons were current users, i.e., past 30 

days, of psychotherapeutic drugs--pain relievers, anti-anxiety medications, stimulants, 

and sedatives--taken nonmedically. This represents 2.5 percent of the population aged 12 

or older. From 2002 to 2008, there was an increase among young adults aged 18 to 25 in 

the rate of current use of prescription pain relievers, from 4.1 percent to 4.6 percent. The 

survey found that about 52 million people 12 and older had used prescription drugs for 

non-medical reasons in their lifetime; about 35 million of these had used prescription 

painkillers nonmedically in their lifetime. 

The consequences of prescription drug abuse are seen in the data collected by the 

Substance Abuse and Mental Health Services Administration on emergency room visits. 

In the latest data, Drug Abuse Warning Network (DAWN), 2006: National Estimates of 

Drug-Related Emergency Department Visits8
, SAMHSA estimates that, during that one 

year, approximately 741,000 emergency department visits involved nomnedical use of 

prescription or over-the-counter drugs or dietary supplements, a 38 percent increase over 

2004. Of the 741,000 visits, 195,000 involved benzodiazepines (Schedule IV) and 

248,000 involved opioids (Schedule II and III). Overall, controlled substances 

represented 65 percent of the estimated emergency department visits involving 

prescription drugs or over-the-counter drugs or dietary supplements. Between 2004 and 

2006, the number of visits involving opioids increased 43 percent and the number 

involving benzodiazepines increased 36 percent. Of all visits involving nonmedical use 

7 Substance Abuse and Mental Health Services Administration. (2009). Results from the 2008 National 
Survey on Drug Use and Health: National Findings (Office of Applied Studies, NSDUH Series H-36, 
DHHS Publication No. SMA 09-4434). Rockville, MD. 
http://www . oas. samhsa. gov/nsduh/2k8nsduhl2k8Results.pdf. 
8 Substance Abuse and Mental Health Services Administration, Office of Applied Studies. Drug Abuse 
Warning Network. 2006: National Estimates of Drug-Related Emergency Department Visits. DAWN 
Series D-30, DHHS Publication No. (SMA) 08-4339, Rockville, MD, 2007. http://dawninfo.samhsa.gov/. 
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of pharmaceuticals, about 224,000 resulted in admission to the hospital; about 65,000 of 

those individuals were admitted to critical care units; 1,574 of the visits ended with the 

death of the patient. More than half of the visits involved patients 35 and older. 

People dependent on the drugs are willing to pay a high premium to obtain them, 

creating a black market for these drugs. The problem of illegitimate prescriptions, which 

exists with paper prescriptions, is exacerbated by the speed of electronic transmissions 

and the difficulty of identifying an. electronic prescription as invalid. A single 

prescription can be sent to mUltiple phannacies; multiple practitioners' identities can be 

stolen and each identity used to issue a limited number of prescriptions to prevent a 

phannacy or a State prescription monitoring program from noticing an unusual pattern. 

DBA's goal in the proposed rule was to address these vulnerabilities and ensure that 

before controlled substance prescriptions are issued electronically, the process is 

adequately secure to protect both DEA registrants and society. 

Based on DEA's concerns, certain requirements must exist for any system to be 

used for the electronic prescribing of controlled substances: 

• Only DEA registrants may be granted the authority to sign controlled substance 

electronic prescriptions. The approach must, to the greatest extent possible, . 

protect against the theft of registrants' identities. 

• The method used to authenticate a practitioner to the electronic prescribing 

system must ensure to the greatest extent possible that the practitioner cannot 

repudiate the prescription. Authentication methods that can be compromised 

without the practitioner being aware of the compromise are not acceptable. 
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• The prescription records must be reliable enough to be used in legal actions 

(enforcing laws relating to controlled substances) without diminishing the ability 

to establish the relevant facts and without requiring the calling of excessive 

numbers of witnesses to verify record~. 

• The security systems used by any electronic prescription application must, to the 

greatest extent possible, prevent the possibility of insider creation or alteration of 

controlled substance prescriptions. 

Comments. DEA received 229 comments, 35 of which were copies. Twenty-one 

practitioner organizations, 24 phannacy organizations, 18 States (State licensing boards 

of medicine and pharmacy, and three State health departments), and 19 application 

providers were among the commenters. Several States supported the rule as proposed, 

J 

expressing concern about the security of electronic prescriptions and stating that the rule 

should prevent insider tampering or creation of controlled substance prescriptions. 

Advocacy groups concerned with drug use similarly supported the proposed rule as did a 

few other commenters. A number of commenters generally supported electronic 

prescriptions without addressing the proposed rule, 

Most commenters, however, raised a substantial number of issues about various 

provisions of the proposed rule; their comments are addressed in detail in section IV of 

this preamble. On a general level, they expressed concern that the proposed requirements 

would prove too burdensome and would create a barrier to the adoption of electronic 

prescribing. They also raised two overarching issues that have affected the approach that 

DEA has adopted in this interim final rule. 

CJ 
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First, the commenters noted that DEA's proposed approach addressed primarily 

one model for electronic prescription applications, application service providers (ASPs). 

In this model, the practitioner subscribes to a service and accesses, usually over the 

Internet, an electronic prescription applicatipn that is maintained on the ASP's servers. 

The ASP controls access to the application, has access to all of the records, and maintains 

security. The practitioner does not need to install the application or maintain servers that 

archive the records. Many electronic prescription application providers, particularly 

those that develop ERRs and hospital applications, install their software on the 

practitioner's computers. Once the application is installed, the electronic prescription 

application provider's role is limited to providing technical assistance when needed. 

Access control, records, and security are handled by the practitioners or their staff. Some 

of the proposed provisions did not work when the electronic prescription application 

provider is not involved in logical access controL 

Second, many commenters pointed out that the technology continues to evolve, 

the EHR applications are still changing, and that the standards for electronic prescliptions 

are not mature. A number of commenters indicated that the CUlTent transmission system, 

which·relies on a series of intermediaries to provide interoperability, may not be needed 

when both technology and the standards evolve. These COlmnenters wanted DEA to 

provide more flexibility to be able to adjust to advancements as they occur. 

III. Discussion of the Interim Final Rule 

This section provides an overview of the interim finalmle. As noted above, 

commenters raised a number of issues related to specific proposed provisions. DEA has 

revised the rule to address commenters' concems and to reco gnize the variations in how 
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electronic prescription applications are implemented. In arriving at an interim final rule, 

DEA has balanced a number of considerations. Chief among these is DEA's obligation 

to ensure that the regulations minimize, to the greatest extent possible, the potential for 

diversion of controlled substances resulting from nonregistrants gaining access to 

electronic prescription applications and electronic prescriptions. At the same time, DEA 

has sought to streamline the rules to reduce the burden on registrants. Another of DE A's 

goals has been to provide flexibility in the rule so that as technologies and standards 

mature, registrants and application providers will be able to take advantage of advances 

without having to wait for a revision to the regulations. Finally, DEA has revised the 

rules to place requirements on either the application or on registrants so that neither DEA 

nor registrants are dependent on intermediaries for maintenance of information. 

In response to commenters' concerns, DEA is adopting an approach to identity 

proofing (verifying that the user is who he claims to be) and logical access control 

(verifying that the authenticated user has the authority to perform the requested 

operation) that is different from the approach that it proposed. The interim final rule 

provisions related to these two steps are based on the concept of separation of duties: no 

single individual will have the ability to grant access to an electronic prescription 

application or phannacy application. For individual practitioners in private practice (as 

opposed to practitioners associated with an institutional practitioner registrant), identity 

proofing will be done by an authorized third party that will, after verifying the identity, 

issue the authentication credential to a registrant. As some COlmnenters suggested, DEA 

is requiring registrants to apply to celiain Federally approved credential service providers 

(CSPs) or certification authorities (CAs) to obtain their authentication credentials or 

c·) 
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digital certificates. These CSPs or CAs will be required to conduct identity proofing at 

National Institute of Standards and Technology (NIST) SP 800-63-1 Assurance Level 3, 

which allows either in-person or remote identity proofmg. Once a Federally approved 

CSP or CA has verified the identity of the practitioner, it will issue the necessary 

authentication credential. 

The successful issuance of the authentication credentials will be necessary to sign 

electronic controlled substance prescIiptions, but possession of the credential will not be 

sufficient to gain access to the signing function. The electronic prescription application 

must allow the setting oflogical access controls to ensure that only DBA registrants or 

persons exempted from the requirement of registration are allowed to indicate that 

prescriptions are ready to be signed and sign controlled substance prescIiptions. Logical 

access controls may be by user or role-based; that is, the application may allow 

penIDssions to be assigned to individual users or it may associate pennissions with 

patticular roles (e.g., physician, nurse), then assign each individualto the appropriate 

role. Access control will be handled by at least two people within a practice, one of 

whom must be a registrant. Once the registrant has been issued the authentication 

credential, the individuals who set the logical access controls will verify that the 

practitioner's DEA registration is valid and set the application's logical access controls to 

grant the registrant access to functions that indicate a prescription is ready to be signed 

and sign controlled substance presc11ptions. One person will enter the data; a registrant 

must approve the entry, using the two-factor authentication protocol, before access 

becomes operational. 
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DEA is allowing, but not requiring, institutional practitioners to conduct identity 

proofmg in-house as part of their credentialing process. At least two people within the 

credentialing office must sign any list of individuals to be granted access control. That 

list must be sent to a separate department (probably the information technology 

department), which will use it to issue authentication credentials and enter the logical 

access control data. As with private practices, two individuals will be required to enter 

and approve the logical access control information. Institutional practitioners may 

require registrants and those exempted from registration under § 1301.22 to obtain 

identity proofmg and authentication credentials from the same CSPs or CAs that 

individual practitioners use. The institutional practitioner may also conduct the identity 

proofing in-house, then provide the information to these CSPs or CAs to obtain the 

authentication credentials. In this last case, the institutional practitioners would be acting 

as trusted agents for the CSPs or CAs, under rules that those organizations set. Because 

DEA has made extensive changes to the requirements related to identity proofing and 

logical access control, DEA is seeking further comments on these issues. 

As proposed, DEA is requiring in this interim final rule that the authentication 

credential be two-factor. Two-factor authentication (two of the following - something 

you know, something you have, something you are) protects the practitioner from misuse 

of his "credential by insiders as well as protecting him from external threats because the 

practitioner can retain control of a biometric or hard token. Authentication based only on 

knowledge factors is easily subverted because they can be observed, guessed, or hacked 

and used without the practitioner's Imowledge. In the interim final rule DEA is allowing 

the use of a biometric as a substitute for a hard token or a password. If a hard token is 
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used, it must meet FIPS 140-2 Security Levell for cryptographic devices or one-time-

password devices and must be stored on a device that is separate from the computer being 

used to access the application. The CSPs and CAs may issue a new hard token'or register 

and provide credentials for an existing token. Regardless of whether a new token is 

provided and activated or an existing token is registered for the signing of controlled 

substances prescriptions, communications between the CSP or CA and practitioner 

applicant must occur through two channels (e.g., mail, telephone, email). 

However, while DBA is requiring in tJ:!is interim final rule that the authentication 

credential be two-factor, DBA is seeking further comments on this issue. Specifically, 

DBA seeks comments in response to the following question: 

• Is there an alternative to two-factor authentication that would provide an equally 

safe, secure, and closed system for electronic prescribing of controlled substances 

. while better encouraging adoption .of electronic prescriptions for controll~d 

substances? If so, please describe the alternative(s) and indicate how, 

specifically, it would better encourage adoption of electronic prescriptions for 

controlled substances without diminishing the safety and secUlity of the system. 

DBA is establishing standards with which any biometric being used as one factor 

to sign controlled substance prescriptions must comply; however, DEA is not specifying 

the types o~biometrics that may be used to allow for the greatest flexibility and 

adaptation to new technologies in the future. DEA consulted extensively with NIST in 

the development of these standards and has relied on their recollU11endations for this 

aspect of the rule. If a biometric is used, it may be stored on a computer, a hard token, or 

the biometric reader. Storage of biometric data, whether in raw or template fonnat, has 
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implications for data protection and maintenance. These are considerations that should 

be weighed by application providers and implementers when choosing where and how 

biometric data may be stored. Additionally, application providers and implementers may 

wish to consider using open standard biometric data formats when available, to provide 

interoperability where more than one application provider may be providing biometric 

capabilities (e.g., a network that spans multiple entities) and to protect their interests. 

Because the use of biometrics and the standards related to their use were not discussed in 

the notice of proposed rulemaking, DBA is seeking further comments on these issues. 

DBA is requiring that the application display a list of controlled substance 

prescriptions for the practitioner's review before the practitioner may authorize the 

prescriptions. A separate list must be displayed for each patient. All information that the 

DBA regulations require to be included in a prescription for a controlled substance, 

except the patient's address, must appear on the review 'screen along with a notice that 

completing the two-factor authentication protocol is legally signing the prescription. A 

separate key stroke will not be required for this statement. Registrants must indicate that 

each controlled substance prescription shown is ready to be signed. When the registrant 

indicates that one or more prescriptions are to be signed, the application must prompt him 

to begin the two-factor authentication protocol. Completion of the two-factor 

authentication protocol legally signs the prescriptions. When the two-factor 

authentication protocol is successfully completed, the application must digitally sign and 

archive at least the DBA-required infonnation. If the practitioner is digitally signing the 

C) 

29 



prescription with his own private key9, the application need not digitally sign the record 

separately, but must archive the digitally signed record. DEA is allow:ing any practitioner 

to use the digital signature option proposed for Federal healthcare systems. Unless a 

practitioner has digitally signed a prescription and is transmitting the prescription with 

the digital signature, the electronic prescription must include an indication that the 

prescription was signed. 

The electronic prescription application must generate a monthly log of controlled 

substance prescriptions issued by a registrant, archive a record of those logs, and provide 

the logs to the practitioner. The practitioner is not required to review the monthly log. 

Because the prescription information will be digitally signed when the practitioner 

completes the two-factor authentication protocol, the prescription need not be transmitted 

immediately. Information other than the infonnation that must be digitally signed may be 

added to the file (e.g., phamlacy URLs) or the prescription may be reviewed (e.g., at a 

long-tenn care facility) after it is signed and before it is transmitted to the phannacy. 

After the practitioner completes the authentication protocol, the infonnationthat the DEA 

regulations require to be included in a prescription for a controlled substance may not be 

modified before or during transmission. 

DEA has clarified that the application may print copies of an electronically 

transmitted prescription if they are clearly labeled as copies, not valid for dispensing. If a 

9 For technical accuracy, DEA is describing the method of digitally signing as "applying the private key." 
The private key is a secret quantity stored on the user's token that is used in the computation of digital 
signatures. Digital certificates contain a related quantity called the public key, which is used to verify 
signatures generated by the corresponding private key. The user is not required to know, and does not enter 
either key. A message digest is computed by the signing software on the user's computer, and the portion 
of the signing function that involves the private key is automatically performed by the user's token, once 
the user has provided the token and a second authentication factor such as a password or PIN. From the 
user's perspective, the experience is similar to using an ATM card. 
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practitioner is notified by an intermediary or phannacy that a transmission failed, he may 

print a copy of the transmitted prescription and manually sign it. The prescription must 

indicate that it was originally transmitted to a specific pharmacy and that the transmission 

failed. The pharmacy is responsible for checking to ensure that the prescription was not 

received electronically and no controlled substances were dispensed pursuant to the 

electronic prescription prior to filling the paper prescription. 

DEA has also clarified that the requirement that the DEA-required contents of the 

prescription not be altered during transmission applies only to changes to the content (not 

format) by intermediaries, not to changes that may lawfully be made at a pharmacy after 

. receipt. Pharmacy changes to electronic prescriptions for controlled substances are 

governed by the same statutory and regulatory limitations that apply to paper 

prescriptions. Intermediaries may not convert an electronic controlled substance 

prescription into a fax. Once a prescription is created electronically, all records of the 

prescription must be retained electronically. 

Unless the prescription is being transmitted with a digital signature, either the last 

intermediary or the phannacy must digitally sign the prescription; the pharmacy must 

archive the digitally signed prescription. Both the electronic prescription application and 

the pharmacy application must maintain an internal audit trail that records any 

modifications, annotations, or deletions of an electronic controlled substance prescription 

or when a functionality required by the rule is interfered with; the time and date of the 

action; and the person taking the action. The application provider and the registrants 

must develop a list of auditab1e events; auditab1e events should be occurrences that 

indicate a potential security problem. For example, an unauthorized person attempting to 

31 



sign or alter a prescription would be an auditable event; a pharmacist annotating a record 

to indicate a change to a generic version of a drug would not be. The applications must 

run the internal audit function daily to identify any auditable events. When one occurs, 

the application must generate a readable report for the practitioner or pharmacist. If a 

practitioner or pharmacy determines that there is a potential security problem, they must 

repOli it to DEA within one business day. 

Application providers must obtain a third-paliy audit before the application may 

be used to create, sign, transmit, or process controlled substance prescriptions and 

whenever a functionality related to controlled substance prescription requirements is 

altered, or every two years after the initial audit, whichever occurs first. If one or more 

certification organizations establish procedures to review applications and determine 

 whether they meet the requirements set forth in the DEA regulations, DEA may allow 

this certification to replace the third-patiy audit. DEA will notify registrants of any such 

approvals of organizations to conduct these third-party certifications through its Web site. 

At this time, no such certification exists for either electronic prescription or pharmacy 

applications, but the Celiification COlmnission for Healthcare Information Technology 

(CCHIT) has developed a program for electronic prescription applications. 

All records must be maintained for two years from the date on which they were 

created or received. Pharmacy records must be backed up daily; DBA is not specifying 

where back-up files must be stored. 

Because DEA is allowing any registrant to use the public key infrastructure (PKI) 

option proposed for Federal healthcare systems, the interim final rule does not include 

separate requirements for these systems. 

.
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When a prescription is transmitted (outside of a closed system), it moves through 

three to five intermediaries between practitioners and phannacies. Although 

prescriptions could be altered, added, or deleted during transmission, DEA is not 

regulating transmission. Registrants have no control over the string of intermediaries. A 

practitioner might be able to determine from his application provider which 

intermediaries it uses to move the prescription from the practitioner to 

SureScripts/RxHub or a similar service, but neither the pr~ctitioner nor the application 

provider would find it easy to determine which intermediaries serve each of the 

pharmacies a practitioner's patients may choose. Pharmacies have the problem in 

reverse; they may know which intermediaries send them prescriptions, but have no way 

to determine the intermediaries used to route prescriptions from perhaps hundreds of 

practitioners using different applications to SureScripts/RxHub or a similar service. DEA 

believes the involvement of intermediaries will not compromise the integrity of electronic 

prescribing of controlled substances, provided the requirements of the interim final rule 

are satisfied. Among these requirements is that the prescription record be digitally signed 

before and after transmission to avoid the need to address the security of intermediaries. 

DBA realizes that this approach will not prevent problems dUling the transmission, but it 

will at least identify that the problem occurred dUling transmission and pr,otect 

practitioners and pharmacies from being held responsible for problems that may arise 

during transmission that are not attributable to them. 

Some commenters on the NPRM claimed that the secmity practices of 

intennediaries were sufficient to protect electronic prescriptions. These practices, which 

are voluntary, do not address the principal threats of diversion, which occm before and 
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after transmission. Maintaining the integrity of the record during transmission is oflittle 

value if there is no assurance that a registrant created and transmitted the prescription or 

that pharmacy staff did not alter it after receipt. 

DEA wishes to emphasize that the electronic prescribing of controlled substances 

is in addition to, not a replacement of, existing requirements for written 'and oral 

prescriptions for controlled substances. This rule provides a new option to prescribing 

practitioners and pharmacies. It does not change existing regulatory requirements for 

written and oral prescriptions for controlled substances. Prescribing practitioners will 

still be able to write, and manually sign, prescriptions for Schedule II, III, IV, and V 

controlled substances, and pharmacies will still be able to dispense controlled substances 

based on those written prescriptions and archive those records of dispensing. Further, 

nothing in this rule prevents a practitioner or a practitioner's agent from using an existing 

electronic prescription application that does not comply with the interim final rule to 

prepare a controlled substance prescription, so that ERR and other electronic prescribing 

functionality may be used, and print the prescliption for manual signature by the 

practitioner. Such prescriptions are paper prescriptions and subject to the existing 

requirements for paper prescriptions. 

IV. Discussion of Comments 

A. Introduction 

This section summarizes the 194 COlmnents received to the NPRM by issue and 

provides DEA's responses. For each issue, DEA first summarizes the proposed rule, then 

presents the COlmnents and DEA's responses. The subjects are presented in an order that 

tracks the process of issuing and dispensing a prescription from practitioner to pharmacy. 
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r---.\ Issues that apply to both types of applications (e.g., third-party audits, recordkeeping) are 

presented once. General comments and ancillary issues are discussed at the end of this 

section. 

B. Identity proofing and logical access control 

DEA proposed that practitioners would be required to lindergo in-person identity 

proofing, with DEA-registered hospitals, State licensing boards, or law enforcement 

agencies checking the identification documents. The record of the identity proofing 

would then have been sent to the electronic prescription application provider, which 

would use the information to set access controls to ensure that only practitioners eligible 

to issue controlled substance prescriptions were allowed to sign these prescriptions. 

1. Identity proofing 

Comments. Some commenters, including electronic prescription application 

providers and practitioner organizations, supported identity proofing, but recommended 

changes to the proposed rule. One physician noted that identity proofing was particularly 

important to prevent online enrollment without any checks on the veracity of the 

infonnation submitted. Other commenters, including insurance organizations, some 

practitioner organizations, and some pharmacy organizations, opposed the requirement 

for identity proofing, stating that it would be burdensome to practitioners and a ban-ier to 

adoption of electronic prescribing. One electronic prescription application provider noted 

that DEA does not conduct identity proofmg for issuing paper prescriptions. Several 

practitioner organizations and a State Board of Phannacy stated that there was no 

assurance that identity proofing would reduce diversion, citing the vulnerabilities of 

( . 
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paper prescriptions. One pharmacy chain stated that DEA should restrict access to the 

dafabase of DEA registration numbers. 

DEA Response. DEA continues to believe that it is critical to the security of 

electronic prescribing of controlled substances that authentication credentials used to sign 

controlled substance prescriptions be issued only to individuals whose identities have 

been confinned based on infonnation presented in, and consistent with, the application 

(except for institutional practitioners; see discussion below). Without this step, 

nonregistrants - at a practitioner's office, at an application provider, or elsewhere - could 

obtain an authentication credential in a registrant's name and use it to issue illegal 

prescriptions. As DEA discussed in the NPRM, some existing electronic prescription 

application providers allow people to enroll online, with no checks on whether the person 

is who he claims to be. Although it is true that DEA does not require in-person identity 

proofing for registration and allows applications to be filed online, DBA conducts a 

number of checks on registration applications before issuing a registration. In addition, 

filing a false registration application is a Federal crime punishable by up to four years in 

prison under 21 U.S.C. 843. Moreover, electronic prescriptions, unlike written or oral 

prescriptions, lack the human elements of handwriting or the spoken voice, which a 

phannacist can take into account in ascertaining whether the prescription was issued by 

the actual practitioner or an impostor; identity proofmg serves to some degree to fill this 

void. 

In response to COlmnents on whether this requirement will reduce diversion, DEA 

is well aware of the vulnerabilities of the paper-based prescription system, but that such 

vulnerabilities exist does not mean that DEA should allow similar or greater 
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vulnerabilities with electronic prescriptions for controlled substances. A forged paper 

prescription provides forensic evidence of who committed the forgery and can exonerate 

a practitioner based on that evidence; an electronic prescription issued in a practitioner's 

name provides no such evidence, making it difficult for law enforcement to identify the 

person who issued it and difficult for the practitioner to prove that he did not. Restricting 

access to the CSA database would not solve the problem of patients, medical office staff, 

and pharmacy staff, all of whom have routine access to DEA numbers, issuing fraudulent 

prescriptions. 

DEA recognizes that identity proofing and logical access controls (discussed 

below) will not stop all misuse of electronic prescription applications. Identity proofing 

will not prevent a registrant from issuing invalid prescriptions or allowing a staff member 

to issue prescriptions in his name, and it is not intended to prevent such activity. The 

purpose of identity proofmg is to limit to as great an extent as possible the ability of 

nonregistrants to obtain an authentication credential and issue electronic controlled 

substance prescriptions under a practitioner's name. 

Comments. A substantial number of commenters raised issues related to who 

would conduct the identity proofing. The State Boards generally objected to being as~(ed 

to conduct identity proofing, asserting that they did not have the staff or resources to do 

so. They noted that they would need to train staff and perhaps seek legislative authori~ 

and funding to carry out this function. Other commenters doubted that hospitals or law 

enforcement agencies would be willing to conduct the checks or thought that DEA 

intended to charge for the process. Some practitioners objected to the idea of having law 

enforcement agencies involved. Many commenters objected to the cost of trips to a third 
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party and stated that it would be a barrier to adoption, particularly for· practitioners who 

are not affiliated with a hospital, such as mid-level practitioners and dentists. Some 

commenters, including electronic prescription application providers, asked that other 

entities be allowed to conduct identity proofing (e.g., notaries, application providers, 

passport processing agencies, the American Association of Medical Colleges). 

A long-term care facility (LTCF).organization, several information technology 

organizations, and an application provider suggested that DEA use existing certification 

authorities (CAs) that issue digital certificates and routinely conduct identity proofing as 

part of the enrollment process. An infOlIDation technology firm suggested that DEA 

establish a set of common criteria under which credential issuers can become accredited, 

citing the Department of Defense External Certification Authority program as an 

example. The commenter also suggested that DEA specify that finns qualified as shared 

 . service providers by the Federal Bridge Certification Authority (FBCA) could serve as 

CSPs. A few commenters associated with application providers or information 

technology organizations asked DEA to consider remote identity proofing systems. 

DEA Response. In view of the comments, DEA has revised the requirements for 

identity proofing to adopt an approach that does not involve parties discussed in the 

proposed rule. As suggested by some commenters, for individual practitioners in private 

practice (i.e., those practitioners not seeking access to an institutional practitioner's 

applications), DEA will use existing celiification authorities (CAs) and similar credential 

service providers (CSPs) that have been approved by a Federal authOlity. These 

organizations conduct identity proofmg and issue digital celiificates and other identity 

credentials as pali oftheir existing businesses. The standards they use to conduct identity 
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proofing and issue credentials are established in documents (e.g., Certificate Policies, 

Certificate Practice Statements, and Assurance Frameworks) that are reviewed and 

approved by Federal authorities and subject to third-party audits for their implementation. 

DBA is specifying that the identity proofing must meet NIST SP 800-63-1 Assurance 

Level 3 although a CA or CSP may impose higher standards. 

DBA's objective is to ensure that identity proofing and the provision of two-factor 

authentication credentials will be done by a third party that is not involved in any other 

part of the electronic prescribing process. This approach is based on the concept of 

separation of duties, to ensure that the ability to sign controlled substance prescriptions 

will not depend on the action of a single entity or person. A registrant will need the two-

factor authentication credential before he will be able to sign electronic prescriptions for 

controlled substances, but the possession of the token or tokens associated with the 

credential will not, itself, authorize a registrant to access the application to sign controlled 

substances prescriptions. Logical access control will be granted separately. Without the 

two-factor authentication credential, a practitioner will not be able to sign controlled 

substance prescriptions even if granted access. 

For practitioners who are obtaining a two-factor authentication credential that 

does not include a digital certificate, DBA is requiring that they obtain their 

authentication credential from a credential service provider (CSP) that has been approved 

by the General Services Administration Office of Technology Strategy/Division of 

Identity Management to conduct identity proofmg that meets NIST Sp 800-63-1 

Assurance Level 3 or above. For practitioners obtaining a digital certificate, DBA is 

requiring that they obtain the digital certificate from a certification authority that is cross-
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certified with the Federal Bridge Certification AuthOlity (FBCA) at a basic assurance 

level or higher and that conducts identity proofmg at NIST SP 800-63-1 Assurance Level 

3 or above. DBA believes that shared service providers would be too restrictive and 

believes that the approach it is implementing provides greater flexibility for the regulated 

industry. 

DEA is not dictating how a CSP or CA conducts identity proofing. The standards 

for identity proofmg are set by the Federal Bridge Certification Authority (FBCA) or the 

General Services Administration in their certificate policies and frameworks and in NIST 

SP 800-63-1. Level 3 requires either in-person identity proofmg based on checking 

government-issued photographic identification or remote identity proofing. For in-person 

identity proofmg, Level 3 requires the examination of a government-issued photographic 

identification, which must be verified wi~h either the issuing agency, credit bureaus, or 

other similar databases. The verification must confirm that the name, date of birth, and 

address listed in the application for the credential are consistent with the information in 

other records checked. The person checking the identification must compare the person 

with the photograph, record the identification number, address (if listed), and date of 

birth. If the identification is valid, the issuing organization may authOlize or issue the 

credential and send notice to the address of record; if the identification or other records 

checked do not confinn the address listed in the application (as may happen if the person 

has recently moved), the organization must issue credentials in a manner that confinns 

the address of record (the address of record is the address listed in the application). 

For remote identity proofing, Level 3 requires a valid government-issued 

identification number and a financial account number. These numbers must be 
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confirmed via record checks with either the issuing agency or institution or through credit 

bureaus or similar databases. The check must confirm that the name, address, date of 

birth, and other personal information in the records are consistent with the application 

and sufficient to identify a unique individual. The address or telephone number must be 

confirmed by issuing the credential in a manner that confirms the ability of the applicant 

to receive communications at the listed address or number. DBA notes that CAs and 

CSPs may conduct more extensive remote identity proofmg and may require additional 

infonnation from applicants. DEA believes that the ability to conduct remote identity 

proofing allowed for in Level 3 will ensure that practitioners in rural areas will be able to 

obtain an authentication credential without the need for travel. DEA expects that 

application providers will work with CSPs or CAs to direct practitioners to one or more 

sources of two-factor authentication credentials that will be interoperable with their 

applications. DEA is seeking comment on this approach to identity proofing. 

DEA is not requiring the CSP or CA to check DEA registrations or State 

authorizations to practice or dispense controlled substances as part of the identity-

proofmg process; these will be checked as part of logical access control, as discussed in 

the next section. DEA decided to have checks for the DEA registration, authorization to 

practice, and authorization to dispense controlled substances for individual practitioners 

handled separately from identity proofing for three reasons. First, the information that is 

used to verify identity may not be the infonnation associated with a DEA registration. 

Government-issued photographic identifications and credit cards usually are associated 

with home addresses and, perhaps, Social Security numbers; DEA registrations are 

usually associated with business locations and, in some cases, taxpayer identification 
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numbers. In addition, the registration database that DEA makes available through the 

National Technical Infonnation Service does not include this personal infonnation, so 

that a CA or CSP would have to contact DEA for each applicant. Second, some practices 

or application providers may want some or all of the nonregistrants on the staff to obtain 

authentication credentials so that there will be only one method of authenticating to the 

application. The possession of a two-factor authentication credential would not, in these 

cases, distinguish between those who can sign controlled substance prescriptions and 

those who cannot. Third, the decision to grant access to the functions that allow a 

practitioner to indicate that a prescription is ready for signing and to sign controlled 

substance prescriptions is based on whether the person is a DEA registrant, not on the 

possession of a two-factor authentication credential. The two-factor authentication 

credential is a necessary, but not a sufficient, condition for signing a controlled substance 

prescription. It is logical, therefore, to require the people who set logical access controls, 

rather than those who conduct identity proofmg, to check the DEA and State 

authorizations to practice and, where applicable, authorizations to dispense controlled 

substances of prescribing practitioners. 

Comments. One medical group association and a healthcare system 

recOlmnended that the larger practices be allowed to conduct the identity proofmg 

themselves as they ah·eady conduct Level 4 identity proofing when they issue credentials. 

DEA Response. In view of the comments, DEA has expanded upon the proposed 

rule to allow institutional practitioners, which are themselves DEA registrants, to conduct 

the identity proofing for any individual practitioner whom the institutional practitioner is 

granting access to issue prescriptions using the institution's electronic presclibing 

. 

. 

42 



c_ J 

application. Because institutional practitioners have credentialing offices, the interim 

final rule allows those offices to conduct in-person identity proofmg, which they can do 

as part of their credentialing process. DEA is not requiring institutional practitioners to 

meet the requirements ofNIST SP 800-63-1 for identity proofing. As some commenters 

stated, these institutions already conduct extensive checks before they credential a 

practitioner. The interim final rule simply requires that before they issue the 

authentication credential they check the person's government-issued photographic 

identification against the person presenting it. They must also check State licensure and 

DEA registrations, where applicable, but they do this as part of credentialing and do not 

need to repeat the checks for practitioners whom they have already credentialed. 

The rule only allows institutional practitioners to conduct in-person identity 

proofmg, not remote identity proofing. There are two reasons for this limitation. First, 

the practitioners will be visiting the institution on a regular basis so the burden should be 

relatively low. Second, most institutional practitioners may not have the ability or desire 

to conduct the credit and other background checks that are part of remote identity 

proofing at NIST Levels 2 and 3. DEA recognizes that in some large systems, the 

credentialing office may be at a central location and many staff may work at other 

locations. In those cases, the institutional practitioner can decide whether to have the 

staff visit the central location or send someone from the credentialing office to the other 

locations to conduct the identity proofing. DEA notes that this issue will arise only 

during the initial enrollment of previously credentialed practitioners. After that, 

practitioners being newly credentialed by an institution can undergo identity proofmg 

when and where they are credentialed. The rule also requires that the credentialing office 
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check the DEA and State authorizations to practice and, where applicable, authorizations 

to dispense controlled substances because this check should be part of their standard 

credentialing process. 

Under the rule, the institutional practitioner may issue the two-factor 

authentication credentials itself or obtain them from a third party, which will have to be a 

CSP or CA that meets the criteria specified above. In the latter case, the institutional 

practitioner could have each pr~ctitioner apply for the ,two-factor credential himself, 

which would entail undergoing identity proofing by the CSP or CA. Alternatively, the 

institutional practitioner can serve as a trusted agent for the third party. Trusted agents 

conduct part of the identity proofmg on behalf of the CSP or CA and submit the 

information for each person along with a signed agreement that specifies the trusted 

agent's responsibilities. DEA emphasizes that institutional practitioners are allowed, but 

not required, to conduct identity proofing. If an institutional practitioner (e.g., a small 

hospital or clinic) decides to have each practitioner obtain identity proofing and the two

factor authentication credential on his own, as other individual practitioners do, that is 

pennissible under the rule. DEA is seeking comment on this approach to identity 

proofing by institutional practitioners. 

Comments. An intennediary, a pharmacist organization, and a State asked 

whether practitioners would need to undergo identity proofing more than once if they 

used multiple electronic prescription applications. An application provider and a 

practitioner organization asked if the identity proofing needed to be revalidated every 

year. Several commenters asked about the need to obtain separate authentication 

credentials if the practitioner holds mUltiple DEA numbers. 
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DEA Response. Identity proofmg is required to obtain a two-factor authentication 

credential. If a practitioner uses multiple applications (e.g., at his practice and at a 

hospital), he may need to obtain separate authentication credentials, based on the 

following considerations. A practitioner will need to undergo identity proofmg for each 

such credential that he needs unless the applications he wishes to use require 

authentication credentials from the same CSP or CA; in that case, the CSP or CA will 

determine whether a single application for identity proofmg and issuance of the 

authentication credential can serve as a basis for issuing multiple credentials. It may also 

be possible that multiple applications will accept the same two-factor authentication 

credential. For example, if a practitioner obtains a digital certificate from an approved 

CA, he may be able to use it to digitally sign prescriptions on multiple applications, if 

they accept digital signatures. For those practitioners who use more than one DEA 

registration to issue controlled substance prescriptions, DEA is not requiring a 

practitioner to have a separate authentication credential based solely on the fact that he 

uses more than one DEA registration. As for the need for revalidation of identity 

proofing, those periods will be set by the CSP or CA. 

Comments. Practitioner organizations asked if practitioners will.be charged for 

the identity proofmg. 

DEA Response. DEA expects that the CSP or CA will charge for th~ issuance of 

a two-factor authentication credential, which will generally include the cost of identity 

proofing. Whether practitioners will pay directly or through the application provider will 

be a business decision on the part of application providers. 
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COlmnents. A practitioner organization expressed concern with the proposed rule 

language that referenced "State licenses" because some States do not issue licenses to 

mid-level practitioners. 

DEA Response. DEA agrees with this commenter and has revised the language in 

the interim final rule to refer to State authorization to practice and State authorization to 

dispense controlled substances. 10 

2. Access Control 

In the NPRM, DEA proposed that the identity proofing document had to be 

submitted to the application provider, which would then check the DEA registration and 

State authorizations to practice, and set access controls. DEA also proposed that the 

application providers check DEA registration status weeldy and revoke authentication 

credentials if practitioners' registrations had been tenninated, revoked, or suspended. 

Comments. A LTCF organization stated that any electronic prescribing 

application must have, at its core, control over access rights. A practitioner organization 

also emphasized the need to limit access to signing authority within an application. An 

electronic prescription application provider stated that it did not set access controls for 

the applications it sells and installs at medical practices. Although its applications have 

logical access controls, the practice administrator is responsible for setting the controls. 

The application provider is not involved in the process. 

10 Under the CSA, every person who dispenses a controlled substance must have a DEA registration, and 
may only dispense controlled substances to the extent authorized by his registration, unless DEA has by 
regulation, waived the requirement ofregistration as to such person. 21 U.S.C. 822(a)(2), 822(b), 822(d). 
To be eligible to obtain a DEA registration, a practitioner must be licensed or otherwise authorized by the 
State or jurisdiction in which he practices to dispense controlled substances. 21 U.S.C. 802(21), 823(f), 
824(a)(3). 
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DBA Response. In its proposed rule, DBA did not adequately differentiate 

between authentication, authorization, and access. NIST, in its special publication SP 

800-12, provides the following description of these three steps: 

Access is the ability to do something with a computer resource. This 
usually refers to a technical ability (e.g., read, create, modify, or delete a 
file, execute a program, or use an external connection). 
Authorization is the permission to use a computer resource. Permission is 
granted, directly or indirectly, by the application or system owner. 
Authentication is proving (to some reasonable degree) that users are who 
they claim to be. 

NIST SP 800-12 further states: 

Access control is the means by which the ability is explicitly enabled or 
restricted in some way (usually through physical and system-based 
controls). Computer-based access controls are called logical access 
controls. Logical access controls can prescribe not only who or what (e.g., 
in the case of a process) is to have access to a specific system resource but 
also the type of access that is permitted. These controls may be built into 
the operating system, may be incorporated into applications programs or . 
major utilities (e.g., database management systems or communications 
systems), or may be implemented through add-on security packages. I I 

DBA has revised its approach to access control to remove the application provider 

and its staff from direct involvement in the process. Instead, the interim final rule will 

require that the application must have the capability to set logical access controls that 

limit access to the functions for indicating a prescription is ready for signing and for 

signing the prescription to DBA registrants. The interim final rule will also limit access 

to setting these logical access controls. The application may set logical access controls 

on an individual basis or on roles. If the logical access controls are role-based, one or 

more roles will have to be limited to individuals authorized to prescribe controlled 

11 National Institute of Standards and Technology. Special Publication 800-12 An Introduction to Computer 
Security- The NIST Handbook, Chapter 17; October, 1995. http://csrc.nist.gov/pub1ications/nistl'ubs/800-
12/800-12-html/chapter17 -printab1e.htm1 
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substances. This role may be labeled "DEA registrant" or physician, dentist, nurse 

practitioner, etc., provided the role is limited to those authorized to issue controlled 

substance prescriptions. For an individual practitioner who is an agent or employee of an 

institutional practitioner, and who has been authorized to prescribe controlled substances 

under the registration of the institutional practitioner pursuant to 21 CFR 1301.22(c), if 

logical access controls are role-based, one role will have to be "authorized to sign 

controlled substance prescriptions." (Other methods of setting logical access controls 

that NIST cites - location or time.;... do not appear to be relevant, although applications or 

users may add such limits based on their own concerns.) 

The application logical access control capability must require that data entry of 

authorizations for setting logical access controls and the functions limited to registrants 

(indicating that a controlled substance prescription is ready for signing and signing a 

controlled substance prescription) involve two people. The requirement for two people to 

be involved in such data entry is frequently used to protect applications from internal 

security threats. If a person is able, through the use of false identity documents, to obtain 

a two-factor authentication credential in a registrant's name, he will still not be able to 

sign controlled substance prescliptions unless he is granted access, by two people (one of 

whom is a registrant). The interim finalmle does not specify in detail how the 

application must be structured to ensure that two people concur with the data entry; 

rather, the lUle simply requires that the application must not accept these logical access 

controls without the action of two paliies. For example, a small practice with two 

registrants neither of whom is expecting to leave may decide that only the registrants will 

perfonn this function, which may occur only at the initial installation or upgrade of an 

48 



electronic prescription application to comply with controlled substance prescription 

requirements. In large practices, the registrants might fmd it beneficial to allow 

nonregistrants, such as a practice information technology administrator, to administer 

logical access controls in conjunction with a registrant. 

The interim fmal rule requires that at least one of the people assigned the role of 

administering logical access control must verify that any registrant granted authorization 

to indicate that a prescription is ready for signing and to sign controlled substance 

prescriptions has a valid DEA registration, a State authorization to practice and, where 

applicable, a State controlled substance authorization. In small practices, this verification 

may require nothing more than checking expiration dates on the practitioners' DEA 

Certificate of Registration and State authorization(s), unless there is reason to question 

the current validity. In larger practices, verification may take more time. Individual 

registrations can be checked online at DEA's Web site at www.deadiversion.usdoi.gov/ 

by clicking on the Registration Validation button on the left side of the Web page. 

Once DEA registration and State authorization to practice and State authorization 

to dispense controlled substances have been verified, two people must be involved in 

entering the data to the application to identify those people authorized to indicate that a 

prescription is ready for signing and to sign controlled substance prescriptions; those two 

people are also involved in entering data to the application to identify people whose 

authorization has been revoked. The first person must enter the data. A registrant must 

then use his two-factor authentication credential to provide the second approval. The 

application must ensure that until the second approval occurs, logical access controls for 

controlled substance prescription functions cannot be activated or altered. DEA 
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recognizes that some solo practitioners may not have other employees although it seems 

unlikely that they do not have at least part-time help for office management and back 

office functions. DEA is not requiring that the second person be an employee, simply 

that there be two people involved and that the persons involved be specifically designated 

by the practitioner(s). For such solo practitioners and for many small practices, logical 

access controls may need to be set only once because they will usually be set or changed 

only with stafftumover. 

All entries and changes to the logical access controls for setting the controls and 

for the controlled substance prescription functions must be defined as auditable events 

and a record of the changes retained as part of the internal audit trail. DEA is seeking 

comment on this approach to logical access control for individual practitioners. 

Logical access must be revoked whenever any of the following occurs: a DEA 

registration expires without renewal, or is temlinated, revoked, or suspended; the 

registrant reports that a token associated with the two-factor authentication credential has 

been lost or compromised; or the registrant is no longer'authorized to use the practice's 

application. DEA anticipates that for most practices, logical access controls will be set 

and chapged infrequently, usually when a new registrant joins the practice or a registrant 

leaves. Even in larger practices, changes to authOlizations are likely to occur relatively 

infrequently. 

DEA recognizes that application service providers (ASPs) may cunently set 

access controls, to the extent that they do, at the ASP level and that the interim finalmle 

may require them to reprogram some of their secUlity controls. DEA believes these steps 

are necessary to ensure that a registrant is involved in the process of setting logical access 
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controls and that these cannot be set or changed without the concurrence of a registrant. 

If registrants submitted a list of people to be authorized to perform the controlled 

substance prescription functions to an ASP, there would need to be a process to ensure 

that the list was from a legitimate source (e.g., notarization), which could be 

cumbersome, particularly for larger practices where the list may change more frequently 

than is the case for small practices. In addition, the responsibility for data entry would 

then rest with ASP staff, who will not have the same degree of interest in protecting 

registrants from the misuse of the applications as the registrants themselves have. 

For institutional practitioners, the setting oflogical access controls will 

necessarily be somewhat different because the registrant is not an individual. The 

principle, however, is the same. Identity proofmg must be separate from setting logical 

access controls; two individuals must be involved in each step. The interim fmal rule 

therefore requires that two individuals from the credentiaUng office provide the part of 

the institution that controls the computer applications with the names of practitioners 

authorized to issue controlled substance prescriptions. The entry of the data will also 

require the involvement of two individuals. The institutional registrant is responsible for 

designating and documenting individuals or roles that can perform these functions. 

Logical access must be revoked whenever any of the following occurs: the institutional 

practitioner's or, where applicable, individual practitioner's DBA registration expires 

without renewal, or is terminated, revoked,. or suspended; the practitioner reports that a 

token associated with the two-factor authentication credential has been lost or 

compromised; or the individual practitioner is no longer authorized to use the institutional 
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practitioner's application. DEA is seeking comment on this approach to logical access 

control for institutional practitioners. 

Comments. An application provider to a major healthcare system agreed that 

access controls were needed, but noted that in a large healthcare system this is complex· 

because of the variety of practitioners involved and will take time to implement. 

DEA Response. The interim final rule does not require applications to distinguish 

which schedules of controlled substances a registrant is authorized to prescribe. 

Practitioners are responsible for 1mowing which schedules they may prescribe; if a 

practitioner prescribes beyond the extent authorized by his registration, he is dispensing 

in violation of the CSA.12 In addition, asking applications to distinguish among all the 

variations of prescribing authority may add unnecessary complication to applications that 

will mostly be used by practitioners who are authorized to prescribe all Schedule II, III, 

N, and V substances. This approach should reduce some of the complexity in 

progralmning logical access controls because the application providers will not need to 

distinguish among DEA registrants. DBA also notes that the 2009 security survey ofthe 

Health Infonnation and Management Systems Society (HIMSS) indicated that all of the 

196 healthcare systems surveyed have established user access controls. 13 

Comments. Several application providers objected to the proposed requirement 

that they check DBA registration status weekly. 

DBA Response. Because application providers are no longer responsible for 

controlling access, DBA has removed this requirement in the interim final rule. People 

12 21 U.S.C. 822(b), 841(a)(1). 
13 Healthcare Information and Management Systems Society. 2009 HIMSS Security Survey, November 3, 
2009. httll:llwww.himss.org/content/filesIHIMSS2009SecuritySurvevReport.pdf 
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within a practitioner's office or an institutional practitioner will be familiar with any 

issues related to the status of a DEA registration. They will have access to the expiration 

date of the DEA registration and State authorization(s) to practice and, where applicable, 

to dispense controlled substances and be able to check with the practitioner to ensure that 

the registration has been renewed. If a practitioner is subject to suspension or revocation, 

other registrants in the practice or the institutional practitioner are likely to be aware of 

the legal problems and can revoke access controL 

DEA recognizes that this approach will not prevent a registrant in solo practice 

from continuing to issue controlled substances prescriptions under an expired, terminated, 

suspended, or revoked registration. However, it is already clear under existing law and 

regulations that a practitioner who prescribes or otherwise dispenses controlled 

substances beyond the scope of his registration is committing a violation of the CSA and 

subject to potential criminal prosecution, civil fine, and loss of registration. Any 

practitioner who would use his two-factor authentication credential to issue prescriptions 

after he is legally barred from doing so would be creating evidence of such criminal 

activity. As discussed above, the purpose of identity proofmg and access control is to 

prevent nonregistrants from gaining the ability to issue controlled substance 

prescriptions. 

C. Authentication Protocols 

Authentication protocols are classified by the number of factors they require. 

NIST and others recognize three factors: something you know, something you have, and 

something you are. Combinations of user IDs and passwords are one-factor because they 

require only information that you know. A standard ATM uses two-factor - something 

C' ) 
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you know (a personal identification number (PIN)) and something you have (ban1e card). 

DEA proposed that practitioners be required to use a two-factor authentication protocol to 

access the electronic prescription application to sign controlled substance prescriptions. 

DEA proposed that one factor would have to be a hard token that met NIST SP 800-63 

Level 4 and that the cryptographic module would have to be validated at Federal 

Infonnation Processing Standard (FIPS) 140-2 Security Level 2 overall and Level 3 

security. 

Comments. Three infonnation technology finns asserted that two-factor 

authentication is not common. They suggested that a clear 'audit log' be generated upon 

the provider authentication, prescription approval, transmission of prescription, and 

successful prescription transmittal. They suggested that this audit log should be in the 

fonn defmed by Healthcare Infonnation Technology Standards Panel (HITSP) T15 

"Collect and Communicate Security Audit Trail Transaction." Other commenters noted 

that the Certification COlmnission for Healthcare Infonnation Technology (CCHIT) does 

not require two-factor authentication and has only listed it as a possibility for its 2010 

standard. A State Board of Pharmacy supported two-factor authentication, stating that 

concenlS expressed by some members of industry about the added time to complete two

factor authentication are misplaced. It said that the two-factor authentication will take a 

minimal amount of time compared to the time it takes to move through the multiple 

screens used to create a prescription in most applications. 

DEA Response. DEA agrees that CCHIT does not yet require two-factor 

authentication. Two-factor authentication is roadmapped by CCHIT in 2010 and beyond. 

DEA emphasizes, however, that an audit log will not provide any assurance of who 
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issued a prescription. The commenters appear to have confused logical access control 

with authentication. The problem DEA is addressing with the requirement for two-factor 

authentication credentials is not that someone may use their own authentication credential 

to alter or create a prescription, but that a nonregistrant will use a registrant's 

authentication credential to create and sign a prescription. If a nonregistrant has been 

able to use a registrant's authentication credential, the audit trail will incorrectly indicate 

that the registrant was responsible for the prescription. DEA believes that use of two-

factor authentication limits this possibility. 

As commenters indicated, single-factor authentication usually means passwords 

alone or in combination with user IDs. NIST states in it special publication SP 800-63-1: 

" ... the ability of humans to remember long, arbitrary passwords is limited, so passwords 

are often vulnerable to a variety of attacks including guessing, use of dictionaries of 

common passwords, and brute force attacks of all possible password combinations .... all 

password authentication mechanisms are vulnerable to keyboard loggers and observation 

of the password when it is entered." NIST also states that" ... many users, left to choose 

their own passwords will choose passwords that are easily guessed and even fairly 

short[.],,14 This problem is exacerbated in healthcare settings where multiple people may 

use the same computers and work in close proximity to each other. Even if other staff 

cannot guess the password, they may have many opportunities to observe a practitioner 

entering the password. Strong passwords (combinations of 8 or more letters, numbers, 

and special characters) are hard to remember and are often written down. None of these 

strategies alters the ability of others in a healthcare setting to observe the password. 

14 National Institute of Standards and Technology. Special Publication 800-63-1, Draft Electronic 
Authentication Guideline, December 8, 2008, Appendix A. h1t:p:llcsrc.nist.gov/PublicationslPubsSPs.html 
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NIST, in its draft guidance on enterprise password management (SP 800-118) states the 

following: 

Organizations should be aware of the drawbacks of using password-based 
authentication. There are many types of threats against passwords, and 
most of these threats can only be partially mitigated. Also, users are 
burdened with memOlizing and managing an ever-increasing number of 
passwords. However, although the existing mechanisms for enterprise 
password management can somewhat alleviate this burden, they each have 
significant usability disadvantages and can also cause more serious 
security incidents because they permit access to many systems through a 
single authenticator. Therefore, organizations should make long-tenn 
plans for replacing or supplementing password-based authentication with 
stronger forms of authentication for resources with higher security needs. I5 

DEA remains convinced that single-factor authentication is insufficient to ensure 

that a practitioner will not be able to repudiate a prescription he signed. 

Comments. Although only a few commenters opposed two-factor authentication, 

believing that passwords were sufficient, most comments DEA received on the issue 

raised substantial concerns about the details of the proposed rule on this subject. These 

COnCelTIS focused on the requirement for a hard token and the security levels proposed. 

A practitioner organization, a hospital organization, a phannacy association, a 

health infonnation technology organization, a healthcare system, other medical 

associations, and a number of application providers asked DEA to allow the use of 

biometrics as an alternative to a hard token. The practitioner organization stated that a 

second authentication at the time of transmission is reasonable given the potential for 

unintentional or intentional failure to have only authorized prescribers actually transmit 

the prescription. That connnenter asserted that the key is to view authentication as 

15 National Institute of Standards and Technology. Special Publication 800-118, Guide to Enter:prise 
Password Management (draft), April 2009; hUp://csrc.nist.gov/publications/drafts/800-118/draft-sp800-
118.pdf. 
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having many highly acceptable approaches and requiring that a certain strength of 

authentication be the outcome, but not prescribe the exact method by which that 

authentication is generated. A health information technology organization asserted that 

the Association of American Medical Colleges uses a fingerprint biometric strategy to 

·permanently identity proof all future physicians at the time they take their Medical 

College Admission Test (MCAT). An application provider noted that biometric 

identifiers wi11limit unauthorized access to electronic prescription applications and 

ensure non-repudiation with absolute certainty; the commenter asserted that these 

applications cannot be compromised without the practitioner's knowledge. The 

commenter noted that biometric identifiers cannot be misplaced, loaned to others or 

stored in a central location for use by other persons. The commenter noted, however, that 

the technology may not be ready to deploy in a scalable, cost-effective way at this time. 

DBA Response. DBA agrees with these commenters and has revised the interim 

final rule to allow the use of a biometric as a second factor; thus, two of the three factors 

must be used: a biometric, a knowledge factor (e.g., password), or a hard token. While 

DBA is uncertain about the extent to which existing biometric readers will be used in 

healthcare settings, DBA believes it is reasonable to allow for such technology because 

the technology is likely to improve. The HIMSS 2009 security survey indicated that 19 

percent of the 196 healthcare systems surveyed use biometric technologies as a tool to 

provide security for electronic patient data; the HIMSS 2009 leadership survey of larger 

healthcare systems found that 18 percent used biometrics as a tool to provide security for 
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electronic patient data, but 36 percent indicated that they intended to do SO.16 The 2009 

security survey also found that 33 percent of the systems already use two-factor 

authentication for security. 

DEA is establishing several requirements for the use of biometrics, and for the 

testing of the software used to read the biometrics. DEA is establishi,ng these standards 

after extensive consultation with NIST, and based on NIST recommendations. A 

discussion of these requirements follows. 

• The biometric subsystem must operate at a false match rate of 0.001 or lower. 

The tenn "false match rate" is similar to the term "false accept rate" - it is the rate 

at which an impostor's biometric is falsely accepted as being that of an authorized user. 

DEA is not establishing a false non-match (rejection) rate; while users may be interested 

in this criterion, DEA does not have an interest in setting a requirement for a tolerance 

level for false rejections for electronic prescription applications. 

• The biometric subsystem must use matching software that has demonstrated 

performance at the operating point corresponding with the required false match 

rate specified (0.001) or a lower false match rate. This testing must be performed 

by the National Institute of Standards and Tec1mology (NIST) or anotherDEA-

approved (government or non-government) laboratory. 

This cliterion is designed to ensure that an independent third-party has tested the 

software and has deternlined its effectiveness on a sequestered data set that is large 

enough for high confidence in the results, which will be made publicly available for 

consumers. DEA believes that the requirement to have the biometric software tested by 

16 Healthcare Information and Management Systems Society, 2008 HIMSS Security Survev, October 28, 
2008. HIMSS, 20th Annual 2009 HIMSS Leadership Survey, April 6,2009. ht1ll:llwww.himss.org 
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an independent third party, as discussed further below, will provide greater assurance to 

electronic prescription application providers and practitioners that the biometric 

subsystem being used, in fact, meets DEA's requirements. NIST currently lists 

technologies which it has tested and their rates of performance at the following URLs: 

http://fingerprint.nist.!wv for fingerprint testing, http://face.nist.gov for facial testing, and 

http://iris.nist.gov for iris testing. 

• The biometric subsystem must conform to Personal Identity Verification 

authentication biometric acquisition specifications, pursuant to NIST Special 

Publication 800-76-1, if they exist for the biometric modality of choice. 

This requirement specifies minimum requirements for the performance of the 

device that is used to acquire biometric data (usually an image), whereas the prior 

requirements relate to the software used to compare biometric samples to determine if a 

user is who he claims to be. NIST Special Publication 800-76-1 17 describes technical 

acquisition and formatting specifications for the biometric credentials of the PIV system. 

Section 4.2 covers sensor specifications for fingerprint acquisition for the purpose of 

authentication; Section 8.6 covers conformance to this specification. Section 5.2 covers 

both fonnat and acquisition specifications for facial images. While the fonnat 

requirements for PIV will not be required by DEA here, the normative requirements for 

facial image acquisition establish minimum criteria for automated face recognition, 

specifically the "Nonnative Notes," numbers 4 through 8 under Table 6. DEA also 

recommends using the nonnative values for PIV confonnance in Table 6 rows 36 through 

17 National Institute of Standards and Technology. Special publication 800-76-1, Biometric Data 
Specification for Personal Identity Verification, January 2007. 
http://csrc.nist.gov/publicationslPubsSPs.htrnl 
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58 for frontal facial image acquisition. Currently, specifications exist only for fingerprint 

and face acquisitions. 

DEA wishes to emphasize that the use of SP 800-76-1 does not imply that all 

requirelnents related to Federally mandated Personal Identity Verification cards apply in 

this context, only those specified for biometric acquisition for the purposes of 

authentication. PIV goes beyond this application, in that it has additional requirements 

for fmgerprint registration (or emolhnent) suitable for a Federal Bureau of Investigation 

background check, and the PIV credential has interoperability requirements that will not 

necessalily apply to users of controlled substance electronic prescription applications. 

e The biometric subsystem must either be co-located with a computer or PDA that 

the practitioner uses to issue electronic prescriptions for controlled substances, 

where the computer or PDA is located in a known, controlled location, or be built 

directly into the practitioner's computer or PDA that he uses to issue electronic 

prescriptions for controlled substances. 

This criterion is intended to add to the security of the biometric factor by 

. physically controlling access to the biometric device to reduce the potential for spoofing. 

.• The biometric subsysten:i must store device ID data at emollment (i.e., biometric 

registration) with the biometric data and verify the device ID at the time of 

authentication. 

Within this context, emollment is the process of collecting a biometric sample 

from a new user and storing it (in some f011l1at) locally, on a network, and/or on a token. 

These enrolled data are stored for the purpose of future comparisons when someone 

(whether the genuine user or an impostor) attempts to log in. To help ensure that log-in 
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attempts are being initiated by the genuine user (as opposed to a spoofed biometric), this 

requirement in combination with the above requirement increase the difficulty for an 

impostor to spoof a biometric and remotely issue an unlawful prescription. 

• The biometric subsystem must protect the biometric data (raw data or templates), 

match results, and/or non-match results when authentication is not local. 

• If sent over an open network, biometric data (raw data or templates), match 

results, and/or non-match results must be: 

o Cryptographically source authenticated; 

o Combined with a random challenge, a nonce, or a timestamp to prevent 

replay; 

o Cryptographically protected for integrity and confidentiality; 

o Sent only to authorized systems. 

The above requirements are to ensure the security and integrity for this 

authentication factor ( a biometric), ensuring any data related to the biometric subsystem 

(biometric patterns and results of comparisons) are sent from an authorized sourced to an 

authorized destination and that the message was not tampered with in transit. 

Additionally, cryptographic protection of the biometric data addresses an aspect of the 

user's interests in confidentiality of personal data. 

The easiest way to meet the above requirements when authentication is not local 

is to run a client authenticated TLS connection or a similar protocol between the 

endpoints of any remote communication carrying data subject to the above requirements. 

Another possible solution that may be used is server authenticated TLS in combination 

with a secure HTTP cookie at the client that contains at least 64 bits of entropy. 

61 



DBA also recognizes that biometrics application providers have a vested interest 

in either selling their applications directly to practitioners or electronic prescription 

application providers, or partnering with those electronic prescription application 

providers to market their applications. Therefore, as discussed above, to provide 

practitioners and electronic prescription application providers with an objective appraisal 

of the biometrics applications they may purchase and use, DBA is requiring independent 

testing of those applications. This testing is similar to the third-party audits or 

certifications ofthe electronic prescription and pharmacy applications DEA is also 

requiring. Testing of the biometric subsystem must have the following characteristics: 

• The test is conducted by a laboratory that does not have an interest in the outcome 

(positive or negative) of perfonnance of a submission or biometric. 

DEA wishes to ensure that the testing body is independent and neutraL As noted 

previously, tests may be conducted by NIST, or DEA may approve other government or 

nongovernment laboratories to conduct these tests. 

• Test data are sequestered. 

• Algorithms are provided to the testing laboratory (as opposed to scores). 

To the extent possible, independent testing should provide an unbiased evaluation 

 of its object of study, which should yield repeatable, generalizable results. The above 

two requirements reflect the Plinciple behind independent testing. If test participants had 

access to the test data used in an evaluation, they would have the opportunity to tune or 

augment their algorithms to maximize accuracy on that data set, but would likely fail to 

give a fair assessment of the algorithm's perfoTIl1ance. Therefore, test data should not be 

made public before the testing period closes, and if test data are sequestered, algorithms 

.
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must be provided to the independent testing laboratory for the experiment(s) to be 

conducted. Additionally, the latter requirement permits the independent testing 

laboratory to produce the results itself that are ultimately used to characterize 

performance. 

• The operating point(s) corresponding with the false match rate specified (0.001), 

or a lower false match rate, is tested so that there is at least 95% confidence that 

the false match and non-match rates are equal to or less than the observed value. 

As discussed above, testing should yield results that are repeatable. The resulting 

measurements of an evaluation should have a reasonably high degree of reliability. A 

confidence level of 95% or greater will characterize the values from an evaluation as 

reliable for this context. 

• Results are made publicly available. 

The provision of testing results to the public, either through a Web site or other 

means, will help to ensure transparency of the testing process and of the results. Such 

transparency will provide greater opportunity for interested electronic prescription 

application providers and others to compare results between biometrics application 

providers to find the biometric application that best meets their needs. 

DBA recognizes the need for assurance that a captured biometric sample is 

obtained from a genuine user - and not a spoofed copy, particularly in unattended 

applications such as electronic prescriptions for controlled substances, where many users 

may have access to computers that contain electronic prescription applications. Liveness 

detection is a tool that some biometric vendors have developed to address this issue. 

However, since this is an active area of research that has not been standardized, DBA is 
t " \ I 
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not setting a specific requirement for liveness detection at this time, but will reconsider 

this tool in the future as industry standards and specifications are developed. 

DBA emphasizes that the use of biometrics as one factor in the two-factor 

authentication protocol is strictly voluntary, as is all electronic prescribing of controlled 

substances. As noted previously, DEA wishes to emphasize that these standards do not 

specify the types of biometrics that may be acceptable. Any biometric that meets the 

criteria specified above may be used as the biometric factor in a two-factor authentication 

credential used to indicate that prescriptions are ready to be signed and sign controlled 

substance prescriptions. DEA,after extensive consultation with NIST, has wlitten these 

criteria to be as flexible as possible to emerging technologies,allowing new biometrics 

systems to develop in the future that meet these criteria. 

Because the use of biometrics and the standards related to their use were not 

discussed in the notice of proposed rulemaking, DEA is seeking further comment on 

these issues. Specifically, DEA is seeking comments in response to the following 

questions: 

• What effect will the inclusion ofbiomenics as an option for meeting the two

factor authentication requirement have on the adoption rate of electronic 

prescriptions for conn"olled substances, using the proposed requirements of a 

password and hard token as a baseline? Do you expect the adoption rate to 

significantly increase, slightly increase, or be about the same? Please also 

indicate why. 

• Is there an altemative to the option of biometrics which could result in greater 

adoption by medical practitioners of electronic prescriptions for controlled 
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substances while also providing a safe, secure, and closed system for prescribing 

controlled substances electronically? If so, please describe the alternative(s) and 

indicate how, specifically, it would be an improvement on the authentication 

requirements in this interim rule. 

Also, based on the comments received, it appears that a number of commenters 

may have already implemented biometrics as an authentication credential to electronic 

applications. DEA is seeking information from commenters on their experiences 

implementing biometric authentication. DEA seeks the following information: 

• Why was the decision made to adopt biometrics as an authentication credential? 

Why was the decision made to adopt biometrics as opposed to another option? 

What other options were considered? 

• What are biometrics as an authentication credential used for (e.g., access to a 

computer, access to particular records, such as patient records, or applications)? 

• How many people in the practice/institution use biometric authentication (number 

and percentage, type of employee - practitioners, nurses, office staff, etc.)? 

• What types of biometric authentication credentials are used (e.g., fingerprint, iris 

scan, hand print)? 

• How are the biometrics read, and what hardware is necessary (e.g., fingerprint 

readers built into keyboards or mouses, on-screen biometric readers, external 

readers attached to computers)? 

• Is biometric authentication used by itself or in combination with a user ID or 

password? 
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• How are biometric readers distributed (e.g., at every computer workstation, at 

certain workstations based on location, allocated based on number of staff)? 

• Was the adoption of biometrics part of installation of a new system or an addition' 

to existing applications? 

• How long did the implementation process take? Was the time related to 

implementing biometrics or other application installation issues? 

• Which pmis of the biometric implementation were completed without difficulty? 

• What challenges were encountered and how were they overcome? 

• Were workflows affected during or after implementation and, if so, how were 

they affected and for how long? 

• How do the users feel about the use of biometrics as an authentication credential? 

• Has the use of biometric authentication improved or slowed workflows? If so, 

how? 

• Has the use of biometric authentication improved data and/or network security? 

• What other benefits have been realized? 

Comments. A practitioner organization recommended that the second factor be 

eliminated when a biometric authentication device is used. 

DEA Response. DEA believes that any authentication protocol that uses only one 

factor entails greater risk than a two-factor authentication protocol. While DEA 

recognizes the strength that biometrics provide, biometric readers themselves are not 

infallible. They can falsely accept a biometric, or purported biometric, that does not 

conespond to the biometric associated with a particular user. Requiring two-factor 

authentication, regardless of the factors used (Something you know, something you have, 
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and something you are), ensures a strong authentication method, which DBA believes is 

necessary to sign electronic prescriptions for controlled substances. 

Comments. Some physician and pharmacy organizations objected to hard tokens, 

asserting that they are inconvenient, impractical, easily lost or shared, and generally not 

secure enough. They suggested tap-and-go proximity cards because, they asserted, such 

cards would be more cost effective. These physician organizations further noted that 

hospital security systems may bar the use of certain hard tokens. One application 

provider indicated that it had tried one-time-password devices in an application used for 

electronically prescribing noncontrolled substances and found they discouraged use of the 

application. Two large healthcare systems suggested alternative challenge-response 

methods as well as biometrics as another approach for closed systems. 

Other commenters objected to the requirement for Level 4 security for the hard 

token. They noted that relatively few devices that are validated by Federal Infonnation 

Processing Standards (FIPS) meet Level 4. One application provider stated that DBA's 

description in the proposed rule is more like Level 3 with a hard token. It asserted that 

Level 4 would mean that any user of the application, not just practitioners signing 

controlled substance. prescriptions, would need Level 4 tokens. Some commenters 

further asserted that few devices meet FIPS 140-2 Security Level 3 for physical security. 

An intennediary stated the current NIST SP 800-63-1 draft defmition is different from 

the original SP 800-63 definition; the commenter indicated that SP 800-63-1 does not 

require that approved cryptographic algorithms must be implemented in a cryptographic 

module validated under FIPS 140-2. Thus, the commenter believed, the requirements 

according to this new maft SP 800-63-1 could be implemented more easily. 
/' 
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DBA Response. DBA has revised this rule to allow the use of a hard token that is 

separate from the computer being accessed and that meets FIPS 140-2 Security Levell 

secruity or higher. Proximity cards that are smart cards with cryptographic modules 

could serve as hard tokens. The FIPS 140-2 requirements for higher security levels 

generally relate to the packaging of the token (tamper-evident coatings and seals, tamper

resistant circuitry). DBA does not consider this level of physical security necessary for a 

hard token. 

Contrary to the intennediary'sstatement, NIST SP 800-63-1 does require that 

cryptographic modules be FIPS 140-2 validated. NIST SP 800-63-1 requires the 

following for one-time-password devices: "Must use approved block cipher or hash 

function to combine a symmetric key stored on device with a nonce to generate a one

time password. The cryptographic module performing this operation shall be validated at 

FIPS 140-2 Levell or higher." For single-factor and multi-factor cryptographic tokens at 

Assurance Level 2 or 3, NIST SP 800-63-1 requires: "The cryptographic module shall be 

validated at FIPS 140-2 Levell or higher." 

DBA believes that NIST 800-63-1 Assurance Level 3 as described will meet its 

security concems. As discussed above, DEA continues to believe that reliance on 

passwords alone, as a few COlmnenters suggested, would not provide sufficient security in 

healthcare settings where computers are accessed and shared by staff. Many staff may be 

able to watch passwords being entered, and computers may be accessible to patients or 

other outsiders. In addition, DBA notes that practitioners might find strong passwords 

more burdensome than a biometric or token over the long run. Strong passwords 

generally need to be long (e.g., 8-12 characters) with a mix of characters, to maintain 
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security. They also need to be changed frequently (e.g., every 60 to 90 days). However, 

imposing these password requirements would make it more likely that practitioners 

would simply write down passwords, thereby rendering them useless for purposes of 

security. In contrast to the time limits typically required for strong passwords, a token 

and biometrics can last for years. Although initially simpler to implement, passwords 

impose a burden on the user, who has to remember and key in the password, and on the 

application, which has to reset passwords when the user forgets them. DBA is not 

allowing the use of some two-factor combinations. For example, look-up secret tokens or 

out-of-band tokens are not acceptable. Look-up secret tokens, which are something you 

have, are often printed on paper or plastic; the user is asked to provide a subset of 

characters printed on the card. Unlike a hard token, these tokens can be copied and used 

without the practitioner's knowledge, undermining non-repudiation. Out-of-band tokens 

send the user a message over a separate channel (e.g., to a cell phone); the message is 

then entered with the password. Although DBA recognizes that these tokens might work, 

DBA doubts if they are practical because they require more time for each authentication 

than the other options. 

Based on the comments received, it appears that a number of commenters have 

already implemented a variety of hard tokens (e.g., proximity cards, USB devices) as an 

authentication credential to electronic applications. DBA is seeking infonnation from 

commenters on their experiences implementing hard tokens as authentication credentials. 

DBA seeks the following infonnation: 
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• Why was the decision made to adopt hard token(s) as an authentication 

credential? Why was the decision made to adopt hard tokens as opposed to 

another option? What other options were considered? 

• What are hard token(s) as an authentication credential used for (e.g., access to a 
computer, access to particular records, such as patient records, or applications)? 

• How many people in the practice/institution use hard tokens for authentication 
(number and percentage, type of employee - practitioners, nurses, office staff, 
etc.)? 

• What types of hard tokens are used (e.g., proximity cards, USB drives, OTP 
devices, smart cards)? 

• Are the hard tokens used by themselves or in combination with user IDs or 
passwords? 

• How are the hard tokens read (where applicable), and what hardware is necessary 

(e.g., card readers built into keyboards, external readers attached to computers)? 

• How are hard token readers distributed (e.g., at every computer workstation, at 

certain workstations based on location, allocated based on number of staff)? 

• Was the adoption of hard tokens part of installation of a new system or an 

addition to exist~ng applications? 

-did-the-implementati0n-pr0eess-tak,e'?-Was-the-timl3-

implementing hard tokens or other application installation issues? 

• Which parts ofthe implementation were completed without difficulty? 

• What challenges were encountered and how were they overcome? 

• Were worldlows affected during or after implementation and, if so, how were 

they affected and for how long? 

• How do the users feel about the lise of hard tokens as an authentication 
credential? 

• Has the use of hard tokens as an authentication credential improved or slowed 
worldlows? If so, how? 

• Has the use of hard tokens as an authentication credential improved data and/or 

network security? 

--------,.-How-}ong r€lat€G.-tG---------
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• What other benefits have been realized? 

Comments. Practitioner organizations asked who will create and distribute hard 

tokens, and how losses, malfunctions, and application downtime will be handled. A 

physician stated that tokens should be able to create keys on the token immediately under 

user control to speed distribution and replacement that has been such a barrier in pilot 

work. 

DEA Response. Who distributes the hard tokens will depend on the application 

being used. In some cases, the credential service provider, working in conjunction with 

the electronic prescription application provider, may distribute the hard tokens; in other 

cases, the credential service provider, working in conjunction with the electronic 

prescription application provider, may tell the practitioners what type of token is required 

(e.g., a smart card, thumb drive, PDA), then securely register or activate the token. DEA 

agrees with the commenter that the latter scenario would make replacement easier 

because the practitioner could purchase a new token locally and obtain a new credential 

without having to wait for the application provider to send a new token. DEA, however, 

believes it is better to provide flexibility and allow credential service provi,ders, electronic 

prescription application providers, and practitioners to detennine how to provide and 

replace tokens when they are lost or malfunction. 

Electronic prescription application downtime is not specific to tokens; any 

electronic prescription application may experience downtime regardless of the 

authentication method used. Practitioners will always have the option of writing 

controlled substance prescriptions manually. 
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Comments. A physician stated that there are special problems for physicians in 

small practices who do .not normally wear institutional identification badges and have 

tighter time and budget constraints than large organizations. He stated that consideration. 

should be given to allowing some exemptions for small practices or physicians who are 

willing to accept some risk from less than ideal authentication such as the use of 

biometrics as a substitute for cryptographic two-factor authentication or use of private 

keys or other cryptographic secrets protected by software installed on computers in a 

limited controlled office enviromnent that would allow operation with only the PIN from 

a defined set of computers that were shared in a small practice. The commenter asserted 

that the cost of cryptographic tokens is not large, but a potential barrier nonetheless. 

DEA Response. As discussed above, DEA is allowing the use of biometrics as an 

alternative to hard tokens, as one factor in the two-factor authentication protocol. DEA 

disagrees, however, with allowing an exception from two-factor authentication for small 

practices. DEA recognizes the constraints on small practices, but believes that the 

interim final rule, which allows Level 3 tokens and biometrics, will make it easier for 

small practices. One-factor authentication, such as a PIN, will not provide adequate 

secUlity, particularly in a small practice where passwords may be more easily guessed 

than in a large practice because the office staff will be familiar with the words a 

practitioner is most likely to use (e.g., nickname, favorite team, child's or pet's name). 

Comments. A State agency reported on a vendor that uses a security matrix card; 

prescribers log on using a password and user ID and then have to respond to a challenge 

that cOlTesponds to three interstices on the card. The commenter asserted that the 

challenge is unique to the provider, different eVery time, and only the card will provide 
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the correct response. The cornmenter asserted that although there are some 

vulnerabilities, it is simple and inexpensive. 

DEA Response. DEA believes that such devices can be vulnerable as they may 

be physically reproduced and provided to others, or reproduced and used by others 

without the practitioner's knowledge. For that reason, DEA does not believe that these 

types of authentication tokens address DEA's concerns. Hard tokens are tangible, 

physical, objects, possessed by a practitioner. Giving this tangible, physical object to 

another person takes a specific physical act on the part of the practitioner. That act is 

difficult for the practitioner to deny, and thus strengthens the value of hard tokens as a 

method of security. 

Comments. A pharmacy association and an application provider asked whether 

practitioners would need multiple tokens if they used multiple applications. 

DEA Response. The number of tokens that a practitioner will need will depend 

on the applications and their requirements. It is possible that multiple authentication 

credentials could be stored on a single token (e.g., on a smart card or thumb drive). If a 

practitioner accesses two applications that require him to have a digital certificate, it is 

possible that a single digital certificate could be used for both. 

D. Creating and Signing Electronic Controlled Substance Prescriptions 

DEA proposed that controlled substance prescriptions must contain the same data 

elements required for paper prescriptions. DEA proposed that, as with paper 

prescriptions, practitioners or their agents would be able to create a prescription. When 

the prescription was complete, DEA proposed that the application require the practitioner 

to complete the two-factor authentication protocoL The application would then present at 
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least the DEA-required elements for review for each controlled substance prescription 

and the practitioner would have to positively indicate his approval of each prescription. 

Prior to signing, the proposed rule would have required the practitioner to indicate, with 

another keystroke, agreement with an attestation that he had reviewed the prescription 

infonnation and understood that he was signing the prescription. The practitioner would 

then have signed the prescription for immediate transmission. If there was no activity for 

more than two minutes after two-factor authentication, the application would have been 

required to lock out the practitioner and require reauthentication to the signing function. 

The first intermediary that received the prescription would have been required to digitally 

sign and archive the prescription. 

1. Reviewing prescriptions 

DEA proposed that the application present to the practitioner certain prescription 

information including the patient's name and address, the drug name, strength, dosage 

form, quantity prescribed, directions for use, and the DEA registration number under 

which the prescription would be authorized. DEA further proposed to require the 

practitioner to indicate those prescriptions that were ready to be signed. 

DEA proposed allowing practitioners to indicate that prescriptions for multiple 

patients were ready for signing and allow a single signing to cover all approved 

prescriptions. 

Comments. A number of COlmnenters were concemed about the data elements 

that must be presented to practitioners for review. Two application providers stated that 

the data elements should be limited because too much data will be confusing. They 

asserted that the patient's address is unlikely to be useful to practitioners as patients are 
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usually identified by name and date of birth; it is unlikely that most practitioners would 

recognize an address as incorrect. They also expressed their view that the practitioner did 

not need to see the DEA registration number associated with the prescription. 

A practitioner organization expressed agreement with the requirement in the 

proposed rule that prior to the transmission of the electronic prescription, the application 

should show a summary of the prescription. It noted that while National Council for 

Prescription Drug Programs (NCPDP) SCRIPT provides fields and codes for all required 

data, not all are mandatory. In addition, this commenter indicated some applications do 

not show all of the DEA-required prescription information. The commenter asked how 

applications will be updated and/or modified to meet the specifications required in the 

proposed rule. Another commenter, an application provider, stated that developers will 

have to redesign the applications at the screen level and at the user permission level, 

which will add costs. An insurance organization stated that the current NCPDP standards 

do not accommodate the described process and will have to be revised to conform next 

generation electronic prescribing software to the DEA requirements. The commenter 

believed that this would create another delay in the eventual use of electronic prescribing 

for controlled substances. 

DEA Response. DEA has revised the rule to limit the required data displayed for 

the practitioner on the screen where the practitioner signs the controlled substance 

prescription to the patient's name, drug information, refill/fill information, and the 

practitioner infonnation. If there are multiple prescriptions for a particular patient, the 

practitioner information and the patient name could appear only once on the screen. The 

refill information, if applicable, will be a single number. For Schedule II substances, if a 

( 
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practitioner is writing prescriptions indicating the earliest date on which a pharmacy may 

fill each prescription under § 1306. 12(b), these dates will also have to appear, consistent 

with the current requirement for paper prescriptions. DEA emphasizes that although this 

rule allows for one element of the required controlled substance prescription information 

(the patient's address) not to appear on the review screen, the controlled substance 

prescription that is digitally signed by either the application or the practitioner and that is 

transmitted must include all of the information that has' always been required under 21 

CPR part 1306. 

DEA realizes that many application providers will have to update their 

applications, but it notes that most perfonn regular updates and upgrades. They may 

choose to incorporate the changes required by these regulations as part of a regular 

revision cycle. 

Comments. A few application providers objected to requiring a review of the 

prescription infonnation by the practitioner prior to signing, stating that this is not 

required for paper prescriptions. 

DEA Response. DEA recognizes that it is possible that some applications 

cUlTently in use for the prescribing of noncontrolled substances might not require the 

practitioner to review prescription data prior to signing. Nonetheless, with respect to the 

prescribing of controlled substances, a practitioner has the same responsibility when 

issuing an electronic prescription as when issuing a paper prescription to ensure that the 

prescription confonns in all respects with the requirements of the CSA and DEA 

regulations. This responsibility applies with equal force regardless of whether the 

prescription infonnation is entered by the practitioner himself or a member of his staff. 
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Whether the prescription for a controlled substance is on paper or in electronic format, it 

would be irresponsible for a practitioner to sign the prescription without carefully 

reviewing it, particularly where the prescription information has been entered by 

someone other than the practitioner. Careful review by the practitioner ofthe 

prescription information ensures that staff or the practitioner himself has entered the data 

correctly. Doing so is therefore in the interest of both the practitioner and patient. 

Electronic prescriptions are expected to reduce prescription errors that result from poor 

handwriting, but as reports by Rand Health have stated, the applications create the 

Is potential for new errors that result from keystroke mistakes. Rand Health reported 

many electronic prescribing applications are designed to create a prescription using a 

series of drop down menus; some of the applications do not display the information after 

it is selected so that keystroke errors (e.g., selecting the wrong patient or drug) may be 

difficult to catch. Comments on the proposed rule from a State Pharmacy Board indicate 

that such keystroke errors do occur in electronic prescriptions. Recent research on 

electronic prescribing in the United States and Sweden also found that electronic 

prescriptions have problems with missing and incorrect information, which indicates that 

the applications allow prescriptions to be transmitted without information in the standard 

prescription fields. 19 A review screen should alert practitioners to these problems. DEA 

notes that a number of electronic prescription application providers indicated that their 

applications already meet this practitioner review requirement. 

18 Bell, D.S., et aI., "A Conceptual Framework for Electronic Prescribing," J Am Med Inform Assoc. 2004; 
11:60-70. 
19 Warholak, T.L. and M.T. Mudd. "Analysis of community chain pharmacists' interventions on electronic 
prescriptions." J. Am. Pharm. Assoc. 2009 Jan-Feb; 49(1): 59-64. 
Astrand, B. et al. "Assessment of ePrescription Quality: an observational study at three mail-order 
pharmacies." BMC Med Inform Decis Mak. 2009 Jan 26; 9:8. 
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Comments. Practitioner organizations expressed the view that checking an "all" 

box should be sufficient if a practitioner approves all of the prescriptions displayed, as 

opposed to indicating each prescription approved individually. Two State agencies, an 

infornlation technology organization, and application providers objected to DEA's 

proposal to allow signing of prescriptions for multiple patients at one time. Some 

commenters believed that allowing practitioners to sign prescriptions for multiple patients 

at one time posed health and safety risks for the patients. Others stated that the prescriber 

might not notice fraudulent prescriptions in a long list. 

DEA Response. DBA agrees that allowing practitioners to simultaneously issue 

multiple prescriptions for multiple patients with a single signature increases the 

likelihood of the potential detrimental consequences listed by the commenters. 

Accordingly, DEA has revised the lUle to allow signing of multiple prescriptions for only 

a single patient at one time. Each controlled substance prescription will have to be 

indicated as ready for signing, but a single two-factor authentication can then sign all 

prescriptions for a given patient that the practitioner has indicated as being ready to be 

signed. DEA notes that many patients who are prescribed controlled substances receive 

only one controlled substance prescription at a time. 

2. Timing of authentication, lockout, and attestation 

DEA proposed that the practitioner would use his two-factor authentication 

credential to access the review screen. The practitioner would indicate those 

prescriptions ready to be signed. Prior to signing, DEA proposed that the practitioner 

indicate agreement with the following statement: "I, the prescribing practitioner whose 

name and DEA registration number appear on the controlled substance prescription(s) 
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being transmitted, have reviewed all of the prescription information listed above and have 

confirmed that the information for each prescription is accurate. I further declare that by 

transmitting the prescription(s) information, I am indicating my intent to sign and legally 

authorize the prescription(s)." If there was no activity for two or more minutes, the 

application would have to lock him out; he would have to reauthenticate to the 

application before being able to continue reviewing or signing prescriptions. 

Comments. DEA received a substantial number of comments on the timing of 

authentication and signing, lockout, and attestation. An application provider organization 

stated that delegating prescription-related tasks (e.g., adding pharmacy information) to 

practitioner staff is a vital step in the prescribing process. The commenter believed that 

requiring all such tasks to occur before the practitioner approves and signs the 

prescription would change the workflow in practitioners' offices. The application 

provider recommended that DEA allow for variable workflows in which ancillary 

information regarding the prescription, such as which destination pharmacy to send to, 

may be completed by the nurse after signing, but all other data specific to the medication 

dispensed be locked down and only editable by the prescribing practitioner. Another 

application provider suggested revising the requirement for reviewing and indicating that 

a prescription is ready to sign to read: " ... where more than one prescription has been 

prepared at anyone time[,] ... prior to the time the practitioner authenticates to the 

application, the application must make it clear which prescriptions are to be signed and 

transmitted." This commenter expressed the view that although this may seem like a 

subtle distinction, the user interface design of electronic prescribing applications is 

variable, and many applications already clearly show the user which prescriptions are 
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awaiting signature and transmittal (for instance, by displaying them in a different frame 

on the screen or in a different color). The commenter asserted that a requirement that the 

user take further action to specify the prescriptions he/she will sign would be superfluous. 

Commenters generally expressed concern about the additional keystrokes required 

to take these steps, stating that each new keystroke adds to the burden of creating an 

electronic prescription and discourages use of electronic prescriptions. An insurance 

organization stated that the process DEA proposed would require at least three 

practitioner confIrmations of the electronic prescription. The COlmnenter asserted that the 

more steps in the process, the less the workflow integration with current electronic 

prescribing workflow, and the increased potential for the reversion to written 

prescriptions. Another insurance organization stated the process of reviewing and 

signing should be streamlined. The commenter believed the process proposed by DEA 

seemed to have fIve steps with three confInnations. 

Commenters were particularly concerned about the 2-minute lockout peliod. 

They were unsure whether it applied to the initial access to the application or to access to 

the signing function. A number of application providers stated that requiring two-factor 

authentication to sign the prescription would be more effective and eliminate the need for 

a lockout; that is, they advocated making the use of the two-factor authentication 

synonymous with signing a controlled substance prescription. One pTactitioner 

organization stated that the authentication and lockout could intelmpt work flows; access 

to other functions of the electronic medical record must be available with the 

authentication. The application providers also noted that lockouts are easy to implement. 
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Those commenters who addressed the attestation statement expressed opposition 

to it. They emphasized that a practitioner must comply with the Controlled Substances 

Act and its implementing regulations in the prescribing of any controlled substance. 

Some were of the view that the statement did not serve any new purpose or address any 

new requirement. They emphasized that such a statement is not required for written 

prescriptions. Commenters further stated that they believed it would be an annoyance, 

and that practitioners would not read it, but would simply click it and move on. They 

also asserted that each additional step DEA added to the creation of an electronic 

prescription made it more likely that practitioners would decide to revert to paper 

prescriptions. Many individual practitioners indicated they found the statement 

unnecessary and demeaning. A few commenters stated that ifDEA believed this was 

essential, it should be a one-time notice, similar to licensing agreements that appear on 

first use of a new application. 

A number of organizations stated that they believed a better approach would be to 

present a simple dialog box with a clear and short warning that a prescription for a 

controlled substance is about to be signed. Some suggested this dialog could have three 

buttons: Agree, Cancel, and Check Record. Some commenters also noted that when 

prescribers get prescription renewal requests (for noncontrolled substances) in their 

electronic medical record applications now they have to minimize or temporarily 

"cancel" the request, check the chart for appropriateness, and then click yes or no. 

COlmnenters believed that the proposed rule does not seem to include this necessary 

capability. 
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DBA Response. DBA has revised the rule to limit the number of steps necessary 

to sign an electronic controlled substance prescription to two. Practitioners will not have 

to use two-factor authentication to access the list of prescriptions prior to signing. When 

they review prescriptions, they will have to indicate that each controlled substance 

prescription is ready for signing, then, as some commenters recommended, use their two

factor authentication credential to sign the prescriptions. If the infonnation required by 

part 1306 is altered after the practitioner indicated the prescription was ready for signing, 

a second indication of readiness for signing will be required before the prescription can 

be signed. 

As discussed previously, DBA has revised the rule to limit the required data 

displayed for the practitioner on the screen where the practitioner signs the controlled 

substance prescription to the patient's name, drug infonnation, refill/fill information, and 

the practitioner infonnation. The requirement in the proposed rule that the patient's 

address be displayed on the screen at this step of the process has been eliminated. 

(However, consistent with longstanding requirements for controlled substance 

prescriptions, the patient's address must be included in the prescliption data transmitted to 

the pharmacy.) Because DBA is requiring that the application digitally sign the 

information required by the DBA regulations at the time the practitioner signs the 

prescription, additional non-DBA-required information (e.g., phannacy URL) could also 

be added after signing. (See discussion below.) Using two-factor authentication as the 

signing function eliminates the need for the lockout requirement and, therefore, this rule 

contains no such requirement. 

82 



( 
DEA has revised the rule to eliminate a separate keystroke for an attestation 

statement and adopted the suggestion of some of the commenters that the statement be 

included on the screen with the prescription review list. Further, DBA has revised the 

statement displayed. The statement will read: "By completing the two-factor 

authentication protocol at this time, you are legally signing the prescription(s) and 

authorizing the transmission of the above information to the phannacy for dispensing. 

The two-factor authentication protocol may only be completed by the practitioner whose 

name and DBA registration number appear above." The practitioner will not be required 

to take any action with regard to the statement. Rather, the statement is meant to be 

informative and thereby eliminate the possibility of any uncertainty as to the significance 

of completing the two-factor authentication protocol at that time and the limitation on 

who may do so. The only keystrokes that the practitioner will have to take will be to 

indicate approval of the prescription and affix a legal signature to the prescription by 

execution of the two-factor authentication protocol. DEA notes that some applications 

already present practitioners with a list of prescriptions ready to be signed and require 

their approval. For these applications, only the two-factor authentication will be a new 

step. 

3. Indication that the prescription was signed 

Because the National Council for Prescription Drug Programs SCRIPT standard 

does not currently contain a field for the signature of a prescription, DEA proposed that 

the prescription record transmitted to the phannacy must include an indication that the 

practitioner signed the prescription. This indication could be a single character. 
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Comments. An application provider organization stated that existing logic in 

audit trails should cover the requirement for an indication that the prescription was 

signed. When a practitioner sends the prescription, the prescription is associated with the 

practitioner. One electronic prescription application provider objected to the addition of 

a field indicating that the prescription has been signed and asked whether the pharmacy 

could fill the prescription if the field was not completed. A standards development 

organization stated that DEA would have to request the addition of the field to NCPDP 

SCRIPT. Two application providers stated that without a prescription and signature 

fonnat, there is no way to verify the signature. 

DEA Response. DEA is not specifying by regulation how the field indicating that 

a prescription has been signed could be formatted, only that such a field must exist and 

that electronic prescription applications must indicate that the prescription has been 

signed using that particular field. As DEA noted in the NPRM, the field indicating that 

the prescription was signed could be a single character field that populates automatically 

when the practitioner "signs" the prescription. DEA is not requiring that a signature be 

transmitted. The field is needed to provide the phannacy assurance that the practitioner 

in fact authorized the prescription. Although most existing applications may not transmit 

the prescription unless t~e prescription is approved or signed, and DEA is making that an 

application requirement, the pharmacy has no way to detennine whether the electronic 

prescription application the practitioner used to write the prescliption meets the 

requirement absent an indication that the prescription was signed. The prescription 

application's internal audit trail is not available to the pharmacist who has to detennine 

whether he can legally dispense the medication. If a phannacy receives an electronic 
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(\ prescription for a controlled substance in which the field indicates that the prescription 

has not been signed, the phannacy must treat this as it would any written prescription that 

does not contain a manual signature as required by DBA regulations. 

The required contents for an electronic prescription for a controlled substance set 

forth in the interim final rule are the same contents that have long been required under the 

DBA regulations for all paper and oral prescriptions for controlled substances. As with 

all regulations issued by any agency, the DBA regulations are publicly available, every 

standards organization and application provider has access to them, and all persons 

subject to the regulations are legally obligated to abide by them. If any organization or 

application provider wants its standard or application to be compliant with the regulations 

and, therefore, usable for controlled substance prescriptions, they need only read the 

regulations and make any necessary changes. 

Comments. A standards organization asked how the signature field affected 

nurses that act as agents for practitioners and nurses at LTCFs who are given oral 

prescription orders. 

DBA Response. Longstanding DBA regulations allow agents of a practitioner to 

enter information on a prescription for a practitioner's manual signature and also pennit 

practitioners to provide oral prescriptions to phannacies for Schedule III, IV, and V 

controlled substances. Nurses, who are not DEA registrants, are not allowed to sign 

controlled substances prescriptions on behalf of practitioners regardless of whether the 

prescription is on paper or electronic. Accordingly, whether in the L TCF setting or 

otherwise, nurses may not be given access to, or use, the practitioner's two-factor 

authentication credential to sign electronic prescriptions for controlled substances. 

i, 
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4. Other prescription content issues 

DEA proposed that only one DEA number should be associated with a controlled 

substance prescliption. 

COlmnents. A number of commenters associated with mid-level practitioners 

stated that some State laws require that a controlled substance prescription from a mid

level practitioner must contain the practitioner's supervisor's DEA registration number as 

well as the mid-level practitioner's DEA registration number. Other commenters noted 

that under § 1301.28 a DEA identification number is required in addition to the DEA 

registration number on prescriptions written by practitioners prescribing approved 

narcotic controlled substances in Schedules III, IV, or V for maintenance or 

detoxification treatment. Other commenters stated that the DEA requirements for paper 

prescriptions include, for practitioners prescribing under an institutional practitioner's 

registration, the special internal code assigned by the institutional practitidner under 

§§ 1301.22 and 1306.05. These commenters stated that NCPDP SCRIPT does not 

accommodate the special internal codes, which do not have a standard fonnat, nor do 

most phannacy computer applications. They also noted that a phannacy has no way to 

validate the special internal codes. 

DEA Response. DEA's concern with multiple DEA numbers on a single 

prescription is based on a need to be able to identify the presclibing practitioner. The 

interim final rule allows multiple DEA numbers to appear on a single prescription, if 

required by State law or regulations, provided that the electronic prescription application 

. clearly identifies which practitioner is the prescliber and which is the supervisor. 

NCPDP SCRIPT already provides such differentiation. 
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DEA is aware of the issue of internal code numbers held by individual 

practitioners prescribing controlled substances as agents or employees of hospitals or 

other institutions under those institutions' registrations pursuant to § 130 1.22( c). DEA 

published an Advance Notice of Proposed Rulemaking (74 FR 46396, September 9, 

2009) to seek infonnation that can be used to standardize these data and to require 

institutions to provide their lists of practitioners eligible to prescribe controlled 

substances under the registration of the hospital or other institution to phannacies on 

request. 

The problem with special codes for individual practitioners prescribing controlled 

substances using the institutional practitioner's registration and the DEA-issued 

identification number for certain substances used for detoxification and maintenance 

treatment is that SCRIPT does not currently have a code to identify them. Codes exist 

that identify DEA numbers and State authorization numbers; the fields are then defined to 

limit them to the acceptable number of characters. The general standard for the 

identification number field, however, is 35 characters. It should, therefore, be possible 

for NCPDP to add a code for an institution-based DEA number that allows up to 35 

characters, with the first nine characters in the standard DEA fonnat; the remaining 

characters should be sufficient to accommodate most institutional coding systems until 

DEA and the industry can standardize the fonnat. Similarly, NCPDP should be able to 

add a code for the identification number for maintenance of detoxification treatment. 

Free text fields may also need to be used to incorporate other infonnation required on 

certain prescriptions; for example, part 1306 requires that prescriptions for gamma 

hydroxybutyric acid the practitioner must indicate the medical need for the prescription; 
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for certain medications being used for maintenance or detoxification treatment, the 

practitioner must include an identification number in addition to his DEA number. 

On the issue of the inability of phannacies to validate the special code assigned by 

an institutional practitioner to individual practitioners permitted to prescribe controlled 

substances using the institution's DEA registration, DEA notes that the "validation" that 

some pharmacy applications conduct simply confirms that the DEA number is in the 

standard format and conforms to the fonnula used to generate the DEA registration 

numbers. The validation does not confmn that the number is associated with the 

prescriber listed on the prescription or that the registration is current and in good 

standing. To confirm the actual validity of the DEA number, the pharmacy would have 

to check the DEA registration database using the Registration Validation tool available at 

the Office of Diversion Control Web site (http://www.DEAdiversion.usdoj.gov). If a 

pharmacy has reason to question any prescription containing special identification codes 

for individual practitioners, it must contact the institutional practitioner. 

DEA recognizes that revisions to the SCRIPT standard to accommodate 

identification codes for individual practitioners prescribing controlled substances using 

the institutional practitioner's registration, identification numbers for maintenance or 

detoxification treatment, and dates before which a Schedule II prescription may not be 

filled may not occur immediately as they have to be incorporated into a revision to the 

standard that is subject to the standards development process. Application providers will 

. then have to incorporate the new codes into their applications. 

Because DEA does not want to delay implementation of electronic prescribing of 

controlled substances for any longer than is necessary to accommodate the main 
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provisions of the rule, DBA has added provisions to §§ 1311.102 ("Practitioner 

responsibilities. "), 1311.200 ("Phannacy responsibilities. "), and 1311.300 ("Third-party 

audits.") to address the short-tenn inability of applications to handle infonnation such as 

this accurately and consistently. DBA is requiring that third-party auditors or 

certification organizations detennine whether the application being tested can record, 

store, and transmit (for an electronic prescription application) or import, store, and 

display (for a phannacy application) the basic infonnation required under § 1306.05(a) 

for every controlled substance prescription, the indication that the prescription was 

signed, and the number of refills. Any application that cannot perfonn these functions 

must not be approved, certified, or used for controlled substance prescriptions. The third-

party auditors or certification organizations must also detennine whether the applications 

can perfonn these functions for the additional infonnation required for a subset of 

prescriptions; currently this infonnation includes the extension data, the special DBA 

identification number, the dates before which a prescription may not be filled, and notes 

required for certain prescriptions. If a third-party auditor or certification organization 

reports that an application cannot record, store, and transmit, or import, store, and display 

one or more of these data fields, the practitioner or phannacy must not use the application 

to create, sign and transmit or accept and process electronic prescriptions for controlled 

substances that require this infonnation. 

Comments. Some commenters stated that the requirement that the prescription be 

dated would remove the ability to create several Schedule II prescriptions for future 

filling. 
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DBA Response. DBA does not allow practitioners to post-date paper 

prescriptions as some commenters seemed to think. Under § 1306.05(a), all prescriptions 

for controlled substances must be dated as of, and signed Oll, the day when issued. Under 

§ 1306. 12(b ), practitioners are allowed to issue multiple prescriptions authorizing the 

patient to receive up to a 90-day supply of a Schedule II controlled substance provided, 

among other things, the practitioner indicates the earliest date on which a pharmacy may 

fill each prescription. These prescriptions must be dated on the day they are signed and 

marked to indicate the earliest date on which they may be filled. All of these 

requirements can (and must) be satisfied when a practitioner elects to issue multiple 

prescriptions for Schedule II controlled substances by means of electronic prescriptions. 

At present, it is not clear that the SCRIPT standard accommodates the inclusion of these 

dates or that pharmacy applications can accurately import the data. As noted in the 

previous response, until applications accurately and consistently record and import these 

data, applications must not be used to handle these prescriptions. 

Comments. One application provider stated that DBA should not include the 

practitioner's name, address, and DBA number on the review screen because, in some 

cases, prescriptions are written for one of several practitioners in a practice to sign. This 

COlmnenter stated that with paper prescriptions, there is no indication other than the 

signature as to which practitioner signed the prescliption. A State pharmacist association 

asked DBA to require that the prescription include the practitioner's phone number and 

authorized schedules. 

DBA Response. Only a practitioner who has issued the prescription to the patient 

for a legitimate medical purpose in the usual course of professional practice may sign a 
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prescription. As stated above, the requirements for the information on an electronic 

prescription are the same as those for a paper prescription. DEA notes that the NCPDP 

SCRIPT standard includes a field for telephone number, but DEA is not requiring its use. 

If a pharmacist has questions about a practitioner's registration and schedules, the 

phannacist can check the registration through DEA's Web site. 

Comments. One company recommended registering actual written signatures and 

associating them with electronic prescriptions. A State asked that digital ink signatures 

be recognized and be allowed on faxes; this would allow people to avoid using 

SureScripts/RxHub, which the commenter indicated is expensive. 

DEA Response. DEA does not believe there is any way to allow the foregoing 

signature methods while providing an adequate level of assurance of non-repudiation. 

Verification of a manually written signature depends on more than the image of the 

signature. 

5. Transmission on signing/Digitally signing the record 

DEA proposed that the electronic prescription would have to be transmitted 

immediately upon signing. DBA proposed that the first recipient of the electronic 

prescription would have to digitally sign the record as received and archive the digitally 

signed copy. The digital signature would not be transmitted to the other intermediaries or 

the pharmacy. 

Comments. Some commenters disagreed with the requirement that prescriptions 

be transmitted on signing. A practitioner organization and a health information 

technology group supported the requirement, but stated that DBA should word this so the 

intent is clear that the electronic prescription application is to be configured to 
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electronically transmit the prescription as soon as it has been signed by the prescriber. 

They stated that DEA must make it clear that an electronic prescription is not considered 

to be "transmitted" unless it has been successfully received by the phannacist who will 

fill the prescription, and an acknowledgment has been returned to the prescriber's 

application. An application provider stated that DEA should remove the requirement for 

instant transmission of prescription data: M~my electronic prescribing applications use 

processes where pending messages are stored and, with a fixed periodicity of 10 seconds, 

transmitted to electronic prescribing networks. The commenter believed that this 

requirement might require complete re-architecting of these processes, which would 

create a substantial burden on electronic prescribing application developers. A chain 

pharmacy stated that DEA should allow the prescriber the option to put the prescription 

in a queue or to immediately transmit. The commenter suggested that if opting to hold in 

a queue, the prescriber would have to approve prior to sending. If, however, the 

prescription is automatically held in a queue due to connectivity problems, the prescriber 

should not be required to re-approve the prescription. 

A standards organization recommended extending to long-tenn care facilities 

(LTCFs) the option allowed to Federal health care agencies where the prescription may 

be digitally signed and "locked" after being signed by the practitioner, while allowing 

other facility-detenl1ined infonl1ation, such as resident unitlroomlbed, times of 

administration, and pharmacy routing infoTIl1ation to be added plior to transmission. The 

commenter noted that these additional data elements are distinct from the prescription 

data required by § 1306.05(a). The COlllillenter explained that this digitally signed 

version would be archived and available for audit. The organization stated that its 

92 



I 
\ 

\ } . 

recommended process matches a key aspect of the accepted LTCF order workflow, 

where the nursing facility reviews each physician order in the context ofthe resident's 

full treatment regimen and adds related nursing and administration notes. The 

commenter explained that after review and nursing annotation, the prescription is 

forwarded to the appropriate LTC pharmacy. By requiring that the prescription be 

digitally signed immediately after the physician's signature (or upon receipt if the facility 

system is the first recipient of the electronic prescription), this rule could appropriately be 

extended to non-Federal nursing facilities, enabling them to meet existing regulations 

requiring review of resident medication orders by facility nursing staff prior to 

transmission to the pharmacy. A pharmacist organization, whose members work in 

LTCFs and similar facilities, stated that the rule may be impossible to put into operation 

without fundamental changes to pharmacy practice and workflow. Other commenters 

also stated that the workflow at LTCFs mean that nurses generally enter information 

about prescriptions into records and transmit them to phannacies. The standards 

organization recommended a modification to allow nursing staff at LTCFs to review, but 

not change, the prescription before transmission. The commenter asserted that this 

modification would enable consultation with the prescriber regarding potential conflicts 

in the care of the resident, and could prevent dispensing of duplicate or unnecessary 

controlled medications. Further, the commenter asserted that this change would resolve a 

conflict between the proposed rule and existing nursing home regulations, which call for 

review of resident medication orders by facility nursing staff prior to their transmission to 

the phannacy. 
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On the issue of having the first recipient digitally sign the DEA-required 

infonnation, some commenters asked about the identity of the first recipient. One 

application provider expressed the view that unless the application provider is the first 

recipient, it cannot be held responsible for the digital signing and archiving. Where the 

first processor is a third-party aggregator, this commenter asserted, it should be 

responsible for complying. An application provider organization stated that adding a 

digital signature will greatly increase the storage cost of transaction data. 

One application provider stated that if the prescription is created on an Internet

based application, such as one on which the prescriber uses an Internet browser to access 

the application, the prescription would actually be digitally signed on the Internet-based 

application provider's servers by the prescriber. Therefore, the initial digital signature 

archived on the Internet-based prescribing application would be that of the prescriber, 

created using the hardware cryptographic key, rather than that ofthe application provider. 

The commenter indicated that in this case, the application network provider, rather than 

the electronic prescliption application provider, should digitally sign the prescription with 

its own digital signature and archive the digitally signed version of the prescription as 

received. The commenter asserted that for true ASP applications (web-based 

applications), the prescriber is actually digitally signing the prescription at the server. It 

is not necessary, this COlmnenter indicated, for the web-based electronic prescription 

application provider to sign also. Some commenters thought that every intennediary 

would be required to digitally sign and archive a copy. A State board of phannacy said 

the first recipient should not have to digitally sign the prescription unless the first 
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recipient is the phannacy. The responsible phannacist should have to digitally sign the 

prescription. 

An application provider stated that the combination of authentication 

mechanisms, combined with reasonable security measures by the practice (e.g., at a 

minimum, not sharing or writing down passwords), is sufficient to prevent abuse. 

Additionally, this commenter indicated, the audit logs should be sufficient to recognize 

and document fraud or forgery. The commenter stated that the requirement for digitally 

signing the record should be dropped. 

DEA Response. DEA has revised the rule to eliminate the need for signing and 

transmission to occur at the same time. Under the proposed rule, the application of the 

digital signature to the infonnation required under part 1306 would have occurred after 

transmission. Hence, under the proposed rule, it was critical that the infonnation be 

transmitted immediately so that the DEA-required infonnation could not be altered after 

signature but before transmission. Under the interim final rule, however, the application 

will apply a digital signature to and archive the controlled substance prescription 

information required under part 1306 when the practitioner completes the two-factor 

authentication protocol. Alternatively, the practitioner may sign the controlled substance 

prescription with his own private key. Because of the digital signature at the time of 

signing, the timing of transmission is less critical. DEA expects that most prescriptions 

will be transmitted as soon as possible after signing, but recognizes that practitioners may 

prefer to sign prescriptions before office staff add phannacy or insurance infonnation. In 

long-tenn care facilities, nurses may need to transfer infonnation to their records before 

transmitting. By having the application digitally sign and archive at the point of two-
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factor authentication, practitioners and applications will have more flexibility in issuing 

and transmitting electronic prescriptions. 

DEA does not believe that the security mechanisms that the application provider 

cited at a practitioner's office would sufficiently provide for non-repudiation. DEA 

disagrees with the State Board of Pharmacy that the first recipient or the electronic 

prescription application need not digitally sign the record. Unless the record is digitally 

signed before it moves through the transmission system, practitioners would be able to 

repudiate prescriptions by claiming that they had been altered during transmission 

(inadvertently or purposefully). The only way to prove otherwise would be to obtain (by 

subpoena or otherwise) all of the audit log trails from the intennediaries, assuming that 

they retained them. As DEA is not requiring the intennediaries to retain records or audit 

trails, it might not be possible to obtain them. In addition, unless a practitioner was 

transmitting prescriptions to a single phannacy, the number of intennediaries involved 

could be substantial; although the practitioner's application might use the same routers to 

reach SureSclipts/RxHub or its equivalent, each of the recipient phannacies may rely on 

different intennediaries. 

·6. PKI and Digital Signatures 

DEA proposed an altemative approach, limited to Federal healthcare facilities, 

that would be based on public key infrastructure (PKI) and digital signature technology. 

Under this approach, practitioners would obtain a digital certificate from a certification 

authOlity (CA) cross-certified with the Federal Bridge CA (FBCA) and use the associated 

private key to digitally sign prescriptions for controlled substances. DEA proposed this 

approach based on requests from Federal health care agencies that have implemented PKI 
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systems. Those agencies noted that the option DBA proposed for all health care 

practitioners did not meet the security needs of Federal health care agencies. 

Comments. A number of commenters, including practitioner associations, one 

large chain drug store, several electronic prescription application providers, and 

organizations representing computer security interests asked DBA to allow any 

practitioner or provider to use the digital signature approach, as an option. A pharmacist 

organization and a standards development organization stated that long-term care 

facilities should be able to use this approach. A practitioner organization and a 

healthcare management organization stated that the system would be more secure, and 

prescribers' liability would be reduced, if prescribers could digitally sign prescriptions. 

Three application providers preferred applying a practitioner's digital signature rather 

than a provider's. They stated that the added burden to the electronic health record is 

authentication using smart-cards (of a well known format), and that it can wrap the 

NCPDP SCRIPT prescription in XML-Digital signature envelop with a signature using 

the identity of the authenticated user. The commenters stated that the added burden to the 

healthcare provider is the issuance of a digital certificate that chains to the Federal PKl, 

possibly SAFB Biopharma or possibly extending the Federal PN card. A State 

phannacist organization asked why DBA is in favor of a system that is less secure than 

the one Federal health agencies use. 

Some commenters noted that although the current system, based on 

intermediaries, makes use of digital signatures difficult, changes in technology may make 

it feasible in the future. In addition, for healthcare systems with their own pharmacies, a 

PKl-based approach would be feasible now. An intermediary stated that NCPDP 
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SCRIPT could not accommodate a digital signature, but other IT organizations argued 

that this is not necessarily uue. One information technology security firm stated that 

companion standards to NCPDP SCRIPT standard in XML and HL 7, which ought to be 

considered, include the W3Cs XML digital signature standard (XML-DSig) and the 

Document Digital Signature (DSG) Profile. Several application providers stated: 

The prescription should be digitally signed using encapsulated XML 
Digital Signature with XADES profile. The specific profile is recognized 
for optional use by CCHIT [the.Certification Commission for Healthcare 
Infonnation Technology] in S28. This is fully specified in HITSP C26 for 
documents, which points at the IRE DSG profile. HITSP C26 and IRE 
DSG profile uses detached signatures on managed documents. This might 
be preferred as it would have the least impact on the existing data flow, or 
further profiling could support encapsulation if necessary. CCHIT S28 is 
not fully clear and has not yet been tested. 

An information technology organization stated that DEA should require PKI. The 

government has a highly secure, interoperable digital identity system for Federal agencies 

and cross-certified entities through FBCA. The commenter asserted that this systein 

should provide the framework for DEA's rule for electronic prescribing of controlled 

substances. The COlmnenter believed that it is a widely available and supported system 

that provides the level of secUlity, non-repudiability, interoperability, and auditability 

required by legislation covering the prescribing of conu"olled substances. The connnenter 

stated that such a system would provide strong evidence that the original prescliption was 

signed by a DEA-registered practitioner, that it was not altered after it was signed and 

transmitted, and that it was not altered after receipt by the phannacist. 

An information teclmology provider suggested the appiication allow the end users 

to choose credential types, including PKl and/or One Time Password (OTP) credentials, 

and recommended end users be pennitted to use their existing PKI credentials if their 
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digital certificates met Federal Medium Assurance requirements and are issued from a 

CA that is cross-certified with the Federal Bridge. The commenter asserted that it is 

expected that there will be a number of service providers who will offer a turnkey PKI 

service to issue digital certificates for non-Federal entities that meet these requirements. 

This would lower costs for the overall system and would foster a stronger adoption curve 

for end users because they maybe able to use a device they already possess to secure 

online accounts. 

A PKI system designer noted that digital signatures can be used for any data. 

Once prescription and phannacy applications are using the same version of SCRIPT the 

commenter believed there will be no need for conversion of prescriptions from one 

software version to another. The commenter further asserted that: 

... prescriptions need not be sent in a fonnat that can be immediately 
interpreted by a phannacy computer. It would be efficient, but it is not 
necessary. Free text messages can be digitally signed, too. . .. Free text 
messages may not be as efficient as NCPDP SCRIPT messages, but they 
do the job, just as the scores of faxes or paper-based prescriptions do, only 
better and faster. 

Another infonnation technology finn noted that digital signatures work for systems as 

simple as email and PDF. The commenter stated that Adobe Acrobat is capable of 

perfonning signature validation and checking for certificate revocation using either a 

Certificate Revocation List (CRL) or an Online Certificate Status Protocol (OCSP) 

request. 

An intennediary further stated that the FIPS 186-2 Digital Signature Standard 

published in January 2000 has some shortcomings that are addressed in the current draft 

version FIPS 186-3 of the standard. The commenter believed these shortcomings relate 

to the signature schemas. The commenter asserted that FIPS 186-2 does not support RSA 

. 

99 



signature schemes according to Public Key Cryptography Standard (PKCS) #1 version 

2.1, which is a widely used industry standm·d. The commenter indicated that PKCS# 1 is 

added to the FIPS 186-3 draft for the Digital Signature Standard. Therefore, the 

commenter asserted, signatures according to PKCS#l version 2.1 (RSASSA-PKCS1-

v1_5 and RSASSA-PSS) should also be considered as appropriate for electronic 

presC11ptions for controlled substances. This same commenter asserted that the minimum 

key sizes for digital signatures should meet the requirements specified in NIST SP 800-

57 Partl. 

DBA Response. DBA agrees with the practitioner organizations and other 

commenters that the digital signature option should be available to any practitioner or 

group that wants to adopt it and has revised the interim final rule to provide this option to 

any group. DBA believes it is important to provide as much flexibility as possible in the 

regulation and accommodate altemative approaches even if they are unlikely to be widely 

used in the short-term. DBA notes that a number of commenters, including a major 

pharmacy chain, anticipate that once the SCRIPT standard is mature, the intermediaries 

will no longer be needed and prescriptions will then move directly from practitioner to 

phannacy as they do in closed systems. At that point, the PKIldigital signature approach 

may be more efficient and provide security benefits. In the short-tenn, some closed 

systems may fmd this approach advantageous. DBA emphasizes that the use of a 

practitioner digital signature is optional. DBA is including the option to accommodate 

the requirements of existing Federal systems and to provide flexibility for other systems 

to adopt the approach in the future if they decide that it would provide benefits for them. 
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Under the interim final rule, using a private key to sign controlled substance 

prescriptions will be an option provided that the associated digital certificate is obtained 

from a certification authority that is cross-certified with the Federal PKI Policy Authority 

at a basic assurance level or above. The electronic prescription application will have to 

support the use of digital signatures, applying the same criteria as proposed for Federal 

systems. The private key associated with the digital certificate will have to be stored on a 

hard token (separate from the computer being accessed) that meets the requirements for 

FIPS 140-2 Security Levell or higher. If a practitioner digitally signs a prescription with 

his own private key and transmits the prescription with the digital signature attached, the 

pharmacy will have to validate the prescription, but no other digital signatures will need 

to be applied. (If the practitioner uses his own private key to sign a prescription, the 

electronic prescribing application will not have to apply an application digital signature.) 

If the digital signature is not transmitted, the phannacy or last intermediary will have to 

digitally sign the prescription. DBA emphasizes that Federal systems will be free to 

impose more stringent requirements on their users, as they have indicated that they do. 

As noted in other parts of this rulemaking, DBA has updated the incorporation by 

reference to FIPS 186-3, June 2009. 

E. Internal Audit Trails 

DBA proposed that an application provider must audit its records and applications 

daily to identify if any security incidents had occurred and report such incidents to DBA. 

Comments. One application provider stated that daily audit log checks would not 

be feasible and objected to reporting incidents as no parallel requirement exists for paper 
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prescriptions. The application provider stated that SureScripts/RxHub transmission 

standards should address allsecurity concerns. 

DBA Response. DBA disagrees with this commenter. At the July 2006 public 

hearing~ 20 application providers stated that their applications had internal audit trails and 

they suggested that the audit function provided security and documentation. In the 

HIJv[SS 2009 Security Survey 83 percent of respondents reported having audit logs for 

access to patient records. The requirement for an internal audit trail should, therefore, not 

impose any additional burden on most application providers. DBA is requiring the 

application provider to define auditable events and run a daily check for such events. 

DBA does not expect that many such auditable events should occur. When they do 

occur, the application must generate a report for the practitioner, who must determine 

whether the event represented a security problem. DBA notes that only one application 

provider who cOlmnented on the NPRM had concerns regarding this requirement. The 

SureScripts/RxHub transmission standards provide no protection for attempts to access a 

practitioner's application .. 

Although practitioners are not expressly required under the DEA regulations to 

report suspected diversion of controlled substances to DBA, all DBA registrants have a 

duty to provide effective controls and procedures to guard against theft and diversion of 

controlled substances.21 Accordingly, there is a certain level of responsibility that comes 

with holding a DEA registration. With that responsibility comes an expectation of due 

20 Transcripts, written comments, and other information regarding DEA's public meeting to discuss 
electronic prescriptions for controlled substances, held in conjunction with the Department of Health and 
Human Services, may be found at 
http://www.DEAdiversion.usdoj.gov/econU11ie rximtgsiju1v2006iindex.html 
2121 CFR 1301.7l(a). 
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diligence on the part of the practitioner to ensure that information regarding potential 

diversion is provided to law enforcement authorities, where circumstances so warrant. 

This requirement is no less applicable in the electronic prescribing context than in the 

paper or oral prescribing context. In fact, this concern might be heightened in the 

electronic context, due to the potential for large-scale diversion of controlled substances 

that might occur when a practitioner's electronic prescribing authority has fallen into 

unauthorized hands or is otherwise being used inappropriately. 

Comments. An application provider organization and two application providers 

asked how security incidents should be reported. A healthcare system had concerns 

about reporting an incident before it could be investigated. Another healthcare system 

requested further clarification and detail surrounding the documentation requirements for 

findings and reporting of suspicious activity. A number of commenters recommended 

differing reporting periods from the end of the business day to 72 hours. 

DEA Response. At this time, DEA is not specifying by rule how a security 

incident should be reported. Accordingly, practitioners have several options, including 

providing the information to DEA by telephone or email. IfDEA finds over time that 

enough of these reports are being submitted to merit a standard fonnat, DEA may 

develop a reporting form in the future. As DEA and registrants gain experience with 

these incidents, DEA will be able to provide guidance on the specific information that 

must be included in the reports. In general, the security incidents that should be reported 

are those that represent successful attacks on the application or other incidents in which 

someone gains unauthorized access. These should be reported to both DEA and the 
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application provider because a successful attack may indicate a problem with the 

application. 

DEA recognizes the concern about reporting incidents before the practitioner or 

application provider has had a chance to investigate. DEA's experience with theft and 

loss reporting, however, indicates that waiting for investigation may delay reporting for 

long periods and make it difficult to collect evidence. DEA believes' that one business 

day is sufficient. DEA notes that this is the same length oftime required under the 

regulations for reporting of thefts or significant losses of controlled substances.22 

F. Recordkeeping, Monthly Logs 

1. Recordkeeping 

DEA proposed that all records related to controlled substance electronic 

prescriptions be maintained for five years. DEA also proposed that the electronic records 

must be easily readable or easily rendered into a format that a person can read. 

Comments. Phannacy commenters generally objected to the five-year record 

retention requirement, noting that they are required to retain paper prescliptions for only 

two years. Commenters believed that the added retention time conflicted with many 

Statepha1111acy laws and regulations. They also believed there would be additional costs 

for purchase of added storage capacity. Some electronic prescription application 

providers expressed their view that 21 U.S.C. 827limits the applicability of DE A 

recordkeeping requirements solely to registrants. Accordingly, they believed that DEA 

has no statutory authority to impose recordkeeping requirements on application providers 

or intermediaries. Some ofthe commenters also stated they believed that 21 U.S.C. 

2221 CPR 1301.76(b). 
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827(b) does not give DEA statutory authority to require registrants to maintain records 

for more than two years. Finally, with respect to the statutory recordkeeping 

requirements for practitioners, some commenters stated they believed that the 

recordkeeping provisions are limited to the two sets of circumstances set forth at 21 

U.S.C. 827(c)(1)(A) and (B). They stated that if they were required to electronically 

store other data, such as that relating to identity proofing and transmissions with the 

digital signature and the monthly reports, this would result in overhead costs that 

application providers might not find relevant to the delivery of patient care and thus 

spending time developing such databases would have no value to the delivery of patient 

care. Commenters noted that these requirements are not part of the paper process and 

questioned why DEA would introduce it here. Commenters indicated that if five years of 

transactional data must be stored electronically for immediate retrieval, the cost to the 

application provider will be prohibitive. If offline or slower means of data storage 

retrieval are required, the cost to the application provider will be drastically reduced 

while still providing data to the Administration in a timely manner. Finally, a State 

health care agency asked that all records handled by intennediaries should be easily 

sorted, should provide a clear audit trail, and should be available to law enforcement. 

DEA Response. In response to the comments, DEA has in the interim final rule 

changed the record retention period from that set forth in the proposed rule to two years, 

which is parallel to the requirement for paper prescriptions. Although DEA has revised 

the requirement, it should be noted that if the State in which the activity occurs requires a 

longer retention period, the State law must be complied with in addition to, and not in 

lieu of, the requirements of the Controlled Substances Act. 
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With respect to the issue of placing certain recordkeeping responsibilities on 

application providers, which are nonregistrants, the following considerations should be 

noted. While the express recordkeeping requirements of the CSA (set forth in 21 U.S.C. 

827) apply only to registrants, DBA has authority under the Act to promulgate 11 any rules, 

regulations, and procedures [that the agency] may deem necessary and appropriate for the 

efficient execution of [the Act]. 11 (21 U.S.C. 871(b )). DBA also has authority under the 

Act lito promulgate rules and regulations * * * relating to the * * * control of the * * * 

dispensing of controlled substances. 11 (21 U.S.C. 821). The requirements set forth in the 

interim final rule relating to recordkeeping by nonregistrant application providers are 

being issued pursuant to this statutory authority. As stated in the interim final rule, for 

the purpose of electronic prescribing of controlled substances, DEA registrants may only 

use those applications that comply fully with the requirements of the interim final rule. 

It should also be noted that DBA is not requiring practitioners to create a copy of 

a prescription or a new record; it is requiring the practitioner to use an application that 

stores a copy of the digitally signed record and retains the record for two years. These 

records will be stored on an application service provider'S servers if the practitioner is 

using an application service provider to prescribe or on the practitioner's computers for 

installed applications. DEA further notes that the electronic presclibing of controlled 

substances is voluntary; no practitioner is required to issue controlled substance 

prescriptions electronically. 

Although DBA had proposed having the first intennediary store the record, after 

taking into consideration the comments received to the NPRM, DEA decided that this 

approach risked losing the records. The practitioner can detennine, through audit or 
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1\ certification reports, whether an electronic prescribing application meets DBA's 

requirements, but it may be difficult for the prescribing practitioner to ensure that an 

intennediary meets DBA's requirements if the first intermediary is a different firm, as it 

often is. Intermediaries may change or go out of business, destroying any records stored; 

intennediaries may also subcontract out some of the functions, further attenuating 

controls. 

2. Monthly logs 

DBA proposed that the electronic prescription application would have to generate, 

on a monthly basis, a log of all controlled substance prescriptions issued by a practitioner 

and provide the log to the practitioner for his review. DBA further proposed that the 

practitioner would be required to review the log, but would not be expected to cross-

check it with other records. As DBA explained in the NPRM, the purpose of the log 

review was to provide a chance for the practitioner to spot obvious anomalies, such as 

prescriptions forpatients he did not see, for controlled substances he did not prescribe, 

unusual numbers of prescriptions, or high quantity of drugs. The practitioner would have 

to indicate that he had reviewed the log. 

Comments. Commenters were divided on the viability and necessity. of the log 

provision. Several practitioner organizations and one application provider stated that logs 

should be available for review, but opposed the requirement that practitioners confinn the 

monthly logs. A long-tenn care facility organization stated the log would be useful for 

detecting increased prescribing patterns. It, however, said the brief review proposed was 

too short and that the review should be reimbursable under Medicare. Other commenters 

stated that without checking the patients' records, it is unclear how this would increase 
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the likelihood of identifying diversion. The State agency said the rule did not definitively 

state the mechanism for the review. A healthcare system stated that it would be helpful if 

DEA would provide further clarification surrounding the type of information that would 

need to be maintained. This commenter further asserted that DEA should allow 

noncontrolled prescription drug activity to be reviewed and archived in the same manner 

so as not to duplicate work for the physician. 

Other practitioner groups and application providers opposed the requirement that 

the practitioner review the monthly log check because such review is not required for 

paper prescriptions and because, these commenters asserted, it would be difficult to do 

without cross-checking patient records. An application provider stated that DEA does 

not have the authority to require the monthly log as 21 U.S.C. 827(c)(1) exempts 

practitioners from keeping prescription records. Some commenters mistakenly assumed 

that phap.nacies would be generating the logs and that practitioners would have to review 

multiple logs each month; they opposed the requirement on that basis .. An application 

provider and a State agency expressed doubt about the benefits of the requirement given 

the number of prescriptions that might be in an individual practitioner's monthly log. A 

few commenters suggested that DEA should enhance the log requirement to require the· 

electronic prescription application to generate the logs every week (rather than every 

month, as was proposed). One application provider said that any log requirement would 

discow·age electronic presclibing. Several commenters stated that the check would not 

ellilance non-repudiation. A practitioner organization and a practitioner said that many 

providers would be wonied about their liability if they fail to detect fraud. These 

commenters suggested that the regulations should protect unintentional failure to detect 
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fraud and the purpose of the logs should be exclusively to help physicians recognize 

fraud if they are able to do so, but without penalty for failures to catch errors if a good 

faith review and . signature were performed. Another practitioner organization stated that 

DBA did not detail the practitioner's ultimate responsibility to review and approve the 

information in the logs, the manner and timeframe in which the review must be 

completed, or the practitioner's liability for failing to review the log. The commenter 

asserted that this obligation, as well as the other requirements, seems to create a new 

practice standard that places more responsibility, and thus increased liability, for proper 

implementation of the law on practitioners. In addition, this commenter expressed the 

view that there is a need to specify the confidentiality of all such records, including who 

has access and under what circumstances. 

A State board of pharmacy said that a review of prescription monitoring records 

should be accepted as a substitute. Several commenters asked that the review be done 

electronically. A State agency stated that DBA should prohibit the practitioner from 

delegating the review to members of his staff. 

DBA Response. DBA continues to believe that the monthly log requirement 

serves an important function in preventing diversion of controlled substances. In view of 

the comments, however, DBA has modified the requirement to lessen the burden on 

practitioners. Specifically, under the interim final rule, as in the proposed rule, the 

electronic prescription application will be required to generate, on a monthly basis, a log 

of all controlled substance prescriptions issued by a practitioner and automatically 

provide the log to the practitioner for his review. However, DBA has eliminated from the 

interim fmal rule the requirement that the practitioner mandatorily review each of the 
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monthly logs. DEA believes this strikes a fair balance in the following respects. 

Maintaining in the rule the requirement that the application supply the practitioner with 

the monthly log will ensure that all practitioners receive the logs on a regular basis 

without requiring practitioners to expend extra time and effort to request the logs. As a 

practical matter, this will result in more practitioners actually receiving the logs and, in 

all likelihood, more practitioners actually reviewing logs than would be the case if. 

practitioners had to affirmatively request each time that the application send the log. The 

more practitioners review the logs, the more likely it will be that they will detect, without 

excessive delay, any instances of fraud or misappropriation of their two-factor 

authentication credentials. Such early detection will allow for earlier reporting by the 

practitioner of these transgressions and thereby more quickly cut off the unauthorized 

user's access to electronic prescribing of controlled substances. Ultimately, this is likely 

to result in fewer instances of diversion of controlled substances and less resulting hann 

to the public health and safety. 

DEA is also maintaining in the interim [mal rule the requirement that the 

application be able to generate a log, upon request by the practitioner, of all electronic 

prescriptions f*or controlled substances the practitioner issued using the application over 

at least the preceding two years. As was proposed, the intelim final rule requires that this 

log, as well as the monthly logs, be sortable at least by patient name, drug name, and date 

of issuance. 

With respect to 21.U.S.C. 827, it is true that this provision sets forth the 

statutorily mandated recordkeeping requirements for DEA registrants. However, this 

provision does not preclude DEA fi'om requiting that practitioners who elect to prescribe 
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controlled substances electronically use applications that meet certain standards designed 

to reduce the likelihood of diversion. In this same vein, nothing in 21 U.S.C. 827 

precludes DBA from requiring that practitioners, when electronically prescribing 

controlled substances, use applications that, among other things, maintain records that the 

agency reasonably concludes are necessary to ensure proper accountability. As stated at 

the outset of this preamble, DBA has broad statutory authority to promulgate any rules 

and regulations that the agency deems necessary and appropriate to control against 

diversion of control substances or to otherwise efficiently execute the agency's functions 

under the CSA.23 

G. Transmission Issues 

DBA proposed that the information required under part 1306 including the full 

name and address of the patient, drug name, strength, dosage form, quantity prescribed, 

directions for use, and the name, address, and registration number of the practitioner must 

not be altered during transmission; it could be reformatted. 

1. Alteration during transmission 

Comments. Many commenters misinterpreted this requirement to mean 

pharmacies would not be able to substitute generic versions for brand name versions as is 

allowed under many State laws. One application provider organization suggested that the 

rule state that no changes are allowed on the medication segment and an application 

provider could only augment the segments of the prescription pertaining to transaction, 

transaction source, patient, or physician. FUliher, this COlmnenter suggested, the 

?3 - 21 U.S.C. 821, 871(b). 
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application provider would not be able to edit any existing data. A healthcare 

organization asked how alteration of content is identified (e.g., according to FIPS 180-2). 

DEA Response. DEA has revised the rule to clarify that the content of the 

required information must not be altered "during transmission between the practitioner 

and phannacy." The requirement not to alter prescription information during 

transmission applies to actions by intermediaries. It does not apply to changes that occur 

after receipt at the pharmacy. Changes made by the pharmacy are governed by the same 

laws and regulations that apply to paper prescriptions. Again, any applicable State laws 

must also be complied with. As for changes by intermediaries during transmission, DEA 

is limiting only changes to the DEA-required elements (those set forth in 21 CFR part 

1306). An intermediary could add information about the practitioner other than his name, 

address, and DEA registration number or about the patient, other than name and address. 

Alteration during transmission would be identified by comparing the digitally signed 

prescription retained by the electronic prescription application and the digitally signed 

prescription re.tained by the pharmacy. 

2. Printing after transmission and transmitting after printing 

DEA proposed that if a prescription is transmitted electronically, it could not be 

printed. If it was printed, it could not be transmitted electronically. 

Comments. A number of commenters raised issues related to this requirement. A 

standards development organization noted that in some cases electronic prescriptions may 

be cancelled, for example when a transmission fails. In such cases, the commenter 

believed retransmission should be allowed. Pharmacies and phamlacy organizations 

stated that if transmission fails, the practitioner should be able to print the prescription. 
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Practitioner organizations suggested the following language: "If electronic transmission 

is prevented by weather, power loss, or equipment failure, or other similar system failure, 

prescriptions may be faxed to the pharmacy or printed." A healthcare organization stated 

that the rule does not define processes for transmission failures. The commenter asked if 

a second prescription is issued because the first was not received, how it would be clear 

that the first was cancelled. Many commenters, including pharmacy organizations, 

practitioner organizations, and electronic prescription application providers, stated that 

DBA should allow printing of a copy of the electronically transmitted prescription if it is 

clearly labeled as a copy. They noted that copies are often needed for insurance files and 

medical records; patients may be given a receipt listing all prescriptions written. Long-

term care organizations also stated that these printed prescriptions were necessary for 

medication administration records. 

DBA Response. DBA had noted in the preamble of the NPRM that transmitted 

prescriptions could be printed for medical records and other similar needs. DBA agrees 

with the commenters that such a statement should appear in the regulatory text and has 

revised the interim fmal rule to allow printing of a copy of a transmitted prescription, 

receipt, or other record, provided that the copy is clearly labeled as a copy that is not 

valid for dispensing. The copy should state, as recommended by commenters, that the 

original prescription was sent to [pharmacy name] on [date/time] and that the copy may 

not be used for dispensing. Printed copies of transmitted prescriptions may not be signed. 

DBA has also added a provision that the application may print a prescription for 

signing and dispensing if transmission fails. DBA will require that these original 

prescriptions include a note to the pharmacy that the prescription was originally 

) 
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transmitted to a specific phannacy, but that the transmission failed. DBA considers this 

warning necessary because it is possible that the practitioner will be notified of a failure 

while the application is still attempting to transmit the prescription. The warning will 

alert the phannacy to check its records to be certain a later transmission attempt had not 

succeeded. If the printed prescription is to be used for dispensing, it must be manually 

signed by the prescribing practitioner pursuant to § 1306.05(a). As the printed 

prescription contains infonnation regarding the prior transmission, this infonnation will 

be retained by the pharmacy. 

Comments. A commenter recommended retaining the proposed language, but 

allowing the use of the SCRIPT CANCEL transaction. The commenter believed this 

would allow the application to either print the prescription or transmit it to another 

pharmacy. It noted that most vendors have not implemented support of this transaction. 

The commenter recommended that intennediaries that certify electronic prescription 

applications and phannacy applications for interoperability should have to test and verify 

that vendors support the message before they are certified to accept controlled substances 

prescriptions. 

DBA Response. DBA agrees that if a transmission fails or is canceled, the 

practitioner will be able to print the prescription or transmit it to another phannacy. 

DEA, however, does not believe it is appropriate to attempt through these regulations to 

dictate to intennediaries that celiify electronic prescription applications and phannacy 

applications for interoperability what to cover in their certification requirements. DBA 

does not consider it advisable to include, as part of its regulations, references to paIiicular 
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functions in the SCRIPT standard, or any other standard, as these standards are constantly

evolving. 

Comments. A healthcare organization suggested a requirement for the receiving· 

pharmacy to provide confirmation back to the prescriber's application. The commenter 

suggested that the confirmation may then be printed and given to the patient, thereby 

providing documentation to demonstrate that the patient's prescription has been 

successfully transmitted to the patient's pharmacy. 

DEA Response. Based on the comments, DEA does not believe that a 

. requirement for a return receipt that would be provided to the patient would be reasonable 

because it would reduce the flexibility of the system. It would force the practitioner to 

write and transmit the prescription while the patient was still in the office. DEA does not 

have a similar requirement for oral or facsimile transmissions of paper Schedule III, IV, 

and V prescriptions and does not believe that this is warranted or necessary. In addition, 

as commenters made clear, it is not always possible to access a transmission system at a 

particular point in time. 

3. Facsimile transmission of prescriptions by intermediaries 

DEA proposed that intennediaries could not convert an electronic prescription 

into a fax if transmission failed. They would be required to notify the practitioner, who 

would then have to print and manually sign the prescription. 

Comments. A standards development organization, several electronic 

prescription application providers, and a pharmacy chain stated that intennediaries should 

be able to convert electronic prescriptions to faxes if the intennediaries cannot complete 

the transmission. One electronic prescription application provider stated that 20 percent 

· 

115 



of its transmissions need to be converted to facsimile because of phannacy technology 

problems. An application provider organization stated that DEA is requiring that the 

prescription be digitally signed, so the prescription would have been signed. In the case 

of a temporary communication outage between physician and phannacy, the commenter 

suggested that the phannacy could receive a fax containing the ID tags of the script 

message. Those ID tags could then be later confinned against the SCRIPT transaction 

when connectivity is resumed. The commenter believed that ifDEA does not allow 

faxing by the intennediary, a unique workflow will be necessary for controlled substance 

transaction en-ors not required for legend drugs. 

One State Board ofPhairnacy stated that it had found many problems with 

electronic prescriptions. Among the problems this State Board reported was that even 

when phannacies are able to receive electronic prescriptions, their applications do not 

necessarily read electronic prescriptions accurately. Data entered by a practitioner may 

be truncated in the pharmacy application or moved to another field. These statements 

were echoed by a State pharmacist association. 

One application provider aske~ if faxed electronic prescriptions can continue to 

be treated as oral prescriptions. 

DEA Response. A faxed prescription is a paper prescription and, therefore, must 

be manually signed by the prescribing practitioner registered with DEA to prescribe 

controlled substances. If an intermediary cannot complete a transmission of a controlled 

substance prescription, it must notify the practitioner in the manner discussed above. 

Under such circumstances, if the prescription is for a Schedule III, N, or V controlled 

substance, the practitioner can print the prescription, manually sign it, and fax the 

. 
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prescription directly to the pharmacy. DEA recognizes that not all pharmacies are 

currently capable of receiving fully electronic prescriptions and that there may be other 

transmission issues; however, it would be incompatible with effective controls against 

diversion to allow unsigned faxes of controlled substance prescriptions to be generated by 

intennediaries. As the commenters indicated, most of the reported transmission problems 

have to do with the lack of a mature standard for electronic prescriptions and the number 

of pharmacies that are not accepting electronic prescriptions. A number of commenters 

indicated that they anticipate that the need for intennediaries will disappear once the 

standard is mature. At that point, the issue of faxes will also be eliminated. As for the 

comment about treating faxed electronic prescriptions as oral prescriptions, this practice 

is not allowed under DEA's regulations as the commenter seemed to believe. To 

reiterate, the regulations have always required that a facsimile of a Schedule III, IV, or V 

prescription be manually signed by the prescribing practitioner. 

Comments. A State Board of Pharmacy and a healthcare organization stated that 

under New Mexico and California law it was permissible to electronically generate a 

prescription and fax it. One commenter indicated that New Mexico allows electronic 

prescriptions to be sent "by electronic means including, but not limited to, telephone, fax 

machine, routers, computer, computer modem or any other electronic device or 

authorized means." A commenter noted that California, among others, allows for the 

faxing of controlled substances prescriptions with the text "electronically signed by" on . 

the fax. 

DEA Response. As discussed above, under DEA's regulations, a faxed 

prescription is a paper prescription and must be manually signed. It is not permissible to 
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electronically generate and fax a controlled substance prescription without the 

practitioner manually signing it. 

4. Other Issues 

Comments. Several electronic prescription application providers stated that DEA 

had not specified the characteristics of the transmission system between the practitioner 

and the phannacy, which could be insecure. They recommended that a clear "secured" 

communication be used between the electronic prescription application and the 

phannacy. Commenters recommended that the communications should meet HITSP Tl7 

"Secured Communications Channel" requirements. They stated that this is already 

required, though not tested, by the Certification Commission for Healthcare Infonnation 

Technology today (S28, S29). One State agency recommended requiring end-to-end 

encryption. An electronic prescription and pharmacy application provider and an 

intermediary described their network security. A practitioner organization stated that 

DEA should not over-specify requirements because other specifications exist with which 

DEA's requirements must coexist. 

DEA Response. DEA has not addressed the security of the transmission systems 

used to transmit electronic prescriptions from practitioners to pham1acies, although some 

COlID11enters asked DEA to do so and others claimed that the security of these systems 

provided sufficient protection against misuse of electronic prescriptions. As noted 

previously, the existing transmission system routes prescriptions through three to five 

intennediaries between a practitioner and the dispensing pharmacy. Practitioners and 

phannacies have no way to determine which intennediaries will be used and, therefore, 

no way to avoid intennediaries that do not employ good security practices. As a practical 

118 



matter, once a practitioner purchases an electronic prescription application, the 

practitioner must accept whatever transmission routing the application provider employs. 

Neither the practitioner nor electronic prescription application provider has any way of 

knowing which intermediaries are used by each of the phannacies that patients' may 

designate. 

None of the security measures that are used for transmission address the threat of 

someone stealing a practitioner's identity to issue prescriptions or of office staff being 

able to issue prescriptions in a practitioner's name because of inadequate access controls 

or authentication protocols. None of the measures address the threat ofphannacy staff 

altering records to hide diversion. Some commenters indicated that they anticipate the 

elimination of intermediaries once the SCRIPT standard is mature and interoperability 

exists without the need for converting a data file from one software version to another so 

that it can be read correctly. 

Although DEA is concerned about the possibility that controlled substances 

prescriptions could be altered or created during transmission, it has chosen to address 

those issues by requiring that the controlled substance prescription is digitally signed 

when the practitioner executes the two-factor authentication protocol and when the 

phannacy receives the prescription. The only transmission issues that DEA is addressing 

in the interim final rule concern one common practice - the conversion of prescriptions 

from one software version to another - and one possible practice - the facsimile 

transmission of prescriptions by intermediaries to pharmacies. As discussed above, DEA 

will permit intermediaries to convert controlled substances prescriptions from one 

software version to another; DEA will not allow intermediaries to transform an electronic 
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prescription for a controlled substance into a facsimile as many ofthem do. DEA is also 

explicitly stating that any DBA-required information may not be altered during 

transmission. 

H. Pharmacy Issues 

1. Digital Signature 

DEA proposed that either the phannacy or the last intennediary routing an 

electronic prescription should digitally sign the prescliption and the pharmacy would 

archive the digitally signed record as proof ofthe prescription as received. 

Comments. State phannacist associations and some pharmacy application 

providers asked DBA to analyze the cost of this requirement. One retail association 

stated that DBA had not considered that the software used to create the prescription might 

not be compatible with digital signatures. A number of pharmacy chains and phannacy 

associations asked DBA to explain what regulatory requirements would apply to those 

electronic prescriptions that occur through direct exchanges between practitioners and 

pharmacies (i.e., transmission without intermediaries). A chain pharmacy noted that the 

intennedialies may be phased out, leaving phannacies with no choice but to add digital 

signatme functionality. A State Board ofPhannacy stated that the digital signature 

should be validated to ensure that the record had not been altered. An electronic 

prescription application provider stated that it will be very difficult for the phannacies to 

digitally sign prescriptions in the ShOli run and will require more time. It suggested that 

the rule include the following statement: "Until 11112011 phaTI11acies can print out and 

wet sign controlled drug prescriptions as they anive, and archive those paper records for 

an acceptable period." A standards organization stated that the requirement would 
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require a major revision of its standard. A healthcare system recommended that DEA 

include reasonable alternatives to proposed requirements to address record integrity. This 

commenter asserted that DEA should allow flexibility regarding the use of digital 

signatures in systems with no intermediate processing. 

DEA Response. DEA did analyze the cost of this requirement in the Initial 

Economic Impact Analysis associated with the notice of proposed rulemaking24 and 

included estimates for the time and costs required to add digital signature functionality to 

existing applications. DEA disagrees with the commenters that asserted that electronic 

prescribing applications or the SCRIPT standard are incompatible with digital signatures. 

As a number of commenters noted, any data file can be digitally signed and can be 

digitally signed without affecting the formatting of the file. 

The interim final rule requires the pharmacy or the last intennediary to digitally 

sign the prescription and the pharmacy to archive the digitally signed record. These steps 

do not alter the data record that the pharmacy application will read. If the last 

intermediary digitally signs the record, the digital signature will be attached to the data 

record. Digital signatures, which under current NIST standards range from 160 to 512 

bits (which generally equates to 20 to 64 bytes), would fit within the free-text fields that 

the SCRIPT standard provides (70 characters), or the digital signature could be linked to 

the prescription record rather than incorporated into the record. If the phannacy digitally 

signs the prescription record, the issue of potential problems with the fonnat will not 

apply. The digitally signed prescription-as-received record ensmes that DEA can 

determine whether a prescription was altered during transmission or after receipt at the 

24 http://www.deadiversion.usdoj.gov/fed regs/200S/index.gtml 
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phannacy. If the contents of the digitally signed record at the phannacy do not match the 

contents of the digitally signed record held by the practitioner's electronic prescription 

application, the prescription was altered during transmission. If the record of the 

prescription in the phannacy database does not match the digitally signed record of the 

prescription as received, the prescription was altered after receipt. 

About a third of registered pharmacies already have the ability to digitally sign 

electronic controlled substance orders through DEA's Controlled Substances Ordering 

System; the private key used for these electronic orders could be used to sign 

prescriptions upon receipt. Similarly, most applications that move files through virtual 

private networks or that conduct business over the Internet have digital signature 

capabilities. DEA has not imposed any requirements for the source of the digital 

signatures because phannacies and intermediaries may already have signing modules that 

can be used. Phannacies that have a Controlled Substance Ordering System digital 

certificate obtained it from DEA. In response to the comment on validating the digital 

signature, the pharmacy or intennediary will be signing the re·cord; D EA sees no need to 

ask them to validate their own certificate. DEA does not believe that it is necessary to 

provide an alternative to the digital signature because it should be possible for either the 

intennediary or phannacy to apply a digital signature within a reasonable time. 

On the issue of direct exchanges between a practitioner and a phannacy, two 

digital signatures (the electronic prescription application's or practitioner's and the 

phannacy's) would be required unless the practitioner's digital signature is transmitted to 

the pharmacy and validated. Even when intennedialies are not involved, there is the 

possibility that an electronic prescription could be intercepted and altered dUling 
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transmission. When it becomes feasible for practitioners to transmit electronic 

prescriptions directly to pharmacies, without conversion from one software version to 

another, the PKI option that DEA is making available under the interim final rule may be 

an alternative that more applications and practitioners choose to use. The primary barrier 

to this option is the current need to convert prescription information from one software 

version to another during transmission because of interoperability issues; conversion of 

the prescription information from one software version to another makes it impossible to 

validate the digital signature on receipt. When interoperability issues have been resolved, 

transmitting a digital signature and validating the digital signature may be more cost-

effective for some pharmacies. Because of the alternatives DEA is providing for 

practitioner issuance of electronic prescriptions for controlled substances, DEA does not 

believe it is necessary to develop alternative approaches that would apply only to those 

few truly closed systems. DEA notes that it has also made a number of changes to the 

proposed rule that are consistent with the practices described by the commenters from 

closed systems; for example, DEA is allowing institutional practitioners to conduct 

identity proofmg in-house. 

2. Checking the CSA database 

DEA proposed that pharmacies would be required to check the CSA database to 

confinn that the DEA registration of the prescriber was valid at the time of signing. 

Comments. Several commenters objected to this requirement, stating that 

phannacies are not required to check DEA registrations for paper prescriptions unless 

they suspect something is wrong with a prescription. They also stated that the 

requirement would be costly and probably not feasible because the CSA database must be 

\ 
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purchased and is not up-to-date. Some commenters expressed the view that since DEA 

proposed to have electronic prescription application providers check the registration, 

requiring the phal1Ilacy to do so would be redundant. 

DEA Response. DEA agrees with those commenters that expressed the view that, 

when filling a paper prescription, it is not necessary for a phannacist who receives an 

electronic prescription for a controlled substance to check the CSA database in every 

instance to confinn that the prescribing practitioner is properly registered with DEA. 

Accordingly, DEA has removed this requirement from the interim fInal rule. It should be 

made clear that a pharmacist continues to have a cOlTesponding responsibility to fill only 

those prescriptions that conform in all respects with the requirements ofthe Controlled 

Substances Act and DEA regulations, including the requirement that the prescribing , 

practitioner be properly registered.Phannacists also have an obligation to ensure that 

controlled substance prescriptions contain all requisite elements, including (but not 

limited to) the valid DEA registration of the prescribing practitioner. If a pharmacy has 

doubts about a particular DEA registration, it can now check the registration through 

DEA's Registration Validation Tool on its Web site rather than having to purchase the 

CSA database.25 

3. Audit Trails 

DEA proposed that phannacy applications have an internal electronic audit trail 

that recorded each time a controlled substance prescliption was opened, mIDotated, 

25 DEA provides a "Registration Validation" tool on its Web site, through which DEA registrants may 
query DEA' s registration database regarding another DEA registrant to gather specific information about 
that registrant. Information available includes: the registrant's nam~, address, and DEA registration 
number; the date of expiration of the registration; business activity; and the schedules of controlled 
substances the registrant is authorized to handle. 
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altered, or deleted and the identity of the person taking the action. The pharmacy or the 

application provider would establish and implement a list of auditable events that, at a 

minimum, would include attempted or successful unauthorized access, use, disclosure, 

modification, or destruction of information or interference with application operations in 

the pharmacy application. The application would have to analyze the audit logs at least 

once every 24 hours and generate an incident report that identifies each auditable event. 

Security incidents would need to be reported within one business day. 

Comments. A substantial number of commenters representing pharmacies and 

pharmacy associations objected to the requirement that the audit trail document any time 

a prescription record was viewed, asserting that current applications do not have the 

capability to track this as opposed to tracking annotations, modifications, and deletions. 

DEA Response. In view of the comments, DEA agrees that the audit function 

does not need to document every instance in which a prescription record is opened or 

viewed and has revised the rule accordingly. The pharmacy application will only be 

required to document those instances in which a controlled substance prescription is 

received, annotated, modified, or deleted. In such circumstances, the application must 

record when the annotation, modification, or deletion occurred and who took the action. 

Comments. Several commenters stated that standards for the automation of 

capturing auditable events and interpretation of the resulting reports have not been 

published. Commenters asserted that many pharmacy applications have the ability to 

track auditable events, but not all have the ability to generate the reports desired by DEA. 

A number of commenters asked DBA to define auditab1e event and explain what level of 

security incident would need to be reported. A chain pharmacy asked DEA to define 
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what constituted an alteration ofthe record and to clarify that a generic substitution is not 

an auditable event. An application provider asked if auditable events are limited to 

infonnation changed at the order level (e.g., administration instructions) or at dispensing 

(e.g., NDC changed due to insufficient quantity). A number of commenters suggested 

that reporting of security incidents should be within 2 to 3 business days. 

DEA Response. The audit trail and the internal aUditing of auditable events serve 

somewhat' different purposes. The audit trail provides a record of all modifications to the 

prescription record. For example, the audit trail will note when the prescription was 

dispensed and by whom; it will indicate modifications (e.g., partial dispensing when the 

full amount is not available, changes to generic version). The auditable events, in 

contrast, are intended to identify potential security concerns, such as attempts to alter the 

record by someone not authorized to do so or significant increases in the dosage unit or 

quantity dispensed without an additional annotation (e.g., indicating practitioner 

authorization). DEA points out that during hearings on electronic prescriptions, 

representatives of the pharmacy and electronic prescription application industries 

unifonnly stressed the audit trails as the basis for the security of their applications. 

DEA does not believe it is feasible to define or list every conceivable event that 

would constitute an auditable event for all phannacies. The extent to which a particular 

event might raise concern at one phannacy is not necessarily the same at other 

phannacies. For example, a community pharn1acy may want to set different triggers for 

changes to opioid prescriptions than a pharmacy that serves a large cancer center or a 

phannacy that services LTCFs would. A connnunity pharmacy that is closed overnight 

may want to identify any change that occurs during the hours when it is closed - an event 
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that is not a consideration for a pharmacy that is open 24 hours a day. The auditable 

events must, at a minimum, include attempted or successful unauthorized access, 

modification, or destruction of information or interference with application operations in 

the pharmacy application. DBA has dropped the unauthorized "use or disclosure" from 

its list of auditable events. These events are included in the CCHIT standards for 

electronic health records and may be important to pharmacies, but are not directly 

relevant to DBA's concerns. 

DBA expects that application providers and developers will work with pharmacies 

to identify other auditable events. DBA emphasizes that application providers should 

define auditable events to capture potential security threats or diversion. Changes from 

brand name drug to a generic version of the same drug, for example, do not represent 

potential security issues. 

Comments. One State recommended that audit trails and event logs should be in 

a standard fonnat. 

DBA Response. DBA understands the State's desire for a uniform format for 

audit trails and event logs, but in the absence of a single industry-wide standard being 

utilized by pharmacies, DBA does not believe it would be appropriate at this time to 

mandate one particular fonnat over others. 

Comments. A phannacy organization and phannacist associations asked if audit 

trails and daily audits could be automated. One commenter asked DEA to clarify that the 

records could be kept on existing systems. Another asked if a pharmacy had to document 

that the record had been reviewed. 
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DEA Response. Audit trails and daily audits are automated .functions that occur 

on the phannacy's computers and that should not require actions on the part of 

phannacists or other phannacy employees except when a security threat is identified, 

which DEA expects to occur relatively rarely. The internal audit trail records must be 

maintained for two years, but DEA is not requiring that the phannacy retain a record of 

its review of reports of auditable events unless they result in a report to D EA of a 

potential secUlity incident. 

Comments. A chain pharmacy asserted that as the record as received will be 

digitally signed, only a compromise of the encryption key should be an auditable event. 

DEA Response. The digital signature on a record as received does not address the 

concerns that the audit trail and review are intended to document. The digitally signed 

prescription as received documents the information content of the prescription on receipt. 

It does not help identify later alterations of the record; it can show that the record was 

altered later, but not who did it or when. 

Comments. A State asked ifphannacies should discontinue accepting electronic 

prescliptions if a security incident occurs. 

DEA Response. In general, it would be advisable to discontinue accepting 

electronic prescriptions for controlled substances until the secUlity concerns were 

resolved. However, if, despite the security concerns associated with the application, the 

phannacy is able to verify that a prescription has been issued lawfully, the pha1111acy may 

fill the prescliption. 
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4. Offsite Storage 

DEA proposed that back-up records be stored at a separate offsite location. DEA 

proposed that the electronic record be easily readable or easily rendered into a format that 

a person could read and must be readily retrievable. 

Comments. Most pharmacy commenters objected to offsite storage as costly and 

not required for paper prescriptions. A pharmacy organization stated that back-up copies 

should be transferred off-site weekly, not daily. 

DEA Response. DEA has removed the requirement for storage of back-up 

records at another location. DEA, however, recommends as a best practice that 

phannacies store their back-up copies at another location to prevent the loss of the 

records in the event of natural disasters, fires, or system failures. 

DEA believes that daily backup of prescription records is an acceptable length of 

time to ensure the integrity of pharmacy records. 

Comments. Several phannacy chains asked that the functionality for retrieving 

records be at the headquarters rather than the pharmacy level; they supported the standard 

of "readily retrievable," as DEA proposed, which is the same standard that applies to 

paper prescriptions. One State board of pharmacy stated that the provision for making 

the data available in a readable format may require extensive reprogramming. A 

phannacist association asked DEA to define readily retrievable. One commenter 

objected to storing infonnation at phannacies because it could be exposed. 

DEA Response. Under the interim [mal rule, it is pennissible for a phannacy to 

have records stored on headquarters' computers, but the dispensing phannacy must be 

able to retrieve them if requested as they do for computerized refill records allowed under 
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§ 1306.22. DEA does not believe that the requirement for readable records will impose 

significant burdens. Similar requirements exist for computerized refill records. In 

addition, it is unlikely that pharmacy applications would be useable by pharmacists 

unless the data can be provided in an easily readable fonn. "Readily retrievable" is 

already defined in § 1300.01. Finally, requirements currently exist for pharmacies to 

retain and store prescription records in compliance with HIP AA requirements to protect 

individuals' personal infonnation. 

5. Transfers 

In the NPRM, DEA confirmed existing regulations regarding the transfer of 

prescriptions for Schedule III, IV, and V controlled substances. Specifically, under § 

1306.25(a) a pharmacy is allowed to transfer an original unfilled electronic prescription 

to another phannacy if the first phannacy is unable to or chooses not to fill the 

prescription. Further, a pharmacy is also allowed to transfer an electronic prescription for 

a Schedule III, IV, or V controlled substance with remaining refills to another phannacy 

for filling provided the transfer is communicated between two licensed pharmacists. The 

phannacy transferring the prescription would have to void the remaining refills in its 

records and note in its records to which phannacy the prescription was transferred. The 

notations may occur electronically. The pharmacy receiving the transfen·ed prescription 

would have to note from whom the prescription was received and the number of 

remaining refills. 

Comments. Several commenters, including tlu'ee pharmacy chains and an 

association representing chain dmg stores, all indicated their belief that if a prescription 

transfer occurs within the same phalIDacy chain, only one licensed phannacist is 
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each other to effectuate the transfer of the prescription from one phannacy to another. 

Commenters requested that DEA revise the rule to address this industry practice. 

DEA Response. DEA has never permitted the transfer of a controlled substance 

prescription without the involvement of two licensed phannacists, regardless of whether 

the two pharmacies share a common database. DEA emphasizes that this has been a 

longstanding requirement, one which was not proposed to be changed as part of this 

rulemaking. DEA believes that it is important that two licensed phannacists be involved 

in the transfer of controlled substances prescriptions between pharmacies so that the 

phannacists are aware that the prescription is actually being transferred. As the 

dispensing of the prescription is the responsibility of the pharmacist, DEA believes that it 

is critical that those pharmacists have knowledge of prescriptions entering their pharmacy 

for dispensing. Without this requirement, it would be quite feasible for other pharmacy 

employees to move prescriptions between pharmacies, thereby increasing the potential 

for diversion by pharmacy employees. 

Comments. One cOlmnenter, a large phannacy, believed that while the NPRM 

addressed the transfer of prescription refill information for Schedule III, IV, and V 

controlled substance prescriptions, it did not address the transfer of original prescriptions 

that have not been filled. 

DEA Response. As DEA explained in the NPRM, the existing requirements for 

transfers of Schedule III, IV, and V controlled substances prescriptions remain 

unchanged. DEA currently pennits the transfer of original prescription infonnation for a 
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prescription in Schedules III, N, and Von a one-time basis. This allowance does not 

change. DEA wishes to emphasize that the only changes made to § 1306.25 as part of the 

NPRM were to revise the text to include separate requirements for transfers of electronic 

prescriptions. These revisions were needed because an electronic prescription could be 

transferred without a telephone call between pharmacists. Consequently, the transferring 

pharmacist must provide, with the electronic transfer, the infonnation that the recipient 

transcribes when accepting an oral transfer. 

6. Other Pharmacy Issues 

Comments. An advocacy group stated that although it expects the chain drug 

stores to be able to handle the administrative burden and expense of security measures 

demanded by DEA, it was concerned about the ability of independent phannacies, 

especially those that rely almost exclusively on prescription revenues and not "front-of

the-store" revenues, to cope with the proposed rule's added requirements. 

DEA Response. DEA has revised some of the requirements to reduce the burden 

imposed by this rulemaking, where DEA believes that doing so does not compromise 

effective controls against diversion. DEA has also clarified that the third-party audit 

applies to the application provider, not to the individual pharmacy unless the phannacy 

has developed and implemented its own application, a circumstance which, at the present 

time, is likely limited to chain phannacies. The audit trail is something that members of 

industry stated, prior to the proposed rule, was the basis for their security controls. The 

phannacy applications should, therefore, have the capability to implement this 

requirement. DEA is simply requiring that the application identify security incidents, 

which should be infrequent, and that the phannacy be notified and take action to 

• 
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determine ifthe application's security was compromised. This should not be an 

insurmountable burden for a small pharmacy. The other functions required are 

automated and do not require action on the part of the phannacy staff. Most of the 

burden of the phannacy requirements fall on the phannacy application provider, not on 

the phannacy. 

Comments. Some commenters stated that the requirements for paper 

prescriptions include, for practitioners prescribing under,an institutional practitioner's 

registration, the specific internal code number assigned by the institutional practitioner 

under § 1301.22. These commenters stated that NCPDP SCRIPT does not accommodate 

the extensions, which do not have a standard format, nor do most pharmacy computer 

applications. They also noted that a pharmacy has no way to validate the extension 

numbers. 

DEA Response. DEA is aware of the issue with extension data and published an 

Advance Notice of Proposed Rulemaking (74 FR 46396, September 9, 2009) to seek 

information that can be used to standardize these data and to require institutional 

practitioners to provide their lists to phannacies on request. As discussed above, DEA 

believes that SCRIPT can be modified to accept extensions by adding a code that 

indicates that the DEA number is for an institutional practitioner and allowing the field to 

accept up to 35 characters. Phannacy applications will need to be revised to accept the 

longer numbers; without the extension data, there is no way to determine who issued the 

prescription if individual practitioners with the same name are associated with the 

institutional practitioner. DEA is not requiring pharmacies to validate the extension 
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numbers unless the phannacist has reason to suspect that the prescription or prescribing 

practitioner are not legitimate. 

Comments. A pharmacy organization asked if a pharmacy that services a Federal 

healthcare facility would need to operate separate systems, one for Federal facilities and 

one for other facilities it serves. It also asked what facilities were considered Federal 

.healthcare facilities. 

DEA Response. As discussed above, DEA is allowing any application to use the 

digital certificate option proposed for Federal healthcare systems. DBA is not, therefore, 

imposing any different requirements on Federal facilities. Pharmacies may decide 

whether they will accept and verify digital signatures transmitted with a prescription, 

whether it was signed by a practitioner at a Federal facility or in private practice. If a 

pharmacy does not accept controlled substance prescriptions digitally signed with the 

individual practitioner's private key, it will have to ensure that it has a digitally signed 

record of the prescription as received. The rest of the requirements for annotating and 

dispensing a controlled substance prescription are the same for all electronic prescriptions 

for controlled substances: The detemiination of whether a particular facility is a Federal 

facility is not affected by this rulemaking. 

I. Third Party Audits 

DEA proposed that both electronic prescliption applications and the prescription 

processing module in phannacy applications sl10uld be subject to a third-party audit that 

met the requirements of SysTrust or Web Trust audits (or for pharmacies, SAS 70). The 

standards for these audits are established and maintained by the Amelican Institute of 
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Certified Public Accountants?6 27 The audits are conducted by CP As. DEA proposed 

that the application provider would have to have the third-party audit for processing 

integrity and physical security before the initial use of the application for electronic 

controlled substance prescriptions and annually thereafter to ensure that the application 

met the requirements of the rule. DEA sought comments on whether alternative audit 

types were available and appropriate. 

Comments. An application provider organization stated annual security audits ar

unrealistic and will not be perfonned or enforced. The commenter asserted that a better 

use of both DEA and application provider resources would be to write and enforce a set 

of standards around systems writing. 

DEA Response. Even if DEA had the technical expertise to develop standards, 

DEA does not believe that imposing an inflexible regulatory standard on applications is a

reasonable approach. Security technologies are evolving. Locking applications into a 

specific fonnat that would then have to be used until the regulation was revised, a time-

consuming process, could delay implementation of more user-friendly and efficient 

applications that may be developed. In addition, most pharmacy applications have been 

in use for years; forcing them to reprogram in a specified way could be more costly and 

disruptive than letting each application provider tailor a solution that works for a 

particular application. DEA is interested in the end result (a secure system that can 

reasonably be implemented and is consistent with maintenance of effective controls 

against diversion of controlled substances), not in the details of how they are achieved. 

26 http://www.ffiec.gov/ffiecinfobase/booklets/auditlaudit_ 06 _3 -party.html 
27 http://www.ffiec.gov/ffiecinfobase/booklets/auditlaudit_ 06 _3 -party.html 
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DEA proposed third-party audits as a way to provide registrants with an objective 

appraisal of the applications they purchase and use. As a number of commenters stated, 

except for registrants associated with very large practices, large healthcare systems, or 

chain phannacies, any of which may have their own information technology departments, 

the majority of registrants cannot be expected to detennine, on their own, whether an 

application meets DEA's requirements. If they are to have assurance that the application 

they are using is in compliance with DEA regulatory requirements, that assurance must 

come from, another source. 

As commenters noted, DEA essentially had to choose among four possibilities for 

determining whether an application meets the requirements of part 13 11: the application 

provider could self-certify the application; DEA could review and certify applications; an 

independent certification organization could take on that role; or the application provider 

could obtain a third-party audit from a qualified independent auditor. DBA believes that 

self-certification would not provide any assurance to registrants as non-compliant 

application providers would have an incentive to misrepresent their compliance with 

DEA regulatory requirements, and registrants would have few ways to detennine the 

t1.1lth. For example, an application provider could claim that its application required the 

setting of logical access controls when the application, in fact, allowed anyone access 

regru.-dless of the logical access controls. Until a practitioner or phannacy discovered that 

prescriptions were being written or altered by unauthorized persons there would be no 

reason to suspect a problem with the application. 

DEA does not have the expeltise or the resources to conduct technical reviews of 

electronic prescription or pharmacy applications. Even ifDEA elected to obtain such 

136 



expertise, the time required for it to do so and then to review all of the existing 

applications would delay adoption. 

DEA believes that a third-party audit approach allows application providers to 

seek a review as soon as their applications are compliant, which should make applications 

available for electronic prescribing of controlled substances sooner than relying on DEA. 

Third-party audits, while perhaps new to some prescription and pharmacy application 

providers, are a common approach used by the private sector to ensure compliance with 

both government regulations and private sector standards. For example, the International 

Standards Organization (ISO) frequently requires companies to obtain a third-party audit 

to gain certification for compliance with its standards (e.g., ISO 9001, ISO 14001).28 

The fourth approach would be to rely on an independent certification 

organization, such as CCHIT, to test and certify electronic prescription and pharmacy 

applications. Under the interim final rule, DEA will allow the certifications of such 

independent organizations to substitute for a third-party audit if the certification process 

clearly determines that the application being tested is compliant with DEA regulatory 

requirements and clearly distingUishes between applications that are compliant with part 

1311 and those that are not. DEA notes, for example, that CCHIT currently tests and 

certifies EHRs against a set of published standards and plans to test and certify stand-

alone electronic prescribing applications. However, at this time, CCRIT does not 

evaluate phannacy applications. Once any certification organization has incorporated 

tests for part 1311 compliance, DEA will work with the organization to determine 

whether the process and certification are sufficient so that a registrant purchasing an 

28 http://www.iso.org/iso/iso_catalogue/management_standardsl.certification.htm 
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application can rely on the certification to ensure that the application is compliant. 

Because many application providers seek certification, this approach will reduce costs. 

DEA notes, however, that it has not been able to identify any independent organization 

that certifies phannacy applications or any that certifies prescription modules at the level 

of detail DEA requires. 

Comments. Two commenters asserted that third-party audits are not a common 

practice and not required for paper prescriptions. 

DEA Response. Third-party audits, in this context, address the ability ofthe 

electromc prescription application or pharmacy application to handle controlled 

substance prescriptions securely. It is difficult to understand how that concept could be 

applied to paper prescriptions, where the only issues are whether they are written in 

compliance with the law and regulations, properly filed, and whether they have been 

altered. On a paper prescription, the alteration creates forensic evidence of the change, 

which is not necessarily the case with a prescription generated using an electronic 

application, where the lack of an audit trail or an audit function that has been disabled 

may eliminate any evidence of alterations. 

Comments. Many of the COlmnenters on this issue focused on the costs associated 

with third-party audits. One electronic prescription application provider that cUlTently 

obtains a SysTrust audit stated that the cost of the audit for the proposed requirements 

would be considerably less than DEA had estimated. This COlmnenter estimated the cost 

to be "'in the lower tens of thousands of dollars range" rather than the range of $100,000 

to $125,000 that DEA mentioned in the NPRM. Another electronic prescription 
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application provider asserted that the cost was underestimated and said the requirement 

would place a burden on application providers. 

A pharmacy organization stated application vulnerabilities should be addressed 

through technology and that they should not create extra paperwork. It also stated that 

DBA should ensure that the cost ofthese audits is reasonable for small practices and 

pharmacies. A pharmacy organization and an information technology organization stated 

that the audit requirement is a burden financially and logistically. These commenters 

noted that some clinics that serve as both practitioners and pharmacies will bear the costs 

of both sides of the transaction. 

DBA Response. DBA emphasizes that the reguirement for a third-party audit 

applies to the application provider, not to the practitioner or pharmacy that uses the 

application. Unless a healthcare system or a pharmacy has developed its own 

application, it would not be subject to the requirement. Healthcare systems that serve as 

both practitioner and pharmacy may obtain a single third-party audit that addresses part 

1311 compliance of the integrated system. 

DBA has taken a number of steps to reduce the cost of the third-party audit. First, 

recognizing that the electronic prescribing and prescription processing functions DBA is 

requiring may not change every year, DBA has revised the rule to require an audit 

whenever an application is altered in a way that could affect the functionalities within the 

electronic prescription or pharmacy application related to controlled substance 

prescription requirements or every two years, whichever occurs first. Second, DBA has 

clarified that the purpose of the third-party audit is to detennine whether the application 

meets DBA's requirements, that is, that the application is capable of performing the 
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functions DEA requires and does so consistently. Where the application is installed on 

practice or phannacy computers, the audit will not need to address the application 

provider's physical security nor will it need to address physical security at the practice or 

pharmacy because that will vary with each installation and is beyond the control of the 

application provider. For application service providers, the physical security of the ASP 

will need to be audited. 

Third., as discussed above, if independent certification organizations develop 

programs that certify applications for part 1311 compliance, DEA will review their 

processes to detennine whether such certifications can substitute for a third-party audit. 

Finally, DBA has expanded the kinds of third-party auditors beyond those who 

perfonn SysTrust, Web Trust, or SAS 70 audits to include certified information system 

auditors (ClSA) who perform compliance audits as a regular ongoing business activity. 

The CISA certification is sponsored by the Infonnation Systems Audit and Control 

Association (lSACA)29 and is recognized by the American National Standards Institute 

under ISO/IEC 17024. The certification is required by the FBCA for third-party auditors 

and by the Federal Reserve Bank for its examiners and is approved by the Department of 

Defense. DEA believes that allowing other certified IT auditors will provide application 

. providers with more options and potentially reduce the cost of the audit. DEA is seeking 

comments on the addition of ClSA to the list of pennissible auditors. 

Comments. A mail-order pharmacy said the rule should state that the annual 

SysTmst or SAS 70 audit meets DEA's regulatory requirements so that pham1acies 

29 http://www.isaca.org 
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passing their most recent audit can begin accepting electronic controlled substance 

prescriptions. 

DEA Response. The SysTrust or SAS 70 audit will be sufficient if the audit has 

detennined that the application meets the applicable requirements of part 1311. Because 

the pharmacy requirements address internal audit trails, logical access controls, and the 

ability to annotate and retain prescription records, which may be standard functions in 

existing pharmacy applications, it is possible that the existing audit has covered these 

functions. The pharmacy and the auditor should review the requirements of part 1311 

and determine whether compliance has been addressed by the existing audit. 

Comments. An intermediary suggested that certifying organizations such as itself 

and CCRIT could make the presentation of the audit a condition of certification. An 

infonnation technology organization suggested that DEA might consider the North 

American Security Products Organization (NASPO) certification as a recognized 

standard for security products since, the commenter asserted, NASPO certification is 

sponsored by the FBI and Secret Service through the Document Security Alliance. 

DEA Response. DEA notes that the commenter's existing certification process 

does not address the functions that DEA is requiring, but rather focuses on compliance 

with the SCRIPT standard. The commenter, as it stated, would rely on third-party audits 

to determine whether the applications meet DEA's requirements. Although the 

commenter may choose to impose this requirement on entities it certifies, making the 

third-party audit a condition of certification by this intermediary would not reduce the 

cost for the application providers because they would still need to obtain a third-party 

audit. Further, DEA cannot rely on one third party's certification of another third party's 
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audit or certification of a pat:ticular application's compliance with DBA regulatory 

requirements. In this regard, DEA must look to its own regulatory authority and 

regulatory requirements, not those of other entities. This is particularly true as DEA is 

not mandating the use of intermediaries. 

As discussed above, if a certification organization decides to incorporate, as part 

of its certification, a determination that the application meets the requirements of part 

1311, DEA will review the process used to determine whether the certification can be 

used as a substitute for a third-party audit. Based on a review ofthe infonnation 

available on its Web site,30 NASPO does not appear to address applications such as those 

used to create electronic prescriptions, but rather celiifies organizations. Thus, DEA does 

not believe that NASPO is currently a suitable alternative to the third-party audits or 

certifications DEA is requiring in this rule. 

Comments. Some commenters stated that there are multiple versions of 

applications in use and that third-party audits would not be feasible in these cases. 

DEA Response. The existing certification programs test and certify multiple 

versions of applications. The application providers should, therefore~ be familiar with the 

process of gaining approval for new versions. DEA notes that it is requiring a new audit 

more fi.oequently than once every two years only when one of the functions required by 

part 1311 is affected by an update or up grade to the application. If an application 

provider has multiple versions of the application, all of which use the same code and 

controls for the functions that DEA is requiling, a single audit may be able to address 

multiple versions if other changes could not impact these functions. 

30 http://www.naspo.info 
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Comments. Some commenters thought that individual practitioners or pharmacies 

would have to obtain an audit oftheir applications. 

DEA Response. As discussed above, a practice or pharmacy will be required to 

obtain an audit only if it developed the application itself. Although there may be some 

pharmacy chains that developed their own applications, it appears that even large hospital 

systems usually obtain applications from application providers. If the application 

provider has tailored its application to meet the specific needs of a healthcare system or a 

pharmacy chain, the application provider will have to determine whether the changes it 

made for a particular client affect the capability of the application to meet DEA's 

requirements. If the healthcare system or pharmacy-specific changes do not affect the 

functions specified in part 1311, a single audit may be able to address the multiple 

tailored versions of its application. DEA expects that, except for very large healthcare 

systems or practices, applications will not be tailored in ways that will affect compliance 

with part 1311. 

Comments. One application provider stated that some of the controls that DEA 

wants addressed in the audit are not under the application provider's control when the 

application has been installed on a practice or phannacy computer. 

DEA Response. DEA recognizes that the proposed rule failed to address 

adequately the different roles played by application providers that install applications and 

those that serve as application service providers. To address the differences, DEA has 

revised the rule to clarify that a third-party audit does not need to address physical 

security of an application provider if its application is installed on practitioner office or 

pharmacy computers and servers. The audit for applications that will be installed on 
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practice or pharmacy computers is limited to the application's ability to meet the part 

1311 application requirements. The application provider, in this case, has no control over 

physical security of the application installed at the practice or pharmacy location and the 

security of its own operations is not of concern to DEA because the prescription records 

are not created or stored on computers that the application provider controls. A third

party audit for an application service provider, whose servers and Web sites host the files 

of practices or pharmacies, must, however, address physical security because the ability 

of the ASP to prevent insider and outsider attacks is critical to the security of prescription 

pro"cessing. 

Comments. Pharmacy commenters stated that SureScripts/RxHub certification 

and HIP AA compliance should be sufficient to meet DEA regulatory requirements. One 

pharmacy chain asserted that it should be allowed to self-certify that its pharmacy 

application was compliant with DEA requirements for electronic prescriptions. Two 

retail pharmacy associations stated that the rule was not needed for phannacies because 

State pharmacy boards may inspect their computer applications. They stated that their 

applications must comply with HIP AA and the SCRIPT standard. A State agency stated 

that these audits for phamlacies may not be needed and would impose additional costs on 

phannacies. 

DEA Response. SureScripts/RxHub certifies phannacy and electronic 

prescription applications for interoperability and compliance with NCPDP SCRIPT, but 

not for their intemal secUlity or other functionalities; as COlmnenters noted, SCRIPT 

supports, but does not mandate, the inclusion of all the DEA-required information. In 

addition, SureScripts/RxHub is not a neutral third P81iy, but was established and is run by 
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the pharmacy industry and may have a vested interest in promoting the existing model of 

transmission over others. Thus, DEA believes that SureScripts/RxHub certification, 

while beneficial from an industry perspective, is not suitable to address DEA's 

requirement for a neutral unbiased third-party audit of electronic prescription and 

phannacyapplications. DEA also notes that assertions (especially self-assertions, which 

are typically not verified by an outside party) of compliance with the HIP AA Security 

Rule provide limited assurance of security. The HIP AA Security Rule, which is focused 

on protecting personal health information from disclosure, is risk-based and designed to 

be flexible and scalable because the risks may vary with the number of patients. In 

contrast, DEA has based its requirements on its statutory obligations and must require all 

pharmacies to implement the defined security controls. As discussed above, application 

provider self-certification would not provide registrants with reasonable assurance of 

compliance. 

DEA would be willing to evaluate a request from a pharmacy board to carry out a 

third-party audit or review of an audit, but as no State Board offered to take on this role 

in its comments to the NPRM, DEA doubts that this approach is feasible. 

Comments. An application provider stated that the SysTrust and Web Trust audits 

are intended for e-commerce Web sites. The commenter asserted that a healthcare 

information application is considerably more complex than an e-commerce Web site, as 

an EMR may provide thousands of features/functions. The commenter asked what the 

auditor would examine and test during an audit of such a complex application. The 

commenter asked whether CPA firms are qualified to audit such complex applications in 

a consistent manner. With the overall complexity and the number of organizations that 

, 
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would be required to obtain the audits, it asked whether DEA had considered the impact 

of such a requirement if organizations are not able to get an audit performed due to 

overall demand. 

DEA Response. The WebTrust audit is intended for Web sites, but the SysTrust 

audit and the SAS 70 audits are not. DEA stated in the NPRM that the only aspects of 

the applications that are subject to the audit are processing integrity and, for ASPs, 

physical security as they relate to the creation and processing of controlled substance 

prescriptions. DEA is not requiring an application provider to have all aspects and 

functions of their applications audited. Although a provider may want an auditor to 

determine whether its application accurately moves data from one part of an ERR to 

another (e.g., diagnosis codes from the patient record to an insurance fonn), DEA is not 

requiring that such functions be audited unless they directly affect the creation, signing, 

transmitting, or, for phannacies, the processing of controlled substance prescriptions. 

As discussed above, if an organization develops a program to certify electronic 

prescription or phannacy applications, DEA will review the processes for certification of 

applications proposed by that organization to detennine if the certification standards 

adequately evaluate compliance with pali 1311. DEA will provide a list of those 

organizations whose celiification processes adequately address compliance with DEA's 

requirements and allow such certifications to take the place ofthird-patiy audits. This 

should reduce the cost to application providers. As for the concem about the availability 

ofthird-patiy auditors, DEA notes that there are a limited number of applications, which 

are unlikely all to be ready for audits at the same time. DEA, however, has expanded the 

range of potential auditors by including those who have elSA credentials. 
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Comments. A number of commenters objected to the annual audit, stating that 

the applications do not change annually. They suggested a two- or three-year period 

would be more appropriate. 

DBA Response. DBA agrees with commenters on the issue of annual audits and 

has revised the rule to require an initial audit prior to use of the application for electronic 

prescriptions for controlled substances, and to require subsequent audits once every two 

years or whenever functions related to creating and signing or processing of controlled 

substance prescriptions are altered, whichever occurs first. Application providers will be 

required to keep their most recent audit report and any other reports obtained in the 

previous two years. DBA notes that CCRIT now requires recertification every two year. 

Comments. Practitioner organizations, healthcare organizations, and an 

intennediary stated that prescribers are not competent to review audits and that DBA 

should publish a list of qualifying applications. One association stated that the onus 

should be on the application provider to meet the requirements and fix any deficiencies so 

that practitioners do not need to stop using an application. 

DBA Response. SysTrust and Web Trust audit reports are intended for the public. 

It should not be difficult for an application provider to insist that the report include a 

summary that clearly states whether the application meets DBA requirements. If 

certification bodies take on the role of certifying applications for compliance with part 

1311, the existence of the certification will be enough to meet the requirement to use a 

compliant application. DBA expects that application providers will have an incentive to 

address any shortcomings quickly to ensure customer satisfaction. 

( ) 
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Comments. Another commenter asked why the intermediaries are not required to 

be audited. A State agency asserted that intennediaries should be independently certified 

and audited annually. That commenter suggested that transmission should be limited to 

wired networks. 

DEA Response. DEA's rule does not address the use ofintenllediaries in the 

transmission of electronic prescriptions for controlled substances. Rather, it addresses 

requirements for applications used to write electronic prescriptions for controlled 

substances and process them at pharmacies, and requirements for the registrants who use 

those applications. DEA requires registrants to use only applications that meet certain 

requirements because the registrants choose the applications. Registrants have no control 

over the string oftbree to five intermediaries involved in some electronic prescription 

transmissions. A practitioner might be able to determine from his application provider 

which intermediaries it uses to move the prescription from the practitioner to 

SureScripts/RxHub or a similar conversion service, but neither the practitioner nor the 

application provider would [rod it easy to determine which intennediaries serve each of 

the pharmacies a practitioner's patients may choose. Phannacies have the problem in 

reverse; they may know which intennediaries send them prescriptions, but have no way 

to detennine the intennediaries used to route prescriptions from perhaps hundreds of 

practitioners using different applications to SureScripts/RxHub or a similar service. 

Despite these considerations, DEA believes the involvement of intenllediaries will not 

comproinise the integrity of electronic pl'eSClibing of controlled substances, provided the 

requirements of the interim final rule are satisfied. Among these requirements is that the 

prescription record be digitally signed before and after transmission to avoid the need to 
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address the security of intennediaries. DEA realizes that this approach will not prevent 

problems during the transmission, but it will at least identify that the problem occurred 

during transmission and protect practitioners and phannacies from being held responsible 

for problems that may arise during transmission that are not attributable to them. 

J. Risk Assessment 

In the NPRM, DEA provided a detailed risk assessment, applying the criteria of 

• 
OMB M-04-04, a guidance document for assessing risks for Federal agencies. (See 73 

FR 36731-36739; June 27, 2008.) Under M-04-04, risks are assessed for four assurance 

levels (1 - little or no confidence in asserted identity - to 4 - very high certainty in the 

asserted identity) across six potential impacts. M-04-04 classifies risks as low, medium, 

and high as described in Table 1 and associates risk levels with assurance levels as shown 

in Table 2. 

Table 1: M-04-04 Potential Impacts of Authentication Errors31 

I I Low Impact I Moderate Impact I High Impact I 
Potential Impact 
of 
Inconvenience, 
Distress or 
Damage to 
Standing or 
Reputation 

At worst, limited short-
term inconvenience, 
distress or 
embarrassment to any 
party. 

At worst, serious short-
term or limited long-
term inconvenience or 
damage to the standing 
or reputation of any 
party. 

Severe or serious long-
term inconvenience, 
distress or damage to 
the standing or 
reputation to the party 
(ordinarily reserved for 
situations with 
particularly severe 
effects or which may 
affect many individuals). 

Potential Impact At worst, an insignificant At worst, a serious Severe or catastrophic 
of Financial Loss or inconsequential 

unrecoverable financial 
loss to any party, or at 
worst, an insignificant or 
inconsequential agency 
liability. 

unrecoverable financial 
loss to any party, or a 
serious agency liability. 

unrecoverable financial 
loss to any party; or 
severe or catastrophic 
agency liability. 

Potential impact 
of harm to 

At worst, a limited 
adverse effect on 

At worst, a serious 
adverse effect on 

A severe or catastrophic 
adverse effect on 

31 Office of Management and Budget. "E-Authentication Guidance for Federal Agencies" M-04-04. 
December 16, 2003. 
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Low Impact Moderate Impact High Impact 
agency organizational organizational organizational 
programs or operations, assets, or operations or assets, or operations or assets, or 
public interests public interests. 

Examples of limited 
adverse effects are: (i) 
mission capability 
degradation to the extent 
and duration that the 
organization is able to 
perform its primary 
functions with noticeably 
reduced effectiveness; 
or (ii) minor damage to 
organizational assets or 
public interests. 

public interests. 
Examples of serious 
adverse effects are: (i) 
significant mission 
capability degradation 
to the extent and 
duration that the 
organization is able to 
perform its primary 
functions with 
significantly reduced 
effectiveness; or (ii) 
significant damage to 
organizational assets 
or public interests. 

public interests. 
Examples of severe or 
catastrophic effects are: 
(i) severe mission 
capability degradation 
or loss of [sic] to the 
extent and duration that 
the organization is 
unable to perform one 
or more of its primary 
functions; or (ii) major 
damage to 
organizational assets or 
public interests. 

Potential Impact At worst, a limited At worst, a release of At worst, a release of 
of unauthorized release of personal, U.S. personal, U.S; personal, U.S. 
release of government sensitive"or government sensitive, government sensitive, 
sensitive commercially sensitive or commercially or commercially 
information information to 

unauthorized parties 
resulting in a loss of 
confidentiality with a low 
impact, as defined in 
FIPS PUB 199. 

sensitive information to 
unauthorized parties 
resulting in a loss of 
confidentiality with a 
moderate impact, as 
defined in FIPS PUB 
199. 

sensitive information to 
unauthorized parties 
resulting in a loss of 
confidentiality with a 
high impact, as defined 
in FIPS PUB 199. 

Potential Impact At worst, minor injury not At worst, moderate risk A risk of serious injury 
to Personal requiring medical of minor injury or or death. 
Safety treatment limited risk of injury 

requiring medical 
treatment. 

., 

Potential impact At worst, a risk of civil or At worst, a risk of civil A risk of civil or criminal 
of civil or criminal violations of a or criminal violations violations that are of 
criminal nature that would not that may be subject to special importance to 
violations ordinarily be subject to 

enforcement efforts. 
enforcement efforts. enforcement programs. 

Table 2: Maximum Potential Impacts for Each Assurance Level 

Level 1 Level 2 Level 3 Level 4 
Potential Impact of Low Impact Moderate Impact Moderate Impact High Impact 
Inconvenience, 
Distress, or 
Damage to 
Standing or 
Reputation 
Potential Impact of Low Impact Moderate Impact Moderate Impact High Impact 
Financial Loss 
Potential impact of n/a Low Impact Moderate Impact High Impact 
harm to agency 
programs or public 
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Level 1 Level 2 Level 3 Level 4 
interests 
Potential Impact of n/a Low Impact Moderate Impact High Impact 
unauthorized 
release of 
sensitive 
information 
Potential Impact to n/a n/a Low Impact Moderate Impact 
Personal Safety 
Potential impact of n/a Low Impact Moderate Impact High Impact 
civil or criminal 
violations 

In the risk assessment conducted as part of the NPRM, DBA detennined that the 

potential impact of financial loss and the potential impact of unauthorized release of 

sensitive infonnation were not applicable to the rule; the risk related to the potential 

impact of inconvenience, damage, or distress to standing or reputation was rated as 

moderate. DBA rated the other three factors as high risk, which is associated with Level 

4. As DBA discussed in the NPRM, inadequate requirements for authentication protocols 

would make it difficult to detect diversion and to enforce the statutory mandates of the 

Controlled Substances Act; DBA's ability to carry out its statutory mandate would be 

seriously undennined. As DBA discussed extensively in the NPRM, the consequences· of 

diversion and abuse of controlled substances are clearly severe to the users. The criminal 

penalties associated with diversion involve imprisonment and/or fines. (See 73 FR 

36733:..36734, June 27, 2009, for a full description of the reasons for DBA's ratings.) 

Because the highest risk level rated for any element detennines the overall assurance 

level, DBA proposed using Level 4 for the authentication protocols although it did not 

apply any assurance level to identity proofing. 

Comments. Only four commenters directly addressed the risk assessment. An 

application provider and an infonnation technology finn addressed the requirements for a 
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hard token and asserted that Level 4 would be very hard to implement and that Level 3 

would be sufficient. 

The infonnation technology fmn stated that Level 4 token technology is 

significantly more costly to distribute, manage, and operate than multi-token Level 3 

technologies. The commenter asserted that cell phone-based multi-factor one-time

password devices require the distribution of code that is unique to each cell phone 

platfonn. Consequently, the commenter asserted, the cost and complexity for the end

users is significant. The logistical management of the software and cryptographic 

solutions for multi-factor cryptographic hardware devices make their cost untenable in a 

large scale, heterogeneous deployment. The application provider asserted that Level 4 

requires that every system user use a Level 4 token to access the system, not just 

practitioners accessing select functions in a single application. Both commenters 

suggested that DEA require Level 3 tokens that are stored on a device "separate from the 

computer gaining access," citing OMB memorandum M-07-16 on safeguarding personal 

infonnation.32 These commenters asserted that this approach would eliminate the risk 

that DEA cited with NIST Level 3, which allows storage on the computer gaining access. 

They stated that "the use of such multi-token level 3 two-factor authentication solutions 

has been proven successful in mass scale deployments with heterogeneous user 

populations since no hardware or software is required by the end-user specific to the 

authentication transaction. This has been done with no provisioning complexity and a 

variety of integrated identity proofmg capabilities including face-to-face and remote 

knowledge-based identity proofing." An intennediary stated that most PDAs or other 

32 http://www. whitehouse.gov/omb/assets/omb/memoranda/fy2007 Im07 -16 .pdf 
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handheld devices typically do not meet a FIPS 140-2 validation with physical security at 

Level 3 or higher. It also said that SP 800-63-1 does not require that approved 

cryptographic algorithms must be implemented in a cryptographic module validated 

under FIPS 140-2. 

DBA Response. DBA agrees with some of the comments and has revised the 

interim final rule to allow authentication protocols that meet NIST Level 3; if the 

protocols involve a hard token, they must be either one-time-password devices or 

cryptographic modules that are not stored on the computer the practitioner is using to 

access the application. Contrary to the commenter's claim, NIST SP 800-63-1 requires 

both OTP devices and cryptographic tokens to be validated at FIPS 140-2 Security Level 

1 or higher. 33 

The primary purpose of the higher level of physical security for Level 4 is to 

prevent tampering with the device. Given the technical expertise needed to tamper with a 

device without making it nonfunctional, DBA does not consider that such tampering is 

enough of a risk in healthcare settings to justify imposing the higher costs associated with 

such devices. DBA believes that the other steps it is implementing regarding identity 

proofmg and logical access control are sufficient to mitigate the risk to allow for Level 3 

rather than Level 4 tokens. By requiring that two factors are used to access the controlled 

substance functions in the application, DBA is limiting the threat from stolen or 

tampered-with tokens. 

Comments. Another application provider objected to DBA's assessment and 

argued that Level 2 protections (single-factor) were adequate. The application provider 

33 National Institute of Standards and Technology. Special Publication 800-63-1, Draft Electronic 
Authentication Guideline, December 8, 2008, pages 40-41. 
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stated that Level 2, with the use of a strong password in addition to a known Internet 

Protocol address or out-of-band token, would be sufficient. The application provider also 

suggested that DEA should adopt a tiered approach, with lesser requirements for 

Schedule III, IV, and V substances Gust a strong password). For Schedule II, it suggested 

a combination of a strong password and other "something you know" (e.g., out-of-band 

message, challenge response questions) plus a printout of every prescription, with the 

printout manually signed to create an audit trail. As an alternative the application 

provider suggested that ifDEA requires two-factor authentication, DBA should allow a 

variety of second factors including white listed IF address, biometrics, soft tokens, and 

hard tokens, such as proximity badges, barcode readers, thumb drives, etc. 

DEA Response. DEA disagrees with this commenter. DEA does not believe that 

one-factor authentication is adequate. As discussed at length above, passwords are not 

secure, particularly in healthcare settings where people work in close proximity to each 

other and many people may use the same computers. Even without the possibility of 

shoulder-surfing in such settings, strong passwords, because of their complexity and the 

need to change them fi:equently, are more likely to be written down. DEA also notes that 

maintenance of password systems imposes considerable costs. 

DEA also disagrees with the commenter's suggestion for different requirements 

for Schedule II presc11ptions. As DEA has discussed, electronic prescriptions are written 

prescriptions. Requirements for written prescriptions are unifonn, regardless of the 

schedule of the controlled substance. Further, to establish diffe11ng requirements for 

Schedule II controlled substance prescriptions as compared with Schedule III, IV, and V 

prescriptions would add unnecessary complexity to the electronic presc11ption 
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application. The commenter's suggestion appears to be based on the assumption that 

Schedule II substances, and their related prescriptions, are more likely to be diverted; 

however, DBA notes that both Schedule III and Schedule IV substances, and their related 

prescriptions, are regularly diverted for nonlegitimate use. DBA believes that a single 

approach more accurately reflects the statutory and regulatory requirements for written 

prescriptions, is more appropriate, and will be easier for application providers and 

practitioners to implement. 

DBA has adopted some of the second factors that the commenter suggested, 

specifically the biometric and any hard token that meets NIST Level 3, which could 

include proximity cards and thumb drives that contain a cryptographic module. DEA 

does not believe that associating a prescription with a particular IP address will provide a 

pharmacy any assurance of the identity of the person who signed the prescription; any 

prescription generated on a practice's computers may have the sa,me IP address. This 

suggestion aiso assumes that every pharmacy to which a practitioner may transmit would 

have the ability to determine whether the source IP address was whitelisted. 

Comments. An intermediary asserted that DEA should implement electronic 

prescriptions for controlled substances with Level 2 and increase the requirements only if 

needed. The commenter asserted that the existing system includes authentication of the 

clinician and the connections, access controls, audit trails, and pharmacist as a 

gatekeeper. It stated that electronic prescribing could not increase the speed of diversion 

because the phannacist acts as a gatekeeper. The commenter claimed that electronic 

prescribing would have a low impact on harm to the agency and public i:r;tterest. The 

commenter asserted that the ability to breach the electronic prescribing infrastructure 

( 
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would take far greater ex.pertise than today's paper system. The commenter further 

claimed that electronic prescribing would reduce the risk of injury and death by reducing 

undetectable diversion and abuse. The commenter asserted that personal safety should be 

considered low risk. Stronger authentication of the clinician minimally reduces the risk 

of alteration of the prescription; existing processes and controls audited by third parties 

reduce th~ overall risk more significantly. The cOlmnenter believed that existing 

electronic prescribing infrastructure and systems will dramatically reduce the chance of 

diversion and abuse seen in the existing paper process; thus, the commenter asserted, the 

risk of civil or criminal violations is actually reduced with electronic prescribing and 

should be considered low. The commenter·stated that data mining would effectively 

address diversion concerns. 

DBA Response. DBA strongly disagrees with this commenter's claims. The 

existing system, where some applications allow individuals to enroll online with no 

identity proofing, provides no assurance that the person issuing a prescription is a 

practitioner. It takes no technical expertise to steal an identity, palticularly for office staff 

who have 'access to DBA registration certificates and State authorizations. Applications 

that do not have logical access controls or do not implement them may allow any person 

with access to a practitioner's computers to wlite and issue prescriptions. Passwords, as 

discussed previously, are the most common fonn of authentication credential and provide 

no proof that the person enteling the password is the person associated with the 

password. The security of the prescliption as it moves through intennediaries is of 

limited value if there is no evidence of who issued the prescliption. Strong authentication 

is needed, not simply to prevent alteration, but to prevent nonregistrants from issuing 
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controlled substance prescriptions. The risk of diversion without strong authentication is 

high. The practitioners could be subject to civil and criminal prosecution if their 

applications are misused and prescriptions are written in their names, or if their identity is 

stolen. 

As to the claim that pharmacists will prevent wide-spread diversion, it is difficult 

to see how this could be the case. If someone issues multiple prescriptions to a patient 

and transmits them to multiple pharmacies, the pharmacists will have no ability to 

identify the problem, just as a single phannacist will not be able to identify fraudulent 

prescriptions issued to multiple patients. Unlike paper prescriptions, electronic 

prescriptions lack many of the indications of a forged prescription that pharmacists use to 

identify a forged paper prescription. Electronic prescribing applications make it difficult 

for the person diverting to misspell a drug name or to select dosage forms that do not 

exist; they provide no indication of alterations. 

The commenter assumes that such problems will be discovered through data 

mining and that data mining will reduce diversion. DEA, however, has no authority to 

collect data on all prescriptions issued and, therefore, no ability to conduct data mining. 

Even ifDEA had the authority to collect prescription data, data mining would only work 

if all prescription data were available (electronic prescriptions, paper, fax, and oral) and 

in a common electronic format. If the per-prescription transaction fee charged by the 

commenter for transmission is any indication of the cost of that one step in data mining, 

the cost of data mining for controlled substance prescriptions to DEA could be high. 

Data mining, were it legally possible and economically feasible, is based on being 

able to identify patterns of unusual activities. Data mining might detect individuals 
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diveliing controlled substances for themselves or registrants issuing large numbers of 

prescriptions potentially other than for legitimate medical purposes. It would not identify 

the organized diverters who would easily determine what patterns would trigger 

investigation and avoid those patterns. One problem with poorly controlled or 

uncontrolled electronic prescription issuance is that it would be easy for criminals to steal 

practitioner identities, issue a limited number of prescriptions under each identity to a 

limited number of patients, and move on to the next set of stolen identities. Nothing in 

the pattern would trigger investigation, regardless of whether data mining was being 

conducted. 

Finally, data mining, even in real time if that were to be possible, would not 

prevent many of the injuries and deaths diversion causes because the drugs would have 

been obtained and used or sold before law enforcement could act. To claim that the risk 

to personal safety is low is to ignore the reality of the consequences of drug diversion. 

DBA considers it critical that electronic prescribing applications for controlled substance 

prescriptions be designed to limit the possibility of diversion to as great an extent as 

possible rather th~n assume that the problems will not occur. Fixing the problem after 

electronic prescribing applications are widely deployed, as the commenter suggested 

could be done, would be far more difficult and more disruptive than implementing 

reasonable controls in the early stages of the applications' use. 

Because of DE A's statutory responsibilities and the magnitude of the hanl1 to the 

public health and safety that would result if an insufficie~tly secure system were to cause 

an increase in diversion of controlled substances, any regulations authOlizing the use of 

electronic prescriptions for controlled substances must contain adequate security 

158 



i 
\ 
\ 

measures from the outset. DBA cannot, consistent with its obligations, set the bar lower 

than it believes necessary with an eye toward increasing the security requirements at 

some later date should the vulnerabilities be exploited. Regulatory changes take 

significant time - time during which there could be continuing harm to the public health 

 , and safety. 

Comment. One application provider stated that the use of the government 

guidelines for risk assessment was inappropriate because those guidelines were 

developed to analyze people remotely accessing open networks. 

DBA Response. DBA recognizes that the guidelines were developed for 

government systems, but believes that the basic principles can be applied to the security 

of both Federal and private applications. Although practitioners may write most oftheir 

prescriptions while at their offices, they will probably want the ability to access their 

office applications when they are away from the office so they can issue prescriptions 

remotely when needed; such access will frequently be through thelntemet and may use 

wireless connections. In addition, practitioners using application service providers access 

the electronic prescription application over the Internet, which they may do from any 

computer or location. Security concerns must address both of these situations. 

K. Other Issues 

1. Definitions 

In the NPRM, DBA proposed to move all of the existing definitions in part 1311 

to a new section in part 1300 (§ 1300.03) and to add new defmitions to that section. The 

proposed defmitions included "audit," "audit trail," "authentication," "authentication 

protocol," "electronic prescription," "hard token," "identity proofing," "intermediary," 
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NIST SP 800-63," "paper prescliption," "PDA," "SAS 70 audit," "service provider," 

"SysTrust," "token," "valid prescription," and "WebTrust." 

Deftnition of "Service provider." In the NPRM, DEA proposed to define a 

service provider as follows: 

Service provider means a trusted entity that does one or more of the 
following: 
(1) Issues or registers practitioner tokens and issues electronic credentials 
to practitioners. 
(2) Provides the technology system (software or service) used to create 
and send electronic prescriptions. 
(3) Provides the technology system (software or service) used to receive 
and process electronic prescriptions at a pharmacy. 

Comments. Practitioner and phannacy organizations requested that DEA define 

service providers and intermediaries. A practitioner organization stated that DEA had· 

used "service provider" for any third party (vendor or intermediary). It believed that 

these should have separate names. A standards organization asked who the service 

provider is in the case where the software is loaded to the practitioners' computers. A 

phannacy organization also asked for clarification of the tenn "service provider" and 

whether their functions can be delegated. 

An intennediary recommended modifying the definition of service provider to 

recognize that some prescribers and the entities for which they work have created their 

own electronic prescribing applications. The intermediary noted that some prescribers, as 

well as some pharmacies, have their own proprietary applications and do not connect to 

intennediaries tlu'ough third-party service providers, but rather connect directly. 

Accordingly, some entities in fact act as both a prescriber or pharmacy, on the one hand, 

and an application provider, on the other hand. The intennediary also noted that the 

addition of the word "tmsted" to the definition of service provider adds a subjective 
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element that is not defmed anywhere in the NPRM. While the word "trusted" is a tenn of 

art used in the industry, since it is not defined in the NPRM, the intennediary stated that 

DEA should delete the word "trusted" from the defmition of service provider to avoid 

any ambiguity in the future. The intennediary argued that if an entity complies with the 

requirements as imposed by the rule, then that entity is and should be considered a trusted 

entity, and there is no need to introduce an undefined and subjective word such as 

"trusted" into the definition. 

DEA Response. DEA agrees that further delineation among the various entities 

involved in electronic prescribing of controlled substances is needed. In addition, DEA 

has changed the tenns to use the more accurate word "application," rather than service or 

system. In computer tenninology, an application is software that perfonns specific tasks 

(e.g., word processing, ERRs); a system is the underlying operating program. DEA has, 

therefore, revised the rule to add the following definitions. 

Electronic prescription application provider means an entity that develops or 

markets electronic prescription software either as a stand-alone application or as a 

module in an electronic health record application. 

Phannacy application provider means an entity that develops or markets software 

that manages the receipt and processing of electronic prescriptions. 

Application service provider means an entity that sells electronic prescription or 

pharmacy applications as a hosted service, where the entity controls access to the 

application and maintains the software and records on its servers. 

. 
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Installed electronic prescription application means software that is used to create 

electronic prescriptions and that is installed on a practitioner's computers and servers, 

where access and records are controlled by the practitioner. 

Installed pharmacy application means software that is used to process prescription 

information and that is installed on the pharmacy's computers or servers and is controlled 

by the phannacy. 

The definition of "intermediary" is unchanged from the NPRM: "Intermediary 

means any technology system that receives and transmits an electronic prescription 

between the practitioner and pharmacy." 

DEA believes that. these revisions will clarify the rule and allow DEA to make the 

distinction between application service providers, who host and manage the electronic 

prescription applications on an ongoing basis, and those providers that develop, market, 

or install software, but do not manage the application once it is installed. In the case of a 

closed system, a single entity may manage both the electronic prescription application 

and the pharmacy application and, therefore, would be considered to be the provider of 

both. Based on the inclusion of these new definitions, DEA has removed the tenn 

"service provider" from the interim final rule. ' 

Definition of "electronic signature." In the NPRM, DEA proposed to define the 

term electronic signature as follows: "Electronic signature means a method of signing an 

electronic message that identifies a particular person as the source of the message and 

indicates the person's approval of the infonnation contained in the message." As DEA 

explained in the NPRM, this defmition of electronic signature is taken directly from 21 
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CFR 1311.02, and was merely being merged into the definitions section for electronic 

ordering and prescribing activities. 

Comments. Several commenters stated thatDEA should adopt the E-Sign 

definition of electronic signature: "Electronic Signature means an electronic sound, 

symbol, or process attached to or logically associated with a record and executed or 

adopted by a person with the intent to sign the record." 

DEA Response. DEA disagrees. The definition of "electronic signature" in the 

proposed rule is the existing definition in § 1311.02 that was adopted in 2005 when DEA 

promulgated its "Electronic Orders for Controlled Substances" Final Rule (70 FR 16901, 

April 1, 2005). DEA is simply moving the definitions codified in that final rule to a new 

section. DEA believes that the E-Sign definition is too general to provide the necessary 

clarity in the context of this interim fmal rule. 

Comments. A healthcare group asked DEA to further define "manually signed." 

It asked whether the act of a practitioner signing with an electronic signature would 

suffice or is a handwritten signature on the computer-generated prescription that is 

printed or faxed required. 

DEA Response. DEA does not believe that "manually signed" requires further 

defmition. The phrase "manually signed" has been a part of the DEA regulations since 

the inception of the CSA (and is currently found in § 1306.05(a)) without the need for 

elaboration. It has a plain language meaning that is clear: the practitioner must use a pen, 

indelible pencil, or other writing instrument to sign by hand the paper prescription. 

Comments. An application provider organization stated that the word "signing" is 

imprecise; instead it should say "approve" and/or "transmit." 
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DBA Response. DBA has revised the proposed rule, as discussed, to require that 

two-factor authentication act as signing and that the application must label the function as 

signing as well as presenting a statement on the screen that informs the practitioner that 

executing the two-factor authentication protocol is signing the prescription. Signing is 

the practitioner's final authorization for the transmission and dispensing of a controlled 

substance prescription, issued for a legitimate medical purpose in the usual course of 

professional practice, and indicating the practitioner's intent to be legally responsible for 

such authorization. 

Comments. A State Board ofPhannacy provided definitions it uses for electronic 

prescriptions to define "point of care vendors," "network vendors," "prescribers," and 

"contracted." 

DBA Response. DBA considered these definitions in developing its definitions 

for the interim final rule. The definitions offered by the Board of Phannacy COlmnenter 

include requirements, which are not generally part of Federal definitions. The 

commenter's definitions appear to rely on contracts among the various vendors for 

security, but it is not clear how these contracts would be enforced or how a practitioner or 

phannacy would be able to determine that they were in place. DBA also notes that the 

network vendor definition fails to consider that many intermediaries connect only to other 

intennediaries, not to practitioners and pharmacies. A defmition of prescriber is not 

needed as DEA's rules limit who can prescribe coiltrolled substances. Thus, while DBA 

appreciates the Board of Phannacy' s suggestions, it did not adopt any of the definitions 

specifically included in the comment. 
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Defmition of "closed system." DBA did not propose to define the tenn "closed 

system." This phrase would refer to situations in which both the electronic prescription 

application and the phannacy application were controlled by the same entity and where 

practitioners and phannacies outside of the closed system could not access or be accessed 

by users of the closed system. 

Comments. An insurance industry organization suggested that DBA add a 

defmition of "closed system" to address healthcare systems that employ both the 

practitioner and phannacists and handle the prescriptions within a single system. 

DBA Response. DBA does not believe that a definition of closed system is 

needed at this time because DBA is not imposing any additional or different requirements 

on closed systems. Closed systems are subject to the same rules as open systems. As 

discussed above, DBA is allowing non-Federal systems to use the rules proposed for 

Federal systems. Some closed systems may find it advantageous to adopt this approach, 

but they are not required to do so. 

Defmition of "hard token." In the NPRM, DBA proposed to define the tenn hard 

token as follows: "Hard token means a cryptographic key stored on a special hardware 

device (e.g., a PDA, cell phone, smart card) rather than on a general purpose computer." 

Comments. An infonnation technology organization recommended that DBA add 

a USB fob to the list of hardware devices described in the definition of hard token. It 

also recommended the use of the tenn Key Storage Mechanism instead of hard token as 

this is the more standard industry tenn in current use. 

DBA Response. DBA has added USB fob to the list of devices described in the 

defmition of "hard token." DBA notes that this list merely provides examples and is not 

(J 
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all-encompassing. If another hardware device meets DEA's requirements for security it 

can be used to meet the requirements of this interim final rule. 

Defmitions related to digital signatures. DEA did not propose any definitions in 

the NPRM related to digital signatures other than those it was transfening from 21 CFR 

1311.02. 

Comments. An infonnation technology organization recommended adding 

definitions for registration agent and trusted agent. A security firm suggested the 

inclusion of several other definitions related to digital signatures. 

DEA Response. DEA does not believe that definitions ofregistration agent and 

other certification authority terms are needed. DEA has, however, added a definition of 

"trusted agent," because institutional practitioners may fill this role if they elect to obtain 

authentication credentials from a certification authority or credential service provider for 

practitioners using their electronic prescription application to write controlled substances 

prescliptions. The definition is based on NIST's defmition and describes the trusted 

agent as an entity authorized to act as a representative of a certification authOlity or 

credential Service provider in confirming practitioner identification as part of the identity 

proofing process.34 

Definition ofNIST SP 800-63. In the NPRM, DEA proposed to defme the tenn 

NIST SP 800-63 as follows: "NIST SP 800-63, as incorporated by reference in 

§ 1311.08 of this chapter, means a Federal standard for electronic authentication." While 

this tenn appeared in the definitions, DEA also notes that the Special Publication itself 

was also proposed to be incorporated by reference in proposed § 1311.08. 

34 NatiDnal Institute of Standards and Technology. IR-7298 Glossary of Key Information Security Terms, 
April 25, 2006. 
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Comments. A hea1thcare organization stated that the definition ofNIST SP 800-

63 should be modified to cover future revisions. 

DEA Response. DEA has revised the incorporation ofNIST SP 800-63 to cover 

the current version. Federal agencies are not permitted to incorporate by reference future 

versions of documents. 

Definitions ofSysTrust and WebTrust. In the NPRM, DEA separately defined 

the terms SysTrust and Web Trust. 

Comments. A hea1thcare organization believed that SysTrust and WebTrust have 

converged under the reference of Trust Services for business to business commerce. The 

commenter believed that a new definition for Trust Services should be introduced and 

language within the rule modified accordingly for such references. 

DEA Response. Although SysTrust and WebTrust are considered part of Trust 

Services, they are still separate services and identified as such by the American Institute 

of Certified Public Accountants. Therefore, DEA has not revised these terms in this 

interim final rule. 

Other Definition Issues 

-Comment. One commenter stated that DEA should adopt the NIST SP 800-63 

defmition of "possession and control of a token" and recommended that DEA define 

"sole possession." 

DEA Response. DEA does not believe that these defmitions are necessary. Both 

phrases consist of plainly understood tenns that have well-established legal meanings. 
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2. Other Issues 

Comments. A number of commenters asked DEA to provide a list of application 

providers that met DEA's requirements. A practitioner organization, a pharmacy 

organization, and a physician suggested that DEA make available to prescribers and 

application providers a database ofphannacies that accept electronic prescriptions. The 

physician suggested that DEA require all phannacies to register their ability to accept 

electronic prescriptions for controlled substances with DEA and for DEA to provide an 

online automatic directory that enables all electronic health record application providers 

and electronic prescription application providers to query for all pharmacies and 

determine immediately if an electronic prescription for a controlled substance can be sent 

to a particular pharmacy. The commenter suggested that, if it was determined that a 

particular phannacy did not accept electronic prescriptions, the electronic health record 

application or electronic prescription application could then automatically switch to print 

and notify the prescribing physician of the change and requirement for wet signature and 

providing the prescription to the patient. This commenter asserted that physicians have 

had considerable difficulty with the current noncontrolled substance electronic 

prescribing systems because they could not rely on phannacy participation or have a 

reliable means of locating phannacies. A practitioner organization suggested that DEA 

could require pharmacies to indicate whether they accept electronic prescriptions as part 

of DE A's registration process. 

DEA Response. DEA does not believe that it is in a position to develop and 

maintain complete and accurate lists of either application providers that provide 

applications meeting DEA's requirements for electronic prescriptions for controlled 
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substances, or of pharmacies that accept electronic prescriptions. Whether an application 

provider chooses to develop applications that comply with DEA's regulatory 

requirements and, thus, be in a position to supply applications that may lawfully be used 

by practitioners to create, sign, and transmit electronic prescriptions for controlled 

substances and by pharmacies to receive and process electronic prescriptions for 

controlled substances, is a business decision on the part of that provider. As all providers 

will be required to undergo third-party audits of their applications, DEA believes that 

these audit reports, which will be available to interested practitioners, will provide notice 

of application providers' compliance with DEA regulations. If certification organizations 

develop programs to certify compliance with DEA's requirements and DEA approves the 

programs, the certification will also provide practitioners with the information. 

Similarly, DEA does not believe it appropriate for DEA itself to maintain a list of 

pharmacies that accept electronic prescriptions for controlled substances. Again, whether 

a pharmacy chooses to accept such prescriptions is a business decision left to that 

pharmacy. DEA is not in a position to proactively and continually monitor pharmacies' 

involvement in this arena, nor is DEA in a position to continually receive updates from its 

approximately 65,000 phannacy registrants regarding their involvement. The electronic 

prescribing of controlled substances by prescribing practitioners, and the dispensing of 

those electronic prescriptions by DEA-registered pharmacies, is strictly voluntary. 

DEA notes that electronic prescliption application providers maintain databases of 

pharmacies that accept electronic prescriptions for routing or other purposes. DEA 

believes that application providers and/or intermediaries are better suited to the task of 

maintaining these listings. This is particularly necessary as, due to potential 
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interoperability issues, a phannacy that can process prescriptions from one application 

provider may not be able to process prescriptions from other application providers. 

Comments. A number of commenters urged DEA to adopt a particular version of 

the National Council for Prescription Drug Programs SCRIPT standard and cite particular 

SCRIPT functions. Several State phannacist associations asserted that DEA should 

require the full support of all transaction types of the approved Centers for Medicare and 

Medicaid Services standards including fill status notification (RXFILL), cancel 

prescription notification (CANRX) transactions, and prescription change transactions 

(RXCHG), throughout the prescribing process for controlled substances. The 

commenters asserted that using these transactions supports medication adherence 

monitoring and decreases opportunities for diversion. These transactions are already 

present in the NCPDP SCRIPT standard. A pharmacy Application provider stated that 

DEA should clarify which SCRIPT transactions must be covered and recommended 

NEWRX, REFRES, and CHGRES. Phannacy organizations noted that the'SCRIPT 

standard does not provide explicit standards for some data elements in prescliptions (drug 

names, dosing, route, and frequency); without standards for these elements, 

interoperability between pharmacies and practitioners cannot be assured. A phamlacy 

organization urged DEA to encourage the development of discrete standards for these 

elements. Practitioner organizations also noted that the SCRIPT standard for sig 

(directions for use) has not been approved or accepted. 

A phannacy organization stated that it is receiving many repOlis of errors 

occurring in electronic prescriptions. The commenter indicated that the prescliptions are· 

quite legible, but, occasionally, quite wrong. Phannacists are reporting that many 
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prescriptions are being received by the pharmacy with the drug names and directions for 

use truncated. In other cases, the directions are incorrect in the space allocated for 

directions, while the intended instructions are placed in the "comments" section. In other 

situations, the wrong drug, wrong strength, or totally incorrect directions are transmitted. 

Occasionally, the quantity of drug is incorrect. There have been a few instances where a 

computer application, according to anecdotal reports, actually "shuffled" prescriptions in 

the application, such that the drug intended for one patient appeared on screen for another 

patient. The organization asserted that errors have been caused by practitioner software 

and pharmacy software, as well as practitioner keying errors. 

DBA Response. DBA shares the concern about prescription errors created by the 

SCRIPT standard, which is not yet fully functional. DBA, however, does not believe that 

mandating one version of the standard or particular functions would be useful. The 

standard continues to evolve; if DBA incorporated by reference one version, it would 

need to go through rulemaking to update the reference, which could delay 

implementation of improvements. DBA believes that the best approach is to set 

minimum requirements to ensure the integrity, authentication, and non-repudiation for 

controlled substance prescriptions (and in a manner consistent with maintaining effective 

controls against diversion) and leave the industry to develop all other aspects of 

electronic prescriptions. This will provide the maximum flexibility while ensuring that 

DBA's statutory obligations are addressed. 

Comments. A few commenters suggested that DBA apply different standards for 

Schedule II prescriptions. One application provider suggested that Schedule II 
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prescriptions should remain permissible only as paper prescriptions and that a single

factor authentication protocol be allowed for Schedule III, N and V prescriptions. 

DEA Response. It is true that prescriptions for Schedule II controlled substances 

are subject to greater statutory and regulatory controls than prescriptions for controlled 

substances in Schedules III, N, and V. These differences in controls are commensurate 

with the differences among these drugs in relative potential for abuse and likelihood of 

causing dependence when abused. Along similar lines, it is accurate to st8:te that, among 

the pharmaceutical controlled substances, drugs in Schedule II are subject to the most 

stringent controls because abuse of these drugs tends to be more harmful to the public 

health and welfare than abuse ofphannaceutical drugs in lower schedules. Nonetheless, 

DEA does not believe it is necessary or appropriate to disallow altogether the electronic 

prescribing of Schedule II controlled substances. Given the carefully crafted 

requirements contained in this interim fInal rule, DEA believes that electronic prescribing 

of all pharmaceutical controlled substances in all schedules can take place without 

adversely affecting diversion control. 

It should also be noted that the required elements of a prescription for a controlled 

substance (those set f01ih in 21 CFR 1306.05(a)) are the same for all prescriptions for 

controlled substances, and this same approach is followed in the interim fInal rule with 

respect to electronic prescliptions. Further, DEA believes that disallowing the electronic 

prescribing of Schedule II controlled substances' could signifIcantly hinder adoption of 

electronic presclibing of controlled substances in other schedules, as it would potentially 

create separate application requirements for separate schedules, causing confusion among 
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practitioners, pharmacies, and application providers as to which requirements should be 

followed for which substances. 

Comments. An application provider believed that proposed § 1311.100 is 

redundant in view of current § 1306.03 and should be deleted. 

DEA Response. Current § 1306.03 ("Persons entitled to issue prescriptions.") 

provides general requirements for the issuance of all prescriptions, written and oral. 

While the requirements of proposed § 1311.100 (:Eligibility to issue electronic 

prescriptions.") restated principles from § 1306.03, DEA believes it appropriate to restate 

those important concepts specifically in regard to electronic prescriptions. Therefore, 

DEA is retaining the concepts proposed in § 1311.100. 

Comments. A healthcare system asked DEA to clarify the specific consequences 

of non -compliance with each requirement. 

DEA Response. The potential consequences of failing to comply with the 

requirements in this interim fmal rule regarding the electronic prescribing of controlled 

substances are the same as the potential consequences of failing to comply with 

longstanding requirements regarding the general prescribing and dispensing of controlled 

substances. Just as one cannot list all the potential scenarios in which the existing 

prescription requirements might be violated, one cannot list all the possible ways in 

which the various requirements of this interim final rule might be violated. However, as 

a general matter, if a person fails to comply with the requirements of this interim final 

rule in a manner that constitutes a criminal or civil violation of the CSA, that person is 

subject to potential criminal prosecution or civil action as contemplated by the Act. In 

addition, a DEA registrant who fails to comply with the requirements of the regulations is 
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subject to potential administrative action that may result in suspension or revocation of 

his DEA registration. 

Comments. A pharmacy organization and an intermediary stated that DEA 

should revise proposed § 1306. 11 (a) ("Requirement of prescription [for controlled 

substances listed in Schedule II].") to read "pursuant to a written or electronic 

prescription. " 

DEA Response. DEA has defmed paper prescription in § 1300.03. A wlitten 

prescription includes both paper and electronic prescriptions issued in conformity with 

the DEA regulations. Thus, the suggested revision is not necessary. 

Comments. A number of phannacist organizations submitted the same comment,. 

listing the following as objectives DEA should pursue in developing the fmal rule: 

• Promoting scalability and nationwide adoption of electronic prescribing by 

enabling all prescribers, regardless of the volume of controlled substances 

prescribed, to create and transmit prescriptions for controlled substances via the 

same electronic media as prescriptions for noncontrolled substances. 

• Reducing and eliminating additional costs and administrative burden on 

phannacists and prescribers; 

• Ensuring compliance and consistency with the unifonn standards relating to the 

requirements for electronic prescription dmg programs; 

. • Improving patient safety and quality of care; and 

• Allowing for the expeditious adoption of tec1mological advances and imlovation. 

DEA Response. DEA has attempted to reduce the burden to practitioners, 

pharmacies, and others with changes in the interim fma1 rule based on the comments 
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received, providing flexibility to adopt other technologies as they become feasible, and 

facilitating adoption of electronic prescriptions for controlled substances. Although 

admirable goals, uniform standards and improved quality of care are not within DEA's 

statutory authority; other government agencies are responsible for these issues. DEA 

recognizes the benefits to pharmacies of uniform standards, but a variety of methods of 

signing and transmitting electronic prescriptions may satisfy the requirements of the 

interim [mal rule and should be allowed for those that wish to use them. 

Comments. A number of practitioner organizations urged DEA to ensure that the 

requirements for electronic prescriptions for controlled substances were cost-effective, 

particularly for small practices. 

DEA Response. DEA believes that the interim final rule will impose even lower 

costs on registrants than the proposed rule. DEA also notes that the incremental cost of 

its requirements is relatively small compared to the costs of adopting and installing new 

applications. A full discussion of the costs and benefits associated with this rule is 

provided in the required analyses section of this document. 

Comments. One advocacy organization asserted that DEA is placing much of the 

responsibility for application security on practitioners and pharmacies, and asked if DEA 

has sufficient statutory authority to do so. The commenter asked whether such authority 

to require this new responsibility lies within the Controlled Substances Act authority to 

register practitioners. 

DEA Response. As set forth at the outset of this preamble, DEA has broad 

statutory authority under the Controlled Substances Act to issue rules and regulations 

relating to, among other things, the control of the dispensing of controlled substances, 
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and to issue and enforce rules and regulations that the agency deems necessary to 

effectuate the CSA. 35 Also, the structure of the CSA is unlike most statutory schemes in 

that it prohibits all transactions involving controlled substances except those specifically 

allowed by the Act and its implementing regulations.36 The interim fmal rule is 

consistent with these aspects of the CSA. It is also worth reiterating here that DEA is not 

requiring any practitioner to issue electronic prescriptions for controlled substances or 

any phannacy to accept them; it is simply setting the requirements that must be met 

before a practitioner may lawfully issue, and a phannacy may lawfully process, electronic 

prescriptions for controlled substances. 

As has been discussed previously, nothing in this rule prevents a practitioner or a 

practitioner's agent from using an existing electronic prescription application that does 

not comply with the interim fmal rule to prepare a controlled substance prescription, so 

that ERR and other electronic prescribing functionality may be used, and print the 

prescription for manual signature by the practitioner. Such prescriptions are paper 

prescliptions and subject to the existing requirements for paper prescriptions. 

Comments. Some COlmnenters urged DEA to help tighten the security standards 

imposed under the Health Insurance Portability and Accountability Act. Others cited 

HIP AA as sufficient to protect the security of electronic prescriptions. 

DEA Response. The Department of Health and Human Services is responsible 

for the HIP AA standards; questions or COlmnents about these standards should be 

addressed to HHS. The HIP AA security standards are general, leaving many details on 

35 21 U.S.C. 821 & 871(b). 
36 21 U.S.C. 841(a)(I). See United States v. Moore, 423 U.S. 122, 131 (1975) ("only the lawful acts of 
registrants are exempted" from the prohibition on distribution and dispensing of controlled substances set·
forth in 21 U.S.C. 84l(a)(I)). 
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implementation to individual healthcare providers; many of the specifications to 

implement the security standards are addressable and not mandatory. HIP AA generally 

focuses on protecting the privacy of the individual patient's information rather than on 

the possibility of alteration of records or the creation of fraudulent records. As HIP AA 

was not designed to prevent the diversion of controlled substances, compliance with 

HIP AA standards alone will not result in the implementation of the types of measures 

contained in this interim final rule that are specifically tailored to safeguard against 

diversion. 

Comments. A practitioner organization noted that the rule did not specify 

requirements for what the commenter termed "pharmacy-generated electronic refill 

requests." The commenter stated that existing electronic prescription applications allow 

physicians to quickly review and approve electronic refill requests from pharmacies. The 

commenter asserted that the efficiency of electronic refills is one of the major incentives 

for physicians to electronically prescribe. The commenter suggested that the final rule 

should explicitly state whether electronic refill requests will require physicians to take 

additional steps when authorizing refills of controlled substance prescriptions. 

DEA Response. The interim final rule allows for a practitioner to authorize the 

refilling of an electronic prescription for a controlled substance in the same circumstances 

that the regulations currently allow a practitioner to authorize the refilling of a paper or 

oral prescription for a controlled substance. In this context, the following aspects of 

existing law and regulations should be noted. Part 1306 allows practitioners to authorize 

refills for controlled substances in Schedules III, IV, and V when the original prescription 

is written. Schedule II prescliptions may not be refilled, as set forth in the CSA, and 

) 
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DEA has no authority to depart from that statutory prohibition in the context of paper or 

electronic prescriptions. If a patient is seeking additional medication not authorized by 

the original prescription, the practitioner must issue a new prescription regardless of the 

Schedule. If a pharmacy electronically requests that a practitioner authorize the 

dispensing of medication not originally authorized on a prescription, or authorize a new 

prescription based on a previously dispensed prescription, DEA would view any 

prescriptions issued pursuant to those requests as new prescliptions. If they are written, 

regardless of whether they are electronic or on paper, they must be signed by the 

practitioner. Thus, a manual signature would be required for a paper prescription 

pursuant to § 1306.05, or a practitioner could follow the signature requirements for 

electronic prescriptions discussed in this rulemalcing. Alternatively, for a Schedule III, 

IV, or V prescription, the pharmacy may receive an oral prescription for that controlled 

substance, but the phannacy must immediately reduce that oral, unsigned, prescliption to 

writing pursuant to current regulatory requirements. 

Comments. A number of commenters asked that DEA postpone the effective date 

ofthe fmal rule, (i.e., grant what some commenters characterized as an "extended 

compliance date.") Among these commenters, the range of suggested effective dates was 

from 1 8 months to four years after issuance of the final rule. 

DEA Response. DEA believes it is unnecessary to postpone the effective date of 

the interim final rule because use of electronic prescriptions for controlled substances is 

voluntary. The interim final rule does not mandate that practitioners switch to electronic 

prescribing of controlled substances. As soon as electronic prescription applications can 

come into compliance with the requirements of these regulations they may be used for 
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controlled substance prescriptions. Conversely, practitioners may not use existing 

electronic prescription applications to transmit electronic prescriptions for controlled 

substances until those applications are in compliance with the interim final rule. 

Pharmacy applications may also be used to process electronic prescriptions for controlled 

substances once they are in compliance with the interim [mal rule, but not before. DEA 

notes that existing electronic prescription applications may be used to create a 

prescription for controlled substances, but until the application is compliant with the rule, 

that prescription would have to be printed and signed manually, then given to the patient 

or, for Schedule III, IV, and V prescriptions, faxed to the pharmacy. 

Similarly, DEA does not believe it prudent to delay the effective date of this rule 

for any length of time. DEA wishes to encourage adoption of electronic prescriptions for 

controlled substances as rapidly as industry is willing and able to comply with the 

requirements of this rule. DEA recognizes that some health care entities, particularly 

Federal healthcare facilities, may be more prepared to begin electronically prescribing 

controlled substances in compliance with this rule than others. To delay the effective 

date of this rule may unnecessarily hinder those organizations from electronically 

prescribing controlled substances as quicldy as they are able. 

Comments. A State phannacy organization asserted that if it is required to use an 

intermediary in the transmission of a controlled substance prescription from a practitioner 

to a phannacy, the only way to verify a prescription would be to call the practitioner. 

DEA Response. DEA does not require the use of any intennediaries in the 

transmission of electronic prescriptions between prescribing practitioners and 

phannacies. There is nothing in the rule that bars the direct transmission of an electronic 

179 



prescription from a practitioner to a pharmacy. Until the SCRIPT standard is mature, 

however, a practitioner whose patients use multiple pharmacies may have to use 

intermediaries to ensure that the pharmacy will read the data file correctly. DEA believes 

that the requirements of the interim final rule will provide adequate protections. 

COlmnents. A number of COlmnenters believed thatDEA would, could, or should 

conduct data mining of electronic controlled substance prescriptions. One commenter 

saw this as a potential threat to civil liberties. Others saw it as a benefit. A pharmacy 

organization and a chain pharmacy stated that adding requirements for electronic 

prescriptions will not improve DEA's ability to reduce abuse, but that data mining could. 

One commenter stated that the benefits to be gained from data mining would allow DEA 

to impose fewer requirements on electronic prescriptions. 

DEA Response. DEA does not conduct a prescription monitoring program (as 

some States do) or otherwise engage in the generalized collection or analysis of 

controlled substance prescription data; nor is it the intent of this rule to provide a 

mechanism for such an activity. The real-time data mining that some commenters feared 

and others saw as an advantage of electronic presclibing is not contemplated as part of 

this rulemaking. This rule pe11.11its practitioners to write electronic prescriptions for 

controlled substances and phannacies to process those electronically written 

prescriptions. Those applications work independently of DE A and do not directly report 

prescription information to DEA. This rule merely establishes requirements those 

applications must meet to be used for electronic prescliptions for conn:olled substances.' 

. DEA notes that 38 States have implemented prescription monitoring programs 

that are based on the submission of data from pharmacies after the prescliptions have 

180 



(~~ 

I 

( 

been filled. These programs may be used to identify patients who are obtaining 

prescriptions from multiple practitioners at one time or practitioners who are issuing an 

unusual number of controlled substance prescriptions. 

Comments. A State Board of Pharmacy asserted that there should be a 

requirement for application integration with all electronic medical record applications and 

State prescription data banks so that controlled substance prescriptions are readily 

identifiable. 

DEA Response. DEA understands the Board's concern, but believes what the 

Board seeks is not feasible or appropriate as a DEA regulatory requirement at this time 

for two reasons. First, electronic prescription applications and electronic health record 

applications may be installed in many States. Unless all State data banks will be 

configured in exactly the same way, it would not be possible for an application provider 

to ensure its application would be integrated with any particular State system. DEA notes 

that the electronic prescription and electronic health record applications will have to be 

able to identify controlled substance prescriptions and generate logs of those 

prescriptions. Second, State systems have generally obtained data from pharmacies 

rather than practitioners. Phannacy applications have to be able to identify controlled 

substance prescriptions. 

Comments. A number of commenters representing practitioner organizations and 

one application provider stated that DEA should not impose any requirements until those 

requirements have been tested and shown ready for use. 

DEA Response. DEA recognizes the value of pilot testing, but does not believe 

that waiting for pilot testing is necessary or appropriate. Many of the provisions DEA 

181 



proposed in its NPRM have been revised based on comments received; DEA has 

provided options for some key items to give registrants and application providers 

alternatives. DEA also notes that with so many applications available, what may be 

feasible for one system may be burdensome for others, so that pilot testing would not 

necessarily prove whether a paliicular approach was feasible or difficult for any specific 

application provider. This is particularly true as electronic prescription applications can 

be either stand-alone applications or can be integrated into more robust applications, such 

as electronic health record applications. 

Comments. A pharmacy organization asked if the statement in proposed 

§ l31l.200( d) is imposing a strict liability standard. 

DEA Response. The statement the COlmnenter references appeared in both 

proposed § 1311.1 OO( c) ("Eligibility to issue electronic prescriptions.") and proposed 

§ 131l.200( d) ("Eligibility to digitally sign controlled substances prescriptions.") It 

reads: "The practitioner issuing an electronic controlled substance prescription is 

responsible if a prescription does not confonn in all essential respects to the law and 

regulations." The statement in proposed § 1311.1 OO( c) and § 1311.200( d) is simply a 

repetition ofthe existing requirement in CUlTent § 1306.05. This statement has been a 

part of the regulations implementing the CSA since the regulations were first issued in 

1971 following the enactment of the CSA. In the ensuing 38 years, there has never been 

an occasion in which a court has declared the provision to be legally problematic or in 

need of elaboration. Accordingly, it is appropliate to retain the concept in the context of 

electronic prescriptions for .controlled substances, which DEA is doing by incorporating 

the provision in § 1311.100 and § 1311.200. 
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Comments. Several commenters questioned DEA's concern about diversion. A 

State Board of Phannacy asserted that it had found less risk of fraud with electronic 

prescriptions. Another State Board of Phannacy disagreed that record integrity was 

needed to prosecute individuals forging prescriptions, asserting that it did not need to 

prove when and where a prescription was forged or altered. One physician stated that the 

problem with diversion was with the patient, not the doctor. 

DEA Response. DEA notes that there is no slibstantial regulatory experience on 

which State Boards of Phannacy or other regulating bodies may draw when it comes to 

electronic prescriptions for controlled substances as such method of prescribing has not, 

prior to the issuance of this interim final rule, been authorized by the DEA regulations. 

While there has been electronic prescribing of noncontrolled substances, it is not 

surprising that there may be little evidence of fraud with prescriptions for such drugs as 

they are far less likely to be abused and diverted than controlled substances. One State 

Board of Phannacy seems to have misunderstood the purpose of the rule or the issues of 

establishing who altered a prescription when there is no forensic evidence. It is true that 

with a paper prescription, it may, depending on the circumstances, be unnecessary to 

establish when and where a prescription was altered because the alteration itself can 

provide evidence of who did it. With electronic prescriptions, however, there may be no 

effective means of proving who made the alteration absent evidence of when the change 

OCCUlTed. Likewise, without such evidence, it is difficult, if not impossible, to achieve 

non-repudiation, and thus the persons actually responsible for the prescription may be 

able to disclaim responsibility. As for the practitioner commenter who attributed the 

problem to the patient, DEA agrees that patients can be sources of diversion of controlled 
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substances, but a considerable amount of diversion also occurs from within practitioners' 

offices and pharmacies as well. 

Comments. One application provider stated that the evidence that DEA presented 

on insider threats in the NPRM would not have been available if these threats had not 

been identified. The commenter asserted that the ability of the Secret Service/Carnegie 

Mellon study37 to identify the character of the employees as well as their "technical" 

status indicates that existing industry standards are sufficient to detect and investigate the 

nature of violations. 

DEA Response. That studies have been able to identify the kinds of people who 

commit insider crimes does not support an argument that insider crimes are, therefore, 

not a problem or are easily identified or prosecuted. Further, most of the insider attacks 

mentioned in the study to which this commenter referred were identified because the 

insiders or fonner insiders intended the attack to be obvious and destructive; these were 

usually revenge attacks by disgruntled employees or former employees. With financial 

insider attacks, the victim has reason to identify the attack because the attack results in 

financial losses. If insider attacks occur with electronic prescription applications, the 

application providers will not be the target or suffer financial losses; their applications 

will simply be used to cOlmnit a crime. In any event, regardless of what studies might 

purport to show with respectto insider attacks of computer-based systems, DEA has an 

obligation in this rulemaking to establish requirements that are particularly crafted to 

maintain effective controls against diversion of controlled substances in the context of 

37 Insider Threat" Study: Illicit Cyber Activity in the Banking and Financial Sector, August 2004; Insider 
Threat Study: Computer System Sabotage in Critical Infrastructure Sectors, May 2005 
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electronic prescribing. DEA is aware of no study that refutes DEA's determination about 

the need for the controls contained in this interim fInal rule. 

Comments. One commenter, a physician, suggested that DEA and the Centers for 

Medicare and Medicaid Services go back to the electronic prescribing and electronic 

health record industries and tell them to incorporate DEA's proposed system upgrades, 

that these be operational in any CCRIT -approved system before moving ahead with these 

standards, and that DEA tell Congress that no penalties should be applied to any non-

adopting physician before the system has been upgraded to the satisfaction of DE A. 

DEA Response. Consistent with the Administrative Procedure Act, DEA will 

articulate through this interim fInal rule those regulatory requirements regarding 

electronic prescriptions for controlled substances. DEA does not believe it would be 

legally sound or consistent with the public health and safety to declare that physicians or 

any other persons may disregard, without legal consequence, the standards established by 

this interim fInal rule. 

Comment. A State said that checks for the validity and completeness of a 

prescription should occur at the prescriber's offIce. A phannacy employee stated that 

prescribers should not be able to transmit prescriptions unless the prescription meets all 

regulations of the State where the prescription will be fIlled. This individual further· 

believed that prescriptions should be allowed to be fIlled anywhere in the country. 

Finally, this individual recommended that there be provisions to permit the transfer of the 

prescription to another phannacy even if it is out of State. 

DEA Response. Section 1306.05 states that the practitioner is responsible for 

ensuring that a prescription conforms in all essential respects with the law and regulation; 
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it also places a corresponding liability on pharmacies to ensure that only prescriptions 

that confonn with the regulations are dispensed. The interim fmal rule requires that the 

electronic prescription application be capable of capturing all of the infonnation and that 

the practitioner review the prescription before signing it. This requirement, however, 

does not relieve a pharmacy of its responsibility to ensure that the prescription it receives 

confonns to the law and regulations. 

As this interim final rule is a DEA rule, it is, of course, focused on Federal, not 

State, requirements. In view of this comment, however, it should be noted that the CSA 

has long provided that a practitioner who fails to comply with applicable State laws 

relating to controlled substances is subj ect to loss of DEA registration. 38 Similarly, it has 

always been the case that compliance with the CSA or DEA regulations does not relieve 

anyone of the additional obligation to comply with any State requirements that pertain to 

the same activity.39 Thus, it is both the practitioner's and the pharmacy's responsibility 

to ensure that the prescription complies with all applicable laws and regulations. DEA 

does not limit where a prescription may be filled, nor does it limit where a prescription 

may be transferred, provided such transfers take place in a manner authOlized by the 

DEA regulations. 

3. Beyond the Scope 

A number of commenters raised issues that are beyond the scope of this 

rulemaking (e. g., requirements on the number of registrations that a practitioner must 

hold, penalties and incentives for electronic prescribing, the inability to set an indefinite 

quantity in prescriptions for LTCF patients). Consistent with sound AP A practice, ?-nd to 

38 21 U.S.c. 823(f)(4). 
39 See 21 U.S.C. 903. 
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avoid unnecessary discussion, DBA will not address in this interim fmal rule such 

comments that are not directly related to the electronic prescribing of controlled 

substances. 

L. Summary of Changes from the Proposed Rule 

In view of the comments that DBA received, the interim final rule contains a 

number of changes to the proposed rule. For the most part, the changes are logical 

outgrowths of the proposed rule and comments. In some instances, however, DBA has 

detennined that the changes from the proposed rule warrant additional public comment. 

To assist the reader in understanding the changes, this section summarizes the major 

revisions. Commenters made a variety of recommendations on each issue. Where DBA 

detennined that it could accept recommendations without lessening the security and 

integrity of controlled substance prescriptions, it has done so to provide more flexibility 

and lessen the burden on practitioners and pharmacies. 

Identity proofing. DBA has adopted in the interim final rule an approach that is 

different from the approach it proposed. As some commenters recommended, the interim 

final rule requires individual practitioners to obtain NIST SP 800-63-1 Assurance Level 3 

identity proofing from entities that are Federally approved to conduct such identity 

proofing; NIST SP 800-63-1 Assurance Level 3 allows either in-person or remote identity 

proofing, subject to the NIST requirements. The Federally approved entities will provide 

the two-factor authentication credentials for individual practitioners. As commenters 

suggested, institutional practitioners have the option to conduct identity proofing in-

house through their credentialing offices and may issue the two-factor authentication 

credentials themselves. 
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Access control. In contrast to the proposed rule, the interim final rule places the 

responsibility for checking the DEA and State authorities and setting logical access on 

the individual practice or institution rather than on the application provider. Commenters 

indicated that many application providers were not involved in these actions. Under the 

interim final rule, two individuals are required to enter or change logical access controls. 

The applications must limit access for indicating that a controlled substance prescription 

is ready for signing and signing to individuals authorized under DEA regulations to do 

so. 

Two-factor authentication. The interim final rule retains the proposed 

requirement of.two-factor authentication, but as commenters requested, allows the option 

of using a biometric to replace the hard token or the lmowledge factor. DEA has also 

revised the rule to allow the hard token, when used, to be compliant with FIPS 140-2 

Security Levell or higher, provided that the token is separate from the computer being 

accessed. DBA has revised the rule to allow practitioners with multiple DBA numbers to 

use a single two-factor authentication credential per practitioner; the application must 

require these practitioners to select the appropriate DBA number for the prescliption 

being issued. As COlmnenters requested, the interim final rule also includes an 

application requirement that will allow a supervisor's DBA number to appear on the 

prescription provided it is clear which DBA number is associated with the prescribing 

practitioner. 

. Creating the prescription. As proposed, the interim final rule requires that 

practitioners indicate that each controlled substance prescription is ready to be signed. 

As cornmenters recOlmnended, however, the patient's address need not appear on the 
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review screen, but it must still be included on the transmitted prescription, consistent with 

longstanding regulations applicable to all prescriptions for controlled substances. The 

proposed attestation statement has been shortened and must appear on the screen at the 

time of the review, but, as some commenters recommended, does not require a separate 

keystroke. Also under the interim final rule, authentication to the application must occur 

at signing, eliminating the need for the proposed lock-out provision. 

Signing and transmitting the prescription. As some commenters recommended, 

the interim final rule requires two-factor authentication to be synonymous with signing. 

In fact, the interim final rule expressly states that the completion of the two-factor 

authentication protocol by the practitioner legally constitutes that practitioner's signature 

of the prescription. When the practitioner completes the two-factor authentication 

protocol, the application must apply its (or the practitioner's) private key to digitally sign 

at least the information required under part 1306. That digitally signed record must be 

electronically archived. As commenters suggested, this revision allows other staff 

members to add information not required by DEA regulations after signature, such as 

phannacy URLs, and at LTCFs, allows staff to review and annotate records before 

transmission, so that current workflows can be maintained. The interim final rule retains 

the proposed requirement that the electronic prescription application include an indication 

that the prescription was signed in the information transmitted to the pharmacy. 

PKI. At the suggestion of many commenters, the interim final rule allows any 

practitioner to use the digital signature option proposed for Federal healthcare systems. 

Transmission issues. The interim final rule adopts the suggestion of some 

commenters that printing of a transmitted electronic prescription be permissible provided 
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the printed prescription is clearly marked as a copy not for dispensing. The interim fmal 

rule specifies the conditions for printing a prescription when transmission fails, as 

conunenters asked. DBA has also clarified in the interim final rule that the prohibition on 

alteration of content dUling transmission applies to the actions of intermediaries; changes 

made by pharmacies are subject to the same rules that apply to all prescriptions for 

controlled substances. As proposed, intermediaries are not allowed under the interim 

final rule to transfonn an electronic prescription into a facsimile; facsimiles of 

prescriptions are paper prescriptions that must be manually signed. 

Monthly logs. As some conunenters recommended, DBA has retained in the 

interim final rule the requirement that the application automatically provide the 

practitioner with a monthly log of the practitioner's electronic prescribing of controlled 

substances. However, the interim final rule eliminates the proposed requirement that the 

practitioner indicate his review of the log. DBA has also maintained in the interim final 

rule the proposed requirement that the application provide practitioners a log on request. 

The interim final rule goes somewhat further than the proposed rule in this respect by 

requiring that the applIcation allow the practitioner to specify the time period for log 

review, and to allow the practitioner to request and obtain a display of up to a minimum 

of two years of prior electronic prescribing of controlled substances and to request a 

display for particular patients or drugs. 

Internal audit trails. DEA has provided in the interim final rule ~nore detail on the 

requirements for the internal audit trails required for both prescription and pharmacy 

applications. The interim final rule does not provide a comprehensive list of auditable 

events as some commenters requested, but clarifies that auditable events should be 
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limited to potential security problems. For pharmacy applications, the interim fmal rule 

eliminates the proposed requirement that the audit trail log each time a prescription is 

opened, as commenters suggested. 

Other pharmacy issues. DEA has retained in the interim final rule the proposed 

requirement that either the last intennediary or the pharmacy digitally sign the 

prescription as received unless a practitioner's digital signature is attached and can be 

verified by the pharmacy. However, as commenters suggested, the interim final rul~ 

revises the requirement for checking the DEA registration of the practitioner to make it 

consistent with other prescriptions: the pharmacy must check the DEA registration when 

it has reason to suspect the validity ofthe registration or the prescription. Although DEA 

recommends as a best practice off site storage of backup copies, it is not requiring it in the 

interim final rule as was proposed. 

Third-party audits. As commenters recommended, the interim final rule allows 

certification of electronic prescription applications and pharmacy applications by a DEA-

approved certification organization to replace a third-party audit. The interim fmal rule 

also expands beyond the proposed rule the list of potential auditors to include certified 

information system auditors. As commenters suggested, the interim final rule extends the 

time frame for periodic audits from one year to two years, or whenever a functionality 

related to controlled substance prescriptions is altered, whichever occurred first. 

Recordkeeping. Based on the COlmnents received, the interim final rule reduces 

the recordkeeping period to two years from the proposed five years. 

DEA wishes to emphasize that the electronic prescribing of controlled substances 

is in addition to, not a replacement of, existing requirements for written and oral 

I 
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prescriptions for controlled substances. This rule provides a new option to prescribing 

practitioners and phannacies. It does not change existing regulatory requirements for 

written and oral prescriptions for controlled substances. Prescribing practitioners will 

still be able to write, and manually sign, prescriptions for,Schedule II, III, IV, and V 

controlled substances, and phannacies will still be able to dispense controlled substances 

based on those written prescriptions and archive those records of dispensing. Further, 

nothing in this rule prevents a practitioner or a practitioner's agent from using an existing 

electronic prescription application that does not comply with the interim final rule to 

prepare a controlled substance prescription electronically, so that ERR and other 

electronic prescribing functionality may be used, and print the prescription for manual 

signature by the practitioner. Such prescriptions are paper prescriptions and subject to 

the existing requirements for paper prescriptions. 
," 

V. Section-by-Section Discussion of the Interim Final Rule 

In Part 1300, DEA is adding a new § 1300.03 ("Definitions relating to electronic 

orders for controlled substances and electronic prescriptions for controlled substances.") 

The definitions currently in § 1311.02 are moved to § 1300.03. Definitions ofthe 

following are established without revision from the NPRM: "audit trail," 

"authentication," "electronic prescription," "identity proofing," "intermediary," "paper 

prescription," "PDA," "SAS 70," "SysTrust," "token," "valid prescription," and 

"WebTrust." Based on comments received, DEA is establishing the definition of "hard 

token~~' with changes as discussed above. Based on comments received, DEA is adding 

definitions of the terms "application service provider," "electronic prescliption 

application provider," "installed electronic prescription application," "installed phannacy 
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application," "pharmacy application provider," and "signing function." DEA is updating 

the proposed definition of "NIST SP 800-63" to reflect the most current version of this 

document. 

Other changes to definitions. Beyond the revisions discussed above, DEA has 

made several changes to the definitions section established in this rulemaking. Although 

not specifically discussed by commenters, DEA has made other changes to certain 

defmitions to provide greater clarity, specificity, or precision. Changes are discussed 

below . 

. To address the use ofa biometric as one possible factor in a two-factor 

authentication credential, DEA is adding definitions specific to that subject. Specifically, 

DEA is adding definitions of "biometric subsystem," "false match rate," "false non-

match rate," "NIST SP 800-76-1," and "operating point." While DEA is adding a 

definition of "password" to mean "a secret, typically a character string (letters, numbers, 

and other symbols), that a person memorizes and uses to authenticate his identity," DEA 

is not establishing any regulations regarding password strength, length, format, or 

character usage. 

In the definition of authentication protocol, DEArevised the language slightly to 

read: "Authentication protocol means a well specified message exchange process that 

verifies possession of a token to remotely authenticate a person to an application." The 

proposed language had read "to remotely authenticate a prescriber." 

As discussed elsewhere in this rule, DEA is revising certain recordkeeping 

requirements. To ensure that tenns used regarding recordkeeping are understood, DEA 

has repeated the definition of "readily retrievable" from 21 CFR 1300.0l(b)(38). This 

, 
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defInition is longstanding and is well understood by the regulated industry. DBA does 

not believe that this defmition will cause the regulated industry any diffIculty. Since the 

inception of the CSA, the DEA regulations have defIned the term as follows: "Readily 

retrievable means that certain records are kept by automatic data processing systems or 

other electronic or mechanized recordkeeping systems in such a manner that they can be 

separated out from all other records in a reasonable time and/or records are kept on which 

certain items are asterisked, redlined, or in some other manner visually identifIable apart 

from other items appearing on the records." 

In its NPRM, DEA proposed to defIne the term "audit" as follows: "audit means 

an independent review and examination of records and activities to assess the adequacy 

of system controls, to ensure compliance with established policies and operational 

procedures, and to recommend necessary changes in controls, policies, or procedures." 

To provide greater specifIcity to this tenn, DEA has revised the tenn to be "third-party 

audit" rather than simply "audit." The defInition remains unchanged from the NPRM in 

all other respects. 

DEA has added defInitions of credential and credential service provider based on 

the NIST definitions in NIST SP 800-63-1. 

DEA has added defmitions for the updated NIST FIPS standards. Finally, DBA is 

defming the term "trusted agent" to provide greater specifIcity regarding identity 

proofIng conducted by institutional practitioners. 

In Part 1304, § 1304.04 is revised to limit rycords that cannot be maintained at a 

central location to paper order fonns for Schedule I and II controlled substances and 

paper prescllptions. In paragraph (b)(l), DEA is removing the reference to prescllptions; 
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all prescription requirements are moved to paragraph (h). Paragraph (h), which details 

phannacy recordkeeping, is revised to limit the current requirements to paper 

prescriptions and to state that electronic prescriptions must be retrievable by prescriber's 

name, patient name, drug dispensed, and date filled. The electronic records must be in a 

format that will allow DEA or other law enforcement agencies to read the records and 

manipulate them; preferably the data should be downloadable to a spreadsheet or 

database format that allows DEA to sort the data. The data extracted should only include 

the items DEA requires on a prescription. Records are required to be capable of being 

printed upon request. 

DEA is adding a new § 1304.06 ("Records and reports for electronic 

prescriptions.") This section does not create new recordkeeping requirements, but rather 

simply consolidates and references in one section requirements that exist in other parts of 

the rule. This new section is intended to make it easier for registrants and application 

providers to understand the records and reports they are required to maintain. 

Practitioners who issue electronic prescriptions for controlled substances must use 

electronic prescription applications that retain the record of the digitally signed 

prescription infonnation and the internal audit trail and any auditable event identified by 

the internal audit trail. Institutional practitioners must retain a record of identity proofing 

and issuance of the two-factor authentication credential, where applicable, as required by 

§ 1311.110. Pharmacies that process electronic prescriptions for controlled substances 

must use a pharmacy application that retains all prescription and dispensing infonnation 

required by DEA regulations, the digitally signed record ofthe prescription as received 

by the pharmacy, and the internal audit trail and any auditable event identified by the 
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internal audit trail. Registrants and application service providers must retain a copy of 

any security in,cident report filed with the Administration. Application providers must 

retain third-party audit or certification reports and any adverse audit or certification 

reports filed with the Administration regarding problems identified by the third-party 

audit or certification. All records must be retained for twc? years unless otherwise 

specified. DEA is not establishing any recordkeeping requirements for credential service 

providers or certification authorities because they are already subject to such 

requirements under the tenns of certificate policies or frameworks they must meet to gain 

Federal approval. 

In Part 1306 ("Prescriptions") § 1306.05 is amended to state that electronic 

prescriptions must be created and signed using an application that meets the requirements 

of part 1311 and to limit some requirements to paper prescriptions (e.g., the requirement 

that paper prescriptions have the practitioner's name stamped or hand-printed on the 

prescriptions). The section also adds "computer printer" to the list of methods for 

creating a paper prescription and clarifies that a computer-generated prescription that is 

printed out or faxed must be manually signed. DEA is aware that in some cases, an 

intermediary transfening an electronic prescription to a phannacy may convert a 

prescription to a facsimile if the intennediary cannot complete the transmission 

electronically. As discussed previously in this rule, for controlled substance 

prescriptions, transfonnation to facsimile by an intennediary is not an acceptable 

solution. The section, as proposed, is also revised to divide paragraph (a) into shorter 

units. 
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Section 1306.08 is added to state that practitioners may sign and transmit 

controlled substance prescriptions electronically if the applications used are in 

compliance with part 1311 and all other requirements of part 13 06 are met. Phannacies 

are allowed to handle electronic prescriptions if the pharmacy application complies with 

part 1311 and the phannacy meets all other applicable requirements of parts 1306 and 

1311. 

As proposed, §§ 1306.11,1306.13, and 1306.15 are revised to clarify how the 

requirements for Schedule II prescriptions apply to electronic prescriptions. 

As proposed, § 1306.21 is revised to clarify how the requirements for Schedule 

III, IV, and V prescriptions apply to electronic prescriptions. 

As proposed, § 1306.22 is revised to clarify how the requirements for Schedule III 

and IV refills apply to electronic prescriptions and to clarify that requirements for 

electronic refill records for paper, fax, or oral prescriptions do not apply to electronic 

refill records for electronic prescriptions. Pharmacy applications used to process and 

retain electronic controlled substance prescriptions are required to comply with the 

requirements in part 1311. In addition, DEA is breaking up the text of the existing 

section into. shorter paragraphs to make it easier to read. 

As proposed, § 1306.25 is revised to include separate requirements for transfers of 

electronic prescriptions. These revisions are needed because an electronic prescription 

could be transferred without a telephone call between pharmacists. Consequently, the 

transferring pharmacist must provide, with the electronic transfer, the infonnation that the 

recipient transcribes when accepting an oral transfer. DEA notes that the NPRM 

contained language proposing to permit an electronic prescription to be transferred more 
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than once, in conflict with the requirements for paper and oral prescriptions. DEAhas 

removed this proposed requirement; all transfer requirements for electronic prescriptions 

are consistent with those for paper and oral prescriptions. 

Finally, DEA notes that it had proposed a new § 1306.28 to state the basic 

recordkeeping requirements for pharmacies for all controlled substance prescriptions. 

Those requirements are present in § 1304.22. Although DEA initially believed that 

including these requirements in part 1306 would be beneficial, after further consideration 

DBA believes that they would be redundant and could, in fact, create confusion. 

Therefore, DEA is not finalizing proposed 21 CFR 1306.28. 

DEA is revising the title of part 1311 as proposed. 

Section 1311.08 is revised to include the incorporations by reference of FIPS 180-

3, Secure Hash Standard; FIPS 186-3, Digital Signature Standard; and NIST SP 800-63-1 

Draft Electronic Authentication Guideline. 

Subpmt C is being added by this interim fmal rule. DEA has revised the content 

of proposed subpart C, as discussed above, and has reorganized the subpmi. The 

following describes each of the sections in the interim final subpart C. 

Section 1311.100 provides the general requirements for issuing electronic 

controlled substance prescriptions. It clarifies that the rules apply to all controlled 

substance prescriptions; the same electronic prescription requirements apply to Schedule 

rr 
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prescriptions as apply to other controlled substance prescriptions. DEA notes that the 

statutory prohibition on refilling Schedule II prescriptions remains in effect regardless of 

whether the prescription is issued electronically or on paper (21 U.S.C. 829(a), 

21 CFR 1306.12(a)). Only a practitioner registered or exempt from registration and 
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authorized to issue the prescription may do so; the prescription must be created on an 

application that meets all of the requirements of part 1311 subpart c. A prescription is 

not valid if the application does not meet the requirements of the subpart or if any of the 

required application functions were disabled when it was created. A pharmacy may 

process electronic controlled substance prescriptions only if its application meets the 

requirements of the subpart. 

Section 1311.102 specifies the practitioner' s responsibilities~ A practitioner must 

. retain sole control of the hard token, where applicable, and must not share the password 

or other knowledge factor or biometric information. The practitioner must notify the 

individuals designated to set logical access controls within one business day if the hard 

token has been lost, stolen, or compromised, or the authentication protocol has otherwise 

been compromised. 

If the practitioner is notified by an intermediary or pharmacy that an electronic 

prescription was not successfully delivered, he must ensure that any paper or oral 

prescription (where permitted) issued as a replacement of the original electronic 

prescription indicates that the prescription was originally transmitted electronically to a 

particular pharmacy and that the transmission failed. 

As discussed previously, if the third-party auditor or certification organization 

finds that an electronic prescription application does not accurately and consistently 

record, store, and transmit the information related to the name, address, and registration 

number of the practitioner, patient name and address, and prescription information (drug 

name, strength, quantity, directions for use), the indication of signing, and the number of 

\ 
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refills, the practitioner must not use the application to sign and transmit electronic 

prescriptions for the controlled substances. 

Further, if the third-party auditor or certification organization fInds that an 

electronic prescription application does not accurately and consistently record, store, and 

transmit other information required for prescriptions, the practitioner must not sign and 

transmit electronic prescriptions for controlled substances that are subject to the 

additional information requirements. 

In most cases, this will not be an issue as the SCRIPT standard supports the 

standard information required for a prescription. A limited number of prescriptions, 

however, require special information. Prescriptions for GRB require a note on medical 

need; prescriptions for drugs used for detoxification and maintenance treatment require 

an additional DBA identification number. Schedule II prescriptions may be issued with 

written instructions indicating the earliest date that the prescription may be filled. DBA 

is not certain that the existing SCRIPT standard accommodates the additional information 

or that existing pharmacy applications accurately and consistently capture and display 

such infonnation. Becausethere are relatively few prescriptions with these requirements, 

DBA decided to place the onus on the third-party auditors or certification organizations to 

determine whether applications can create, transmit, import, display, and'store all of the 

information needed for these prescriptions. If an electronic prescription application does 

not allow the entry of this additional inf01111ation, the practitioner must not issue the 

prescriptions electronically. DBA decided that this approach was preferable to making it 

an application requirement that all applications would have to meet before they could be 

used to issue or process any controlled substance prescriptions electronically. DBA 
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n believes that there may be a difference between adding a single-character field to the 

SCRIPT standard, indicating that the prescription was signed, which would be 

transmitted with almost all prescriptions, and adding a set of additional fields, some of 

which could be defined in multiple ways. For example, future fill dates could be placed 

in fields defined as future fill dates and presented as dates or they could be presented as 

text. NCPDP may need time to decide how to add fields to capture this information; 

application providers cannot begin to reprogram until decisions on the standard are 

reached. DBA does not believe it is necessary or appropriate to delay adoption of 

electronic controlled substance prescriptions until these issues are resolved. 

Section 1311.102 also states that a practitioner must not use the application for 

controlled substance prescriptions if any of the functions have been disabled or is not 

working properly. Finally, if the application provider notifies him that the third-party 

audit indicated that the application does not meet the requirements of part 1311, or that 

the application provider has identified a problem that makes the application non-

compliant, the practitioner must immediately cease to issue controlled substance 

prescriptions using the application and must ensure that access for signing controlled 

substance prescriptions is terminated. The practitioner must not use the application to 

issue controlled substance prescriptions until it is notified that the application is again 

compliant and all relevant updates to the application have been installed. 

Sections 1311.105 and 1311.110 specify the requirements for obtaining an 

authentication credential for individual practitioners and practitioners using an 

institutional practitioner's application, as discussed above. 

/ 
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Section 1311.115 specifies the requirements for two-factor authentication. It 

allows the authentication protocol to use any two of the three authentication factors 

(something you know, something you are, and something you have) and sets the 

requirements that hard tokens must meet. 

Section 1311.116 specifies the requirements that biometric subsystems must meet. 

Section 1311.120 provides the electronic prescription application requirements. 

Section 1311.120(b)(1) requires an electronic prescription application to link each 

registrant, by name, with a DBA registration number. For practitioners exempt from the 

requirement of registration under § 1301.22(c), the application must 1in1e each practitioner 

to the institutional practitioner's DBA registration number and the specific internal code 

number required under § 1301.22(c)(5). 

Section 1311.120(b )(2) requires an electronic prescription application to allow 

setting oflogica1 access controls for indicating that prescriptions are ready to be signed 

and signing controlled substance prescriptions~ It also requires the application to allow 

the setting and changing of logical access controls. 

Section 1311.120(b )(3) states that logical access controls must be set by user 

name or role. If the application uses role-based access controls, it must not allow an 

individual to be assigned the role of registrant unless the individual is lin1eed to a DBA 

registration number. 

Section 1311.120(b)( 4) requires that setting and changing oflogical access 

controls must take the actions of two individuals, as discussed above. 
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Section 1311.120(b)( 5) states that the application must accept two-factor 

authentication credentials and require their use for approving logical access controls and 

signing prescriptions. 

Section 1311.120(b )(6) states that an electronic controlled substance prescription 

must contain all of the information required under part 1306. As commenters pointed 

out, although the SCRIPT standard has fields for most of this information, the use of 

these fields is not always mandated. Some of the required information may have to be 

put in free text fields (e.g., internal institutional code data or service identification 
\ 

numbers for practitioners exempt from registration, the medical need for GHB 

prescriptions, a separate identification number for certain prescriptions). 

Section 13ll.l20(b )(7) states that the application must require the practitioner or 

his agent to select the DEA number to be used for the prescription where the practitioner 

issues prescriptions under more than one DEA number. This provision is intended to 

prevent the application from automatically filling in the DEA number field when a 

practitioner uses more than one number. 

Section l3ll.l20(b )(8) states that the electronic prescription application must 

have a time application that is within five minutes ofthe official National Institute of 

Standards and Technology time source. 

Section l3ll.l20(b )(9) specifies the information that must appear on the review 

screen. As explained above, if a practitioner has written several prescriptions for a single 

patient, the practitioner's and patient's infonnation may appear only once on the review 

screen. 
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Section 1311.120(b)(10) states that the application must require the practitioner to 

indicate that each controlled substance prescription is ready for signing. If any of the 

information required under part 1306 is altered after the practitioner has indicated that it 

is ready for signing, the application must remove the indication that it is ready for signing 

and require another indication before allowing it to be signed. The application must not 

allow the signing or transmission of a prescription that was not indicated as ready to be 

signed. 

Section 1311.120(b )(11) provides the requirement that the practitioner use the 

two-factor authentication protocol to sign the prescription. 

Section 1311.120(b )(12) states that the application must not allow a practitioner to 

sign a prescription if his two-factor authentication credential is not associated with the 

prescribing practitioner's DEA number listed on the prescription (or an institutional 

practitioner's DEA number and the prescriber's extension data). The application will 

have to associate each two-factor authentication credential with the registrant's DEA 

number(s) (or institutional practitioner's DEA number plus the individual practitioner's 

extension data) and ensure that only the authentication credentials associated with the 

number on the prescription can indicate the prescription as ready for signing and sign it. 

This provision is needed to prevent one registrant in a practice from reviewing and 

signing prescriptions written by other registrants. DEA recognizes that with paper 

prescriptions, DEA numbers for every member of a practice may be plinted on a 

prescription pad; only the signature indicates which practitioner issued the prescription. 

For electronic prescliptions, however, only one prescribing practitioner's name will 

appear and one DEA number. Although the authentication credential will be associated 
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with only one practitioner, it may be associated with more than one DEA number. If a 

practitioner needs to sign a prescription originally created and indicated as ready for 

signing by another practitioner in a practice, he must change the practitioner name and 

DEA number to his own, then indicate that the prescription is ready to sign and execute 

the two-factor authentication protocol to sign it. 

Section 13 1 1.120(b )(13) states that where a practitioner seeks to prescribe more 

than one controlled substance at one time for a particular patient, the electronic 

prescription application may allow the practitioner to sign multiple prescriptions for a 

single patient at one time using a single invocation of the two-factor authentication 

protocol provided that the practitioner has individually indicated that each controlled 

substance prescription is ready to be signed while all the prescription information and the 

statement described in § 1311.140 are displayed. 

Section 1311.120(b)(14) states that the application must time and date stamp the 

prescription on signing. 

Section 1311.120(b)(15) states that when the practitioner executes the two-factor 

authentication protocol, the application must digitally sign and electronically archive at 

. leasf the infonnation required by DEA. If the practitioner is signing the prescription with 

his own private key, the application must electronically archive the digitally signed 

prescription, but need not digitally sign the prescription a second time. 

Section 1311.120(b )(16) specifies the requirements for a digital signature. The 

cryptographic module must be validated at FIPS 140-2 Security Levell. The digital 

signature application and hash function must comply with FIPS 186-3 and FIPS 180-3. 

The electronic prescription application's private key must be stored encrypted on a FIPS 
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140-2 Security Levell validated cryptographic module using a FIPS-approved 

encryption algorithm. For software implementations, when the signing module is 

deactivated, the application must clear the plain text password from the application 

memory to prevent the unauthorized access to, or use of, the private key. 

Section 1311.120(b )(17) states that the prescription transmitted to the phannacy 

must include an indication that the prescription was signed unless the prescription is 

being transmitted with the practitioner's digital signature. 

Section 1311.120(b)(18) states that a prescription must not be transmitted unless 

the signing function was used. 

Section 131 1. 120(b )(19) states that the information required under part 1306 must 

not be altered after the prescription is digitally signed. If any of the required information 

is altered, the prescription must be canceled. 

Section 1311.120(b )(20) through (22) specify the requirements for printing 

transmitted prescriptions. 

Section 131l.120(b )(23) states that the application must main.tain an audit trail 

related to the following: the creation, alteration, indication of readiness for signing, 

signing, transmission, or deletion of a controlled substance prescription; the setting or 

changing oflogical access controls related to controlled substance prescriptions; and any 

notification of failed transmission. Section 1311.120(b )(24) specifies the information 

that must be maintained in the audit trail: date and time of the action, type of action, 

identity of the person taking the action, and outcome. 

Section 1311.120(b )(25) states that the application must be capable of conducting 

an internal audit and generating a report on auditable events. 
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Section 1311.120(b )(26) states that the application must protect audit trail records 

from unauthorized deletion, and must prevent modifications to the records. 

Section 1311.120(b )(27) specifies the requirements for the monthly log. 

Section 1311.120(b )(28) specifies that all records that the application is required 

to generate and archive must be retained electronically for at least two years. 

Sections 1311.125 and 1311.130 specify the requirements for setting and 

changing logical access controls at an individual practitioner's practice and at an 

institutional practitioner, respectively. 

Section 1311.135 sets the basic application requirements for creating an electronic 

controlled substance prescription. It states that either a practitioner or his agent may 

enter prescription information. If a DEA registrant holds more than one registration that 

he uses to issue prescriptions, the application must require him to select the registration 

number for each prescription. The application cannot set a default or pre-fill the field if 

the practitioner has more than one registration. If a practitioner has only one registration, 

as most practitioners do, the application could automatically fill that field. If required by 

State law, a supervisor's name and DEA number may be listed on a prescription, 

provided the prescription clearly indicates who is the supervisor and who is the 

prescribing practitioner. 

Section 1311.140 provides the application requirements for signing an electronic 

prescription for a controlled substance. It requires that the screen displaying the 

prescription information for review include the statement that completing the two-factor 

authentication protocol signs the prescription and that only the practitioner whose name 

and DEA number are on the prescription may sign it. After the practitioner has indicated 
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that one or more controlled substance prescriptions for a single patient are ready for 

signing, the application must prompt the practitioner to execute the two-factor 

authentication protocoL The completion of the two-factor authentication protocol must 

apply the application'·s (or pr~ctitioner's) digital signature to the DEA-required 

information and electronically archive the digitally signed record. The application must 

clearly label as the signing function the function that applies the digital signature. Any 

controlled substance prescription not signed in this manner must not be transmitted. 

Section 1311.145 specifies the requirements for the use of a practitioner's digital 

certificate and the associated private key. The digital certificate must have been obtained 

in accordance with the requirements of § 1311.105. The digitally signed record must be 

electronically archived. The section specifies that if the prescription is transmitted 

without the digital signature attached, the application must check the Certificate 

. Revocation List to ensure that the certificate is valid and must not transmit the 

prescription if the certificate has expired. The section also clarifies that if a pni.ctitioner 

uses his own private key, the application need not apply its private key to sign the record. 

Section 1311.150 specifies the requirements for auditable events for electronic 

prescription applications. Auditable events must include at least the following: . 

attempted or successful unauthorized access to the application; attempted or successful 

unauthOlized deletion or modification of any records required by part 1311; interference 

with application operations related to prescriptions; any setting of or changes to logical 

access controls related to controlled substance prescriptions; attempted or successful 
• 

interference with audit trail functions; and, for application service providers, attempted or 

successful creation, modification, or destruction of controlled substance prescriptions or 
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logical access controls related to controlled substance prescriptions by any agent or 

employee of the application service provider. The application must run the internal audit 

once every calendar day and generate a report that identifies any auditable event. This 

report must be reviewed by an individual authorized to set access controls. If the 

auditable event compromised or could have compromised the integrity of the records, this 

must be reported to DEA and the application provider within one business day of 

discovery. 

Section 1311.170 requires that the application transmit the prescription as soon as 

possible after signature by the practitioner. The section requires that the electronic 

prescription application not allow the printing of an electronic prescription that has been 

transmitted unless the pharmacy or intermediary notifies the practitioner that the 

electronic prescription could not be delivered to the pharmacy designated as the recipient 

or was otherwise rej ected. If a practitioner is notified that an electronic prescription was 

not successfully delivered to the designated pharmacy, the application may print the 

prescription for the practitioner's manual signature. The prescription must include 

infonnation noting that the prescription was originally transmitted electronically to [name 

of specific pharmacy] on [ date/time], and that transmission failed. 

The section indicates that the application may print copies of the transmitted 

prescription if they are clearly labeled as copies not valid for dispensing. Data on the 

prescription may be electronically transferred to medical records and a list of 

prescriptions written may be printed for patients if the list indicates that it is for 

infonnational purposes only. The section Clarifies that the electronic prescription 

I ) 

209 



application must not allow the transmission of an electronic prescription if a prescription 

was printed for signature prior to attempted transmission. 

Finally, the section specifies that the contents of the prescription required under 

part 1306 must not be altered during transmission between the practitioner and pharmacy. 

Any change to this required content during transmission, including truncation or removal 

of data, will render the prescription invalid. The contents may be converted from one 

software version to another; conversion includes altering the structure of fields or 

machine language so that the receiving pharmacy application can read the prescription 

and import the data into its application . .At no time mayan intennediary convert an 

electronic controlled substance prescription data file to another form (e.g., facsimile) for 

transmission. 

Section 1311.200 specifies the pharmacy's responsibility to process controlled 

substance electronic prescriptions only if the application meets the requirements of part 

1311. The section also requires the pharmacy to detennine which employees may access 

functions for annotating, altering, and deleting prescription infonnation (to the extent 

such alteration is pennitted by the CSA and its implementing-regulations) and for 

implementing those logical access controls. As discussed previously, if the third-paliy 

auditor or certification organization finds that a pharmacy application does not accurately 

and consistently import, store, and display the infonnation related to the name, address, 

and registration number of the practitioner, patient name and address, and prescription 

infonnation (dmg name, strength, quantity, directions for use), the indication of signing, 

and the number of refills, the pharmacy must not accept electronic prescriptions for the 

controlled substance. If the third-paliy auditor or certification organization finds that a 
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pharmacy application does not accurately and consistently import, store, and display 

other information required for prescriptions, the pharmacy must not accept electronic 

prescriptions for controlled substances that are subject to the additional information 

requirements. 

The section specifies that if a prescription is received electronically, all 

annotations and recordkeeping related to that prescription must be retained electronically. 

The section reiterates the responsibility of the pharmacy to dispense controlled 

substances only in response to legitimate prescriptions. 

Section 1311.205 provides the requirements for pharmacy applications. 

Section 1311.205(b )(1) states that the application must allow the pharmacy to set 

access controls to limit access to functions that annotate, alter, or delete prescription 

infonnation, and to the setting or changing of logical access controls . 

. Section 1311.205(b )(2) states that logical access controls must be set by name or 

role. 

Section 1311.205(b )(3) specifies that the application must digitally sign and 

archive an electronic prescription upon receipt or be capable of receiving and archiving a 

digitally signed record. 

Section 1311.205(b)( 4) specifies the requirements for the digital signature 

functionality for pharmacy applications that digitally sign prescription records upon 

receipt. 

Section 1311.205(b )(5) states that the pharmacy application must validate a 

practitioner's digital signature if the pharmacy accepts prescriptions digitally signed by 

the practitioner and transmitted with the digital signature. 
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Section 1311.205(b)( 6) states that if a practitioner's digital signature is not sent 

with the prescription, either the application must check for the indication that the 

prescription was signed or the application must display the indication for the pharmacist 

to check 

Section 1311.205(b)(7) states that the application must read and retain the entire 

DEA number including the specific internal code number assigned to an individual 

practitioner prescribing controlled substances using the registration of the institutional 

practitioner. 

Section 1311.205(b )(8) states that the application must read and store, and be 

capable of displaying, all of the prescription information required under part 1306. 

Section 1311.205(b )(9) states that the pharmacy application must read and store in 

full the infonnation required under § 1306.05(a). Either the pharmacist or the application , 

must verify all the infonnation is present. 

Section 1311.205(b)(1 0) states that the application must allow the pharmacy to 

add information on the number/volume of the drug dispensed, the date dispensed, and the 

name of the dispenser. 

Section 1311.205(b )(11) specifies that the application must be capable of 

retrieving prescription infonnation by practitioner name, patient name, drug name, and 

date dispensed. 

Section 1311.205(b )(12) states that the application must allow downloading of 

prescription data into a form that is readable and sortable. 

Section 1311.205(b )(13) states that the application must maintain an audit trail 

related to the following: the receipt, annotation, alteration, or deletion of a controlled 
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substance prescription; and the setting or changing oflogical access controls related to 

controlled substance prescriptions. 

Section 1311.205(b)(14) specifies the infonnation that must be maintained in the 

audit trail: date and time of the action, type of action, identity of the person taking the 

action, and outcome. 

Section 1311.205(b)(15) states that the application must generate a daily report of 

. auditable events (if they have occurred). 

Section 1311.205(b )(16) states that the application must protect the audit trail 

from unauthorized deletion and shall prevent modification of the audit trail. 

Section 1311.205(b )(17) states that the application must back up files daily. 

Section 1311.205(b )(18) states that the application must retain records for two 

years from the date of their receipt or creation. 

Section 1311.210 sets the requirements for digitally signing the prescription as 

received and archiving the record. It also sets the requirements for validating a 

prescription that has the practitioner's digital signature attached. 

Section 1311.215 specifies the requirements for auditable events for phannacy 

applications. Auditable events must include at least the following: attempted or 

successful unauthorized access to the application; attempted or successful unauthorized 

deletion or modification of any records required by part 1311; interference with 

application operations related to prescriptions; any setting of or changes to logical access 

controls related to controlled substance prescriptions; attempted or successful 

intelference with audit trail functions; and, for application service providers, attempted or 

successful annotation, alteration, or destruction of controlled substance prescriptions or 
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, logical access controls related to controlled substance prescriptions by any agent or 

employee of the application service provider. The application must run the internal audit 

once every calendar day and generate a report that identifies any auditable event. This 

report must be reviewed by the pharmacy. If the auditable event compromised or could 

have compromised the integrity of the records, this must be reported to DEA and the 

application service provider, if applicable, within one business day of discovery. 

Section 1311.300 specifies the requirements for third-party audits discussed above 

and includes the option of substituting a celiification from an organization and 

certification program approved by DEA. Audits.or certifications must occur before the 

application may be used to create, sign, transmit, or process electronic controlled 

substance prescriptions, and whenever a functionality related to controlled substance 

prescription requirements is altered or every two years, whichever occurs first. Audits 

must be conducted by a person qualified to conduct a SysTrust, Web Trust, or SAS 70 

audit, or a Certified Infonnation System Auditor who perfonns compliance audits as a 

regular ongoing business activity. DEA is seeking comment regarding the use of 

Celiified Information System Auditors. 

Application providers must make audit repOlis available to any practitioner or 

pharmacy that uses or is considering using the application to handle controlled substance 

prescriptions. The rule also requires application providers to notify both their users and 

DBA of adverse audit reports or certification decisions. Users must be notified within 

five business days; DEA must be notified within one business day. 

Section 1311.302 requires application providers to notify practitioners or 

pharmacies, as applicable, of any problem that they identify that makes the application 
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noncompliant with part 1311. When providing patches and updates to the application to 

address these problems, the application provider must inform the users that the 

application may not be used to issue or process electronic controlled substance 

prescriptions until the patches or updates have been installed. DEA is requiring that 

practitioners and pharmacies be notified as quickly as possible, but no later than five 

business days after the problem is identified. 

Section 1311.305 specifies recordkeeping requirements for records required by 

part 1311. 

VI. Incorporation by Reference 

The following .standards are incorporated by reference: 

• FIPS Pub 180-3, Secure Hash Standard (SHS), October 2008. 

• FIPS Pub 186-3, Digital Signature Standard (DSS), June 2009. 

• DraftNIST Special Publication 800-63-1, Electronic Authentication Guideline, 

December 8, 2008; Burr, W. et al. 

• NIST Special Publication 800-76-1, Biometric Data Specification for Personal 

Identity Verification, January 2007. 

These standards are available from the National Institute of Standards and 

Technology, Computer Security Division, Information Technology Laboratory, National 

Institute of Standards and Technology, 100 Bureau Drive, Gaithersburg, MD 20899-8930 

and are available at http://csrc.nist.gov/. 

) 
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VII. Required Analyses 

A. Risk Assessment for Electronic Prescriptions for Controlled Substances 

The Office of Management and Budget's E-Authentication Guidance for Federal 

Agencies (M-04-04) requires agencies to ensure that authentication processes provide the 

appropriate level of assurance.40 The guidance describes four'levels of identity assurance 

for electronic transactions and provides standards to be used to detennine the level of risk 

associated with a transaction and, therefore, the level of assurance needed. Assurance is 

the degree of confidence in the vetting process used to establish the identity of an 

individual to whom a credential was issued, the degree of confidence that the individual 

who uses the credential is the individual to whom the credential was issued, and the 

degree of confidence that a message when sent is secure. OMB established four levels of 

assurance: 

Assurance Levell: Little or no confidence in the asserted identity's validity. 

Assurance Level 2: Some confidence in the asserted identity's validity. 

Assurance Level 3: High confidence in the asserted identity's validity. 

Assurance Level 4: Very high confidence in the asserted identity's validity. 

M-04-04 states that to determine the appropriate level of assurance inthe user's 

asserted identity, agencies must assess the potential risks and identify measures to 

minimize their impact. The document states that the lisk from an authentication error is a 

function of two factors: (a) potential hann or impact and (b) the likelihood of such hann 

or impact. NIST SP 800-63-1 supplements M-04-04 and defines the steps necessary to 

reach each assurance level for identity proofing that precedes the issuance of the 

40 Office of Management and Budget. "E-Authentication Guidance for Federal Agencies" M-04-04. 
December 16, 2003. 
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credential; the use of credential once issued; and the transmission of any document 

"signed" with the credential. In plain language, an e-authentication risk assessment 

considers two issues: 

• How important is it to know that the person who is issued a credential is, in fact, 

the person whose identity is associated with the credential. 

• How important is it to be certain that the person who uses the credential, once it is 

issued, is the person to whom it was issued. 

This risk assessment addresses the level of assurance needed to allow the use of 

electronic prescriptions for controlled substances. This section summarizes the 

assessment that DEA conducted for the interim final rule. The full risk assessment is 

available in the docket. 

As discussed in Section IV J of this preamble, M-04-04 requires that an Agency 

assess risks as low, moderate, or high for six factors (see Table 1), then determines the 

Assurance Level needed based on the ratings. Table 3 presents the ratings DEA 

developed in its risk assessment for the proposed rule and the rationale for each (for the 

full discussion, see 73 FR 36731-36739). 

Table 3: Initial Rating of Potentiallmpacts for Authentication Errors for 

Electronic Prescriptions for Controlled Substances 

I Potential ImEact I Initial Rating I Rationale I 
Inconvenience, Distress, or Moderate -- At worst, serious Identity theft, issuance 
Damage to Standing or short term or limited long-term of illegitimate prescriptions in a 
Reputation inconvenience, distress, or practitioner's name, or 

damage to the standing or alteration of prescriptions 
reputation of any party .. could expose practitioners to 

legal difficulties and force 
them to prove that they had 
not used an electronic 
prescription application or 
issued specific prescriptions. 

Financial Loss N/A 
Harm to Agency Programs or High -- A severe or Were there identity theft or the 
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Potential Impact Initial Rating Rationale 
Public Interests catastrophic adverse effect on 

.organizational operations or 
assets, or public interests. 
Examples of severe or 
catastrophic effects are: (i) 
severe mission capability 
degradation or loss of (sic) to 
the extent and duration that 
the organization is unable to 
perform one or more of its 
primary functions; or (ii) major 
damage to organizational 
assets or public interests. 

misuse of a credential issued 
to a registrant, the potential 
exists for widespread and 
rapid diversion of controlled 
sUbstances. Such diversion 
would undermine the 
effectiveness of prescription 
laws and regulations of the 
United States. This diversion 
would, by its very nature, harm 
the public health and safety, 
as any illicit drug use does. 
Such diversion would 
undermine the effectiveness of 
the entire United States closed 
system of distribution created 
by the CSA and would, for the 
same reason, be incompatible 
with United States obligations 
under international drug 
control treaties. 

Unauthorized release of 
Sensitive Information 

N/A 

Personal Safety High - A risk of serious injury 
or death. 

Failure to limit the potential for 
diversion could result in an 
increase in drug abuse and in 
the associated deaths and 
illnesses as well as other 
social harms 

Civil or Criminal Violations High - A risk of civil or criminal 
violations that are of special 
importance to enforcement 
programs. 

A practitioner whose identity 
was stolen to gain a credential 
or whose credential was used 
by someone else to issue a 
prescription for a controlled 
substance could be subject to 
legal action in which the 
practitioner would have to 
prove that he was not 
responsible for the 
prescriptions. Such legal 
action against the practitioner 
could include criminal 
prosecution, civil fine 
proceedings, and 
administrative proceedings to 
revoke the practitioner's DEA 
registration. 

Under M-04-04, the overall rating is driven by the highest rating assigned. 

Therefore, the potential impact of not being able to limit authentication credentials to 
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DEA registrants is rated as high, which means that without mitigating factors, DEA 

should impose requirements that meet Assurance Level 4 under NIST SP 800-63-1. 

Mitigating Factors 

DEA included a number of elements in the interim final rule that mitigate the 

risks of unauthorized access to the electronic prescription application and reduce the 

potential for diversion. While some of these relate to authentication to the application, 

others relate to use of the application itself. 

Separation of duties. DEA's premise for its requirements regarding the access to 

any electronic prescription application to prescribe controlled substances rests on the 

principle of separation of duties. The interim final rule requires that practitioners wishing 

to prescribe controlled substances undergo identity proofmg by an independent third-

party credential service provider (CSP) or certification authority (CA) that is recognized 

by a Federal agency as conducting identity proofing at the basic assurance level 

(Assurance Level 3 for CAs) or greater. The CSP or CA will then issue the credential. 

This approach removes the electronic prescription application provider from the process 

of issuing the credential, which limits the ability of individuals at the application provider 

to steal identities and ensures, to as great an extent as possible, that a person will not be 

issued a credential using someone else's identity. . 

Access Control. The possession of a credential by the practitioner, while 

necessary to legally sign controlled substance prescriptions, is not sufficient to do so. 

After the practitioner has obtained the credential, a person in the practitioner's office 

(assuming that the practitioner is in private practice in an office setting) must enter 

infOlmation into the electronic prescription application identifying the practitioner as a 

I 
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person authorized to prescribe controlled substances. A second person in that office, who 

must be a DEA registrant, must approve the information entered and grant the 

practitioner access to the electronic prescription application for the purpose of signing 

controlled substance prescriptions using the practitioner's credential. (Note that a similar 

system involving separation of duties is being implemented for institutional practitioners, 

i.e., hospitals and clinics. That system has similar conceptual requirements, but involves 

different people in the physical processes.) 

This separation of duties ensures that even if someone is able to impersonate a 

practitioner and obtain a credential from an independent third-party C SP or CA, that 

impersonator will not be able to gain access to the electronic prescription application to 

sign controlled substance prescriptions unless the impersonator also has the assistance of 

two persons (one of whom is a DEA registrant) within a practitioner's office. In this 

way, it will be significantly more difficult for impersonators to gain access to sign 

controlled substance prescriptions, reducing the possibility of authentication errors and 

lessening the potential for diversion. 

Use of two-factor authentication. DEA is requiring the use of two-factor 

authentication. Assurance Level 4 requires a hard token that is separate from the 

computer to whi_ch the person is gaining access, but also imposes more stringent 

requirements on the cryptographic module and the token. DEA has determined that 

combining the requirements for Assurance Level 3 tokens (i.e., FIPS 140-2 SecUlity 

Levell tokens used in combination with another factor to reach Assurance Level 3) with 

the requirement that the token be separate from the computer will provide sufficient 

secUlity to mitigate the risk of misuse. Keeping the token separate from the computer 
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being accessed makes it much easier for the practitioner to control access to his 

credentiaL A person would have to obtain both the token and the second factor to gain 

access. (Note that DEA is also permitting the use of biometrics as one of the factors that 

may be used for authentication; the biometric could replace either the hard token or the 

knowledge factor.) 

Application Requirements. In addition to the requirements discussed above, DEA 

is also imposing the following requirements on the electronic prescription application that 

will mitigate the risks: 

• The application must have the ability to set logical access controls as discussed 

above and limit access to indicating that prescriptions are ready fm signing and 

signing prescriptions to DEA registrants or those exempted from registration. 

• The application must require the use of the two-factor credential to sign the 

prescription and digitally sign and archive the record when the two-factor 

authentication protocol is executed. This step ensures that there is a record of the 

prescription as signed and allows other people in the practice or facility to add 

information not required by DEA, (e.g., pharmacy URLs) or review the 

prescription before transmission. 

• The application must not allow a practitioner to sign a prescription if his 

credential is not linked to the DEA number listed on the prescription. 

• The application must undergo a third-party audit to determine whether it complies 

with the requirements of the interim fmal rule. 

) 
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In addition, as part of their approvai by the Federal government, CSPs and CAs 

issuing credentials undergo third-party audits to ensure compliance with Federal 

government standards. 

Conclusion 

Consistent with M-04-04, DEA believes that it is appropriate for the agency to 

accept lower level credentials in view ofthe mitigating factors discussed above. M-04..:04 

states, in pertinent part (in Section 2.5): 

Agencies may also decrease reliance on identity credentials through 
increased risk-mitigation controls. For example, an agency business 
process rated for Level 3 identity assertion assurance may lower its profile 
to accept Level 2 credentials by increasing system controls or 'second 
level authentication' activities. 

Following this approach, DEA has concluded that, even though the agency rates 

overall identity assurance for electronic prescribing of controlled substances at Assurance 

Level 4, the agency believes that Level 3 credentials are acceptable in view of the system 

controls that are mandated by this interim fmal rule. Specifically, DEA believes that the 

requirements that the interim fmal rule imposes for identity proofmg, logical access 

 controls, the separation of the hard tokEm from the computer being accessed, and the 

application requirements lower the potential for a nomegistrant to steal an identity or gain 

access to a registrant's credential and issue illegal prescriptions sufficiently to render 

acceptable remote identity proofmg, consistent with NIST SP 800-63-1 Assurance Level 

3 requirements, and the use ofFIPS 140-2 Security Levell hard tokens that in 

combination with a second factor provided that the token is not stored on the computer to 

which the person is gaining access. With these requirements in place, the potential for 

diversion through misuse of a credential will be limited, which suppolis the closed 

.
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system of control DEA is mandated to maintain, protect practitioners from misuse of their 

identity, and protects the public from the harm of drug abuse. (Note that DEA is not 

imposing any requirements on the security of the transmission.) 

As has been discussed previously, it is important to note that the electronic 

prescribing of controlled substances is voluntary - practitioners may still dispense 

controlled substances through the use of written prescriptions, regardless of whether they 

choose to write controlled substances prescriptions electronically. Also, the compromise 

of an authentication protocol through loss, credential invalidation, or other cause, does 

not invalidate the practitioner's authority to write controlled substances prescriptions. 

Practitioners may continue to write controlled substances prescriptions on paper or 

generate a prescription electronically to be printed and signed manually even if their 

authentication credential has been compromised, so long as the practitioner continues to 

possess a DEA registration. 

B. Executive Order 12866 

Under Executive Order 12866 (58 FR 51735, October 4, 1993), DEA must 

detennine whether a regulatory action is "significant" and, therefore, subject to Office of 

Management and Budget review and the requirements of the Executive Order. The Order 

defines "significant regulatory action" as one that is likely to result in a rule that may: 

(1) Have an annual effect on the economy of$100 million or more or adversely 

affect in a material way the economy, a sector of the economy, productivity, competition, 

jobs, the environment, public health or safety, or State, local, or tribal government or 

communities. 
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(2) Create a serious inconsistency or othenvise interfere with an action taken or 

planned by another agency. 

(3) Materially alter the budgetary impact of entitlements, grants, user fees, or 

loan programs or the rights and obligations of recipients thereof. 

(4) Raise novel legal or policy issues arising out of legal mandates, the 

President's priorities, or the principles set forth in the Executive Order. 

A copy of the Economic Impact Analysis of the Electronic Prescriptions for 

Controlled Substances Rule can be obtained by contacting the Liaison and Policy 

Section, Office of Diversion Control, Drug Enforcement Administration, 8701 

Morrissette Drive, Springfield, VA 22152, Telephone (202) 307-7297. The initial 

analysis is also available on DEA's Diversion Control Program Web site at 

http://www . deadiversion. usdoj. gov. 

COlmnents 

DEA conducted an initial economic analysis of the proposed rule and sought 

comments. DEA received several comments regarding the estimates provided in the 

NPRM. 

COlmnents. A practitioner organization stated that DBA underestimated the costs 

for registration, hard token hardware and software, software upgrades, annual system 

audits, and, especially, for separate presclibing workflows for controlled drugs. The 

commenter asserted that the analysis did not include the added costs for each prescriber 

every time a controlled substance prescliption is written. The commenter believed that 

the cOlnparison should not be with the CUlTent system where controlled substance 

prescriptions require a separate workflow, but rather with a commeriter-prefelTed system 
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where all prescribing takes place in a single workflow. The commenter asserted that the 

costs of prosecutions are dwarfed by the potential benefits offered by a single, 

manageable electronic prescribing system. The commenter stated that DEA 

acknowledged in the analysis it did not have valid data on all costs to society from 

diversion of controlled substances. Without valid estimates of the cost of the problem, 

the commenter asserted, it is impossible to justify the expense of the proposed solution. 

DEA Response. DEA disagrees with this comment, but notes that the revisions to 

the interim final rule reduce the costs and the additional keystrokes. The only change to 

the usual workflow will be the use of the two-factor authentication credential to sign the 

prescription. Wherever possible, in the economic analysis of the interim final rule, DEA 

has used estimates based on current prices. 

DEA's concern is not simply or primarily with the costs of prosecutions, but with 

the diversion of controlled substances and the societal harm caused by abuse of these 

drugs. The cost of emergency room treatment alone for people using prescription 

controlled substances for non medical reasons is far higher than the cost of this rule. 

Without appropriate security measures, electronic prescriptions could facilitate increased 

drug abuse, with a concomitant increase in deaths, medical treatment, and other societal 

costs associated with drug dependency. 

Although DEA supports electronic prescribing and shares the hope that it will 

reduce adverse drug events and improve the efficiency of the healthcare system, there is 

little, if any, evidence that electronic prescribing is achieving this goal. The limited 

studies that have examined the impacts of electronic prescribing have found that the 

primary benefit is improved formulary compliance. DEA has not found any studies that 
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quantify the number of adverse drug events associated with illegible prescriptions. The 

data often cited regarding medication errors are based primarily on inpatient hospital and 

long-tenn care facility adverse drug events and include "errors" that are unrelated to 

legibility (e.g., administering a drug to the wrong patient, dispensing the wrong drug); 

some of the errors cited may not result in adverse drug events (e.g., failing to include all 

of the laDel information or the insert). In addition, as discussed below in the Benefits 

section, studies of pharmacy experiences with electronic prescriptions have found that 

there may be an increase in errors with these prescriptions. DBA notes that although 

illegible handwlitten prescriptions are unquestionably a problem, in most cases the 

pharmacists resolve the problem by calling the practitioner to clarify the prescription 

rather than risk dispensing the wrong drug. 

Comments. A pharmacy organization asserted that unless there is a compelling 

law enforcement need, DBA must eliminate provisions that increase the burden and costs 

on prescribers and pharmacies. The COlmnenter claimed that these burdens and costs will 

fall disproportionately on independent, rural and small primary care and physician 

practices, pharmacies and health care facilities and programs. State pharmacy 

associations stated that DBA should perform an economic analysis that details the 

fmancial impact on safety-net clinics using appropriate metrics (net revenue) and actual 

fees, and that DBA should consider options that reduce these identified costs. One 

organization indicated that the analysis did not adequately address the cost of storage, 

. technology, staff resources, and oversight. 

DBA Response. DBA disagrees that the costs fall disproportionately on small or 

rural practices. Most of the costs of the rule will be borne by practitioners, to obtain 
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(~, identity proofing, and the application providers. DBA has revised the process for identity 

proofing to reduce the burden on rural practitioners. The primary cost will be to 

complete an application for a credential or digital certificate and to pay for the credentiaL 

The frequency with which a practitioner must do this will be determined by the credential 

service provider or certification authority. 

Although the application providers will have to recover their costs from their 

customers, the incremental costs for any single customer will be low, particularly when 

compared to the cost of an electronic health record application. DBA has revised the rule 

to reduce the costs to application providers by both lengthening the time between 

audits/certifications and allowing them to substitute certification by an approved 

organization, where one exists, for a third-party audit. Because the American Recovery 

and Reinvestment Act requires that an application be certified before a practitioner will 

be eligible for an incentive payment, it is reasonable to assume that all electronic 

prescription application providers will be seeking certification and incurring those costs 

regardless of DBA's rules. On the pharmacy application side, the third-party audit will 

only need to address compliance with DBA's requirements, most of which existing 

pharmacy applications already meet. 

DBA has removed the requirement for offsite storage. As for the costs for 

technology, staff resources, and oversight, these apply to acquisition of the application, 

not to DBA's requirements. DBA is not requiring any registrant to issue or accept 

electronic prescriptions for controlled substances. Any registrant that purchases an 

application will incur these costs whether they use the application for controlled 

substance prescriptions or not. 

( , 
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Comments. An organization representing dentists stated that the number of 

dentists used in the calculations in the economic analysis was high; the commenter noted 

thatthe Bureau of Labor Statistics lists 161,000 dentists as opposed to DBA's estimate of 

170,969. The commenter also asserted that DBA did not include potential practitioner 

reprogramming cost(s) in this figure. The commenter believed that the addition of any 

reprogramming costs will make this figure much greater and create additional burden for 

practicing dentists who wish to transmit prescriptions for controlled substances 

electronically. 

DBA Response. In the interim final Economic Impact Analysis, DBA used the 

organization's-estimate for the number of dentists, adjusted to account for growth. DEA 

has estimated the cost for reprogramming, but notes that this will be done by the 

application provider, not at the practice level. Unless an individual practice decides to 

implement biometrics as part of their two-factor authentication credentials, there should 

not be additional hardware or software needed; the software needed to use a biometric 

can be relatively inexpensive. DEA expects that there will be considerable variation in 

the extent of reprogramming an application provider needs to do based on the degree to 

which an application ah-eady meets the requirements being implemented in this rule. 

Application providers, however, routinely reprogram their software to add new features, 

upgrade functions, and fix problems. Reprogramming to meet the interim final rule is 

likely to occur as part of this routine process. 

Comments. A phannacy organization asserted that the cost of dispensing for the 

average independent community phalmacy is already high. The commenter believed that 

the regulation would necessitate the purchase of new technology, generating more reports 
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at the end of the day, and then storing those corresponding reports for five years. The 

commenter claimed that these processes will only add to the monetary costs and time 

constraints that pharmacists have to abide by to responsibly consult with and serve their 

patients. The commenter asserted that such gains from electronic prescribing are 

relatively minimal when compared to such costs, considering that independent 

community pharmacies already connected for electronic prescribing only receive around 

2 percent of their prescriptions through such technology. 

DBA Response. DBA is not requiring any phannacy to accept electronic 

prescriptions for controlled substances. Based on industry comments, the existing 

pharmacy applications already have most, ifnot all, of the functions that DBA is 

requiring. It is unlikely, therefore, that any pharmacy will have to replace its existing 

application. Where additional functionality is needed, it can be added as an upgrade or 

patch, as occurs routinely with most widely used software applications. The only reports 

that will be generated are on security incidents, which should be rare events. Pharmacies 

should not have daily reports to review. DBA has revised the record retention period to 

two years. DBA also notes that in allowing electronic prescriptions, it is relieving 

phannacies of the burden of storing paper prescriptions. 

Comments. A pharmacy organization asserted that costs of several cents per 

prescription will be significant to some pharmacies. 

DBA Response. DBA estimates that the average cost of the rule will be less than 

one cent per controlled substance prescription, which as some commenters noted is far 

less than the $0.30 per prescription fee some commenters stated they are paying 

intermediaries. 
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COlmnents. A healthcare system stated that PDAs may not be able to function as 

tokens and thumb drives would require software changes and take too much time to 

connect. The commenter believed that other solutions would be more expensive. The 

commenter also noted that mid-level practitioners would be likely to use the same kind of 

tokens as practitioners, which differed from the assumptions DEA made in its initial 

analysis. That commenter and a second healthcare system also stated that the initial 

Economic Impact Analysis did not include staff time for audits. 

DEA Response. DEA has not included PDAs in its cost analysis of the interim 

final rule although some practitioners may use them. The range of possible tokens is 

considerable and the costs associated with them wide. For example, one-time-password 

(OTP) devices are slightly more expensive than smart cards or tap-and-go cards, but do 

not require a separate reader. Where readers are needed, they may exist on keyboards, or 

can be separate devices. Because it has no basis for estimating how many computers 

would need readers, DEA has based its cost estimates on OTP devices, recognizing that 

practices may find other options more suitable. 

DEA has not estim::tted staff time for application providers for audits in part 

because the interim final rule limits the audit to detemlining whether the application 

meets DEA's requirements. An auditor will usually make this detennination by testing 

the application, which will not involve provider staff time. In addition, DEAassumes-

that once a certification organization is ready to make this detennination as part of its 

certification process, application providers will not need audits. They will obtain the 

certification for reasons other than compliance with DEA rules. 
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Comments. An application provider stated that financial incentives may speed 

adoption more quickly than assumed in the initial Economic Impact Analysis. It further 

stated that the average salary of a primary care physician is $104,000, but provided no 

sourcing for this assertion. 

DEA Response. DEA has increased (i.e., shortened) the implementation rate to 

account for the financial incentives that may be available to practitioners. According to 

the Bureau of Labor Statistics the average salary rate for a physician in family practice is 

$167,970 (May of2008). Some hospital-based physicians have lower salary rates, but 

their costs are likely to be borne by the institutional practitioner. 

Comments. An application provider estimated that cost per unit for two-factor 

authentication at $329 to $349, comprising a hand-held reader at $300, a desktop reader 

at $20, and a smart card ($29). The commenter estimated support costs between $300 to 

$400 a year per prescriber to deal with malfunctions. The commenter asserted that it 

would take 3 to 7 days to replace the smart card. The commenter further indicated that its 

current support metrics indicate 7 trouble tickets per year per prescriber, 10 percent of 

which require an office visit. The COlmnenter claimed that the average prescriber writes 

six controlled substance prescriptions a week and would not pay as much as DEA 

indicated the costs would be to write controlled substances prescriptions electronically. It 

noted that these costs would disproportionately burden stand-alone electronic prescription 

applications because they represent a higher proportion of the annual fee. The 

commenter indicated that the first year cost of $629-749 would be a 35 percent increase 

in the $2000 first year fee. Subsequent year costs ($300-400) would be a 58% increase in 

the $600 charge. The costs represent a much smaller percentage ofEHR costs. The 

() 
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commenter asserted that these co~ts would deter practitioners from adopting electronic 

prescribing. 

DBA Response. DEA notes that most of the costs the commenter estimated relate 

to ·a hand-held reader, but the COlmnenter failed to explain why this was needed. It also 

failed to explain why the smart card would cost so much, when many are available for a 

tenth the amount listed, and why it would take days to replace the card. If the practitioner 

acquires the card locally, then registers or activates the credential, replacement would 

take little time. The commenter appears to be incuni.ng the suppOli costs for problems 

already. It is unclear to DEA, based on the commenter's comments, why the commenter 

believes this would change or increase. Under the interim final rule, the application 

provider is not involved in providing the authentication credential. If its application has 

problems after it has been programmed, that is not a cost that accrues to the interim final 

rule. DEA recognizes that any incremental costs will represent a higher proportion of the 

annual fee for stand-alone electronic prescription applications. DEA notes, however, 

that the Federal incentive payments available under the Ameli.can Recovery and 

Reinvestment Act are for ERR applications, not electronic prescription applications. It is 

likely, therefore, that the trend toward ERRs rather than stand-alone electronic 

prescription applications will accelerate. 

The Interim Final Rule Analysis 

DEA has detell.nined that this interim final rule is an economically significant 

regulatory action; therefore, DEA has conducted an analysis of the options. The 

following sections summarize the economic analysis conducted in support of this rule. 

DEA is seeking further comments on the assumptions used in this revised economic 
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analysis and is especially interested in any data or infonnation that commenters can 

provide that would reduce the many uncertainties in the estimates as discussed below and 

improve the options considered in the analysis of a [mal rule. 

Options Considered 

DEA considered three options for the electronic prescribing of controlled 

substances: 

Option 1: The interim [mal rule as described in this preamble. 

Option 2: The interim final rule with the requirement that one of the factors used 

to authenticate to the application must be a biometric. 

Option 3: No additional requirements for electronic prescription or phannacy 

applications, but a callback for each controlled substance electronic prescription. 

Universe of Affected Entities 

The entities directly affected by this rule are the following: 

• DEA individual practitioner registrants who issue controlled substance 

prescriptions or individual practitioners who are exempt from registration and 

who are authorized to issue controlled substance prescriptions under an 

institutional practitioner's registration. 

• Hospitals and clinics where practitioners may issue controlled substance 

prescriptions. 

• Phannacies 

In addition, application providers are indirectly affected because their applications 

must meet DBA's requirements before a registrant may use them to create or process 

controlled substance prescriptions. The practitioners who prescribe controlled substances 
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are primarily physicians, dentists, and mid-level practitioners. Hospitals and clinics will 

be affected if practitioners working for or affiliated with the hospital or clinic use the 

institutional practitioner's application to issue prescriptions for persons leaving the 

institution (inpatient medical orders are'not subject to these rules). Several thousand 

institutional practitioner registrants (e.g., prisons, jails, veterinarians, medical practices, 

and Federal facilities) are not included either because they are unlikely to have staff. 

issuing prescriptions, are ah'eady counted in the practitioner total, or, in the case of 

Federal facilities, already comply with more stringent standards. Table 4 presents the 

estimates of entities directly affected and estimated growth rates, which are based on 

recent trends. As the number of hospitals and retail pharmacies have been declining, 

DBA did not project growth (or decline) for these sectors. 

Table 4: Universe of Directly Affected Entities 

In Officesl 
Growth Rate 

In Hospitals 
328,772 Physicians 2.1 percent* 169,337 
82,579 

Mid-levels 2.2 percent 
48,841 
171,328 

Dentists 1.3 percent 
N/A 

582,729 
Total Practitioner 1.9 percent 

218,178 
Hospitals and DEA assumes no 

12,412 
Clinics future Qrowth. 

DEA assumes no 
Pharmacies 65,421 

future growth. 

* This rate does not include physicians in hospitals. 

The number of application providers is based on the number of providers 

cun-ently certified by SureScripts/RxHub or CCHIT. For practitioners, that number is 

about 170, which DBA assumes will increase to 200 by the third year and then begin 

declining. Phannacy application providers are estimated to be about 40; the actual 
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number is lower l;mt DEA increased the number to account for pharmacy chains that may 

have developed their own applications. 

The number of controlled substance prescriptions written is relevant to the 

estimate of cost-savings. DEA estimates the number of prescriptions based on the 

assumption that the percentage of controlled substance prescriptions in the top 200 brand 

name and top 200 generic drug prescriptions is the same as it is for the remainder of the 

prescriptions.41 According to data from SDIIV erispan, in 2008, controlled substances 

represented about 12 percent of prescriptions for the top 400 drugs.42 IMS Health data 

reported a total of 3.8431 billion prescriptions in 2008.43 Based on these data, DEA 

estimates that, with a three percent growth rate for prescriptions, there will be about 475 

million controlled substance prescriptions in Year 1 of the analysis. IMS Health data 

indicate that about 86 percent of prescriptions are filled at retail outlets, which is relevant 

to estimating public wait time as long-tenn care prescriptions and mail order 

prescriptions will not be affected. Previous DEA analysis has indicated that 75 percent of 

controlled substance prescriptions are original prescriptions or 356 million prescriptions 

in Year 1. DEA has previously estimated that about 19 percent of prescriptions are 

cun-ently faxed or phoned into pharmacies. Applying both the 86 percent and 19 percent 

to the number of original prescriptions results in an estimate of 247 million prescriptions 

that may have reduced public wait time as electronic prescliptions for controlled 

substances is implemented. 

Unit Costs 

41 The top 400 drugs represent about 87% of all prescriptions dispensed at retail. 
42 See www.dtmrtopics.com for the top 200 generic and top 200 brand name drugs. 
43 See www.imshealth.com. IMS Health data are used for total prescriptions because the data include 
prescriptions for long-term care and mail order. 
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For the interim fmal Economic Impact Analysis, DEA based all labor costs on 

May 2008 BLS data, inflated to 2009 dollars and loaded with fringe and overhead. Using 
. I 

BLS data provides a consistent source of data. For the NPRlv1, DEA used other estimates 

for physician and dentist costs, but these were based on salary surveys that may be 

weighted toward larger practices and were not clearly wage as opposed to compensation 

figures. The effect of the change is to lower the wage rates for these practitioners. 

Practitioners will have to complete an application to apply for identity proofing 

and a credential. As these applications generally ask for standard information that 

practitioners will be able to fill in without needing to collect documents that they would 

not can-y with them (e.g., credit cards, driver's licenses), DEA estimates that it will take 

them 10 minutes to complete the form. Credential providers generally require 

subscribers to renew the credential periodically. This renewal can take the fonn of an e-

mail request that is signed with the credential. To be conservative, DEA estimates that it . 

will take 5 minutes to renew. 

For hospitals and clinics, DEA estimates that practitioners and someone at the 

credentialing office will spend 2 minutes to verify the identity document presented. 

Practitioners ·are assumed to take 30 minutes total for this process because they will need 

to go to the credentialing office. This review will occur only when the hospital or clinic 

first implements controlled substance electronic prescribing and will involve only those 

practitioners that ah'eady work at or have privileges at the hospital or clinic. All 

practitioners that are hired or gain privileges later will have this step done as part of their 

regular initial credentialing. 
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Prior to granting access, someone at each office must verify that each practitioner 

has a valid DEA registration and State authorization to practice and, where applicable, 

dispense controlled substances. As this requires nothing more than checking the 

expiration dates of these documents, which are often visibly displayed, DEA estimates 

that this will take an average of one minute. In small practices, which are the majority of 

offices, it may take no time because the registrant will be one of the people granting 

access and the status of every registrant will be known. Checking registrations and State 

authorizations is done as part of credentialing at hospitals and clinics and is, therefore, 

not a cost of the rule. Similarly, once the rule is implemented at offices, it should not be 

a cost because credentials should be checked before a person is hired. 

Prior to granting access, those who will be given this responsibility will need to 

be trained to do so. DEA estimates the time at one hour per person at practices. This 

estimate may be high, particularly for smaller offices. It may also be the case that in 

some larger practices, people already perform this task for other reasons and training may 

be unnecessary. Because it is likely that in larger pharmacies, access controls are already 

being set, DEA estimates that the training time will be five minutes. 

DEA estimates that it will take, on average, five minutes to enter the data to grant 

access for the first time at a practice or a phannacy. The approval of the data entry is 

estimated to take one minute. The actual approval may take only a few seconds, but the 

approver may take time away from some other work, but would presumably do it when 

using the computer for other tasks. 

DEA has not estimated the cost of setting logical access controls at hospitals 

because hospital applications should already do this. The CCHIT criteria for in-patient 
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applications include logical access controls; the HL 7 standard used by most hospitals 

includes logical access controls. In addition, an application used by as many different 

departments as exist at hospitals necessarily'will impose limits on who can carry out 

certain functions. Consequently, DEA's requirements should not entail any actions not 

already being perfonned. 

Auditable events reported on security incident logs should be rare' once the 

application has been implemented and staff understand their permission levels. Because 

of the size of hospitals and clinics and the volume of controlled substance prescriptions at 

pharmacies, DEA estimates that each of them will review security incident logs monthly; 

DBA estimates that the review will take hospitals ten minutes per month and pharmacies 

five minutes per month: Because of the smaller size of private practices and the much 

lower volume of controlled substance prescriptions issued, DEA estimates that a review 

will be needed only once a quarter. The review time remains at 5 minutes. 

DBA estimates that reprogramming for electronic prescription applications will 

take, on average, 2,000 hours, an estimate based on industry infonnation obtained during 

the development of DE A's Controlled Substances Ordering System rule. 44 The 

requirements for pharmacy applications are simpler and include functionalities that the 

industry has indicated it already has, so DEA assumes an average of 1,000 hours of 

reprogramming for phannacy applications. 

To estimate the cost of obtaining identity proofmg from a credential service 

provider, DEA used the fee SAFE BioPhanna charges for a three-year digital certificate 

44 "Electronic Orders for Controlled Substances" 70 FR 16901, April 1, 2005; Economic Impact Analysis 
of the Electronic Orders Rule available at 
http://www .D EAdiversion. usdoj .gov/fed _regs/rules/2005/index.htrnl 
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and a hard token using remote identity proofing ($110). This figure may be high because 

it assumes a medium rather than the basic assurance level that DEA is requiring. Based 

on standard industry practice for digital certificates, DEA estimates that the credential 

will need to be renewed every three years, but that a complete reapplication will not be 

required until the ninth year. These assumptions are based on the standards incorporated 

in the Federal PKI Policy Authority Common Policy. The cost for the three-year renewal 

is estimated to be $35.00, which is what SAFE charges for a three-year digital certificate 

at the basic assurance level. Hospitals and clinics are assumed to use or adapt their 

existing access cards to store the credential and, therefore, incur no additional costs for 

the credential. 

In the initial years, application providers may have to obtain a third-party audit to 

determine whether the application meets the requirements of the rule. DEA estimates the 

cost ofthis audit at $15,000. This estimated cost is about 50 percent of the application 

fee for CCHIT testing and certification of a full ambulatory electronic health record 

application ($29,000). DEA chose to use the CCHIT fees as a basis because the interim 

final rule narrows the scope of the third-party audit and allows a larger number of 

auditors to conduct the audit. The higher cost estimates in the NPRM were based on 

obtaining particular types of audits and having the audits cover functions that will not be 

subject to auditing for installed applications. In addition, the one commenter that already 

obtained the third-party audits specified in the NPRM stated that the costs were much 

lower than DEA had estimated. DEA estimates that within five years, all electronic 

prescription application providers will obtain certification from an approved certification 
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organization; because the providers already seek these certifications for other reasons, the 

cost of continuing to obtain certifications will not accrue to the rule after that point. 

Table 5 presents the unit costs for both labor-based costs and fees. 

Table 5: Unit Costs 

Requirement Item, or labor, required. Unit Cost 

Non-Labor Costs 
Identity proofing and Remote identity proofing and downloadable 

$110.00 
credential code for registrant (includes hard token). 

Three-year renewal $35.00 
Renewal of credential 

Nine-year renewal $110.00 
Certification that application meets DEA 

Initial audit of application $15,000.00 
re~uirements. 

Certification that application still meets DEA 
Reaudit of application $15,000.00 

re~uirements. 

Labor Costs 
Application for identity Registrant must fill out form; 10 minutes 

$28.23 
proofing and credential required. 
Renewal application for Registrant must only fill out parts where 

$14.12 
credential information has changed; 5 minutes needed. 

Requires one minute for a noli-registrant. 
Registration check Physician office-nurse $1.12 

Dental office-dental assistant $0.57 
One hourperf:jerson; one is a registrant 

Access control -training Physician plus nurse $259.35 
(practice office) Mid-level2lus nurse $151.49 

Dentist2lus dental assistant $201.01 
Requires one minute for registrant, five minutes 
for non-reJJistrant (nurse) 

Access control-granting Physicianplus nurse $8.66 
(practice office) 

Mid-level2lus nurse $7.00 
Dentist plus dental assistant $5.64 

Access control-training 
Requires five minutes for pharmacy technician $2.33 

(pharmacy) 
Access control-granting 

Requires five minutes for pharmacy technician $2.33 
(pharmacy) 
Review of security logs Requires five minutes per quarter; 20 minutes 

$22.39 
(practice office) per year for nurse. 
Review of security logs Requires five minutes per quarter; 20 minutes 

$11.43 
(pharma91 per year for pharmacy tech. 
Review of security logs Requires ten minutes per month per year for 

$136.64 
(hospitaD system administrator. 

Requires two minutes for HR person AND $1.20 
ID check, face to face 

30 minutes per hospital practitioner OR $55.22 
(hospital only) 

30 minutes per private physician. $96.08 
Reprogramming applications Requires 2,000 hours of application provider 

$184,197 
for practices engineer's time. 
Reprogramming pharmacy Requires 1,000 hours of application provider $92,099 
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Requirement Item, or labor, required. Unit Cost 

applications enQineer's time. 

Total Costs 

To proceed from unit costs to total costs, it is necessary to establish the frequency 

of occurrence of cost items and the distribution of those occurrences, and thus of costs, 

over time. DEA assumes that all application providers will reprogram their applications 

in the first year and that after the fifth year they will be able to substitute certification for 

the third-party audit. DEA assumes that pharmacies will be able to accept electronic 

prescriptions in the first year and set initial access controls in that year, but that they will 

incur ongoing costs for checking security incident logs. Hospitals and clinics are 

assumed to adopt applications within five years; identity proofing costs occur only in the 

first year of adoption. Practitioners are assumed to adopt electronic prescribing over 

seven years; after that point implementation for practitioners basically covers new 

practitioners and offices as well as ongoing costs. Practitioners incur ongoing costs for 

renewal of the credential, reviewing security incident logs, and adding new staff to the 

access list. DEA estimates costs for 15 years. Table 6 presents the implementation rate 

for practitioners. 

Table 6: Implementation Rates for Practitioners 

(, ) 

Implementation Cumulative 
Rate (percenta~e) Percenta~e 

YEAR 1 6.0 6.0 
YEAR 2 10.0 16.0 
YEAR 3 20.0 36.0 
YEAR 4 20.0 56.0 
YEAR 5 20.0 76.0 
YEAR 6 10.0 86.0 
YEAR 7 5.0 91.0 
YEAR 8 2.0 93.0 
YEAR 9 1.0 94.0 
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Implementation Cumulative 
Rate (percentage) Percentage 

YEAR 10 1.0 95.0 
YEAR 11 1.0 96.0 
YEAR 12 1.0 97.0 
YEAR 13 1.0 98.0 
YEAR 14 1.0 99.0 
YEAR 15 1.0 100.0 

Total costs are calculated by multiplying the unit cost for an item or activity by 

the number of entities that will incur the cost in each year. Tables 7 and 8 present the 

Option 1 annualized costs by item and regulated entity at both a 7 percent and 3 percent 

discount rate. 

Table 7: Option 1 Annualized Costs by Item and by Sector--7.0 percent 

Practitioners' Application 
Offices Hospitals Pharmacies Providers Totals 

Credential $14,669,488 $14,669,488 
Credential application $3,844,882 $3,844,882 

Registration check $30,405 $30,405 
Granting access $303,086 $16,702 $319,838 

Training for granting $7,147,886 $50,255 $7,198,142 
Review security logs $4,248,868 $1,524,079 $1,959,040 $7,731,986 

10 verifiCation $4,717,580 $4,717,580 
Reprogram 

$3,842,530 $3,842,530 applications 
Obtain certification $391,021 $391,021 

Audit of applications $583,957 $583,957 

Totals $30,244,615 $6,241,658 $2,026,046 $4,817,509 $43,329,829 

Table 8: Option 1 Annualized Costs by Item and by Sector--3.0 percent 

Practitioners' Application 
Offices Hospitals Pharmacies Providers Totals 

Credential $14,761,504 $14,761,504 
Credential application $3,817,785 $3,817,785 

Registration check $27,259 $27,259 
Granting access $281,572 $12,781 $294,353 

Training for granting $6,315,405 $38,342 $6,353,747 
Review security logs $4,399,243 $1,518,215 $1,885,804 $7,803,262 

ID verification' $3,834,522 $3,834,522 
Reprogram $3,842,530 $3,842,530 
applications 

Obtain certification $393,356 $393,356 
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Practitioners' Application 
Offices Hospitals Pharmacies Providers Totals 

Audit of applications $650,592 $650,592 

Totals $29,602,769 $5,352,737 $1,936,927 $4,886,478 $41,778,910 

Option 2 

Option 2 is the same as Option 1, except that the two-factor authentication 

credential requires a biometric identifier and a hard token. Passwords would not be 

permitted as an authentication factor. The cost items are: 

• Biometric readers for practitioners' offices, hospitals, and clinics 

• Software packages for practitioners' offices and clinics 

• Reprogramming of applications for hospitals 

A biometric reader would be needed for every practitioner's computer. DEA 

estimates that hospitals would need one for every 15 beds, and each clinic would need an 

average of two readers. Based on American Hospital Association data, DEA estimates 

the number of community hospital beds to be 802,658. The number of clinics is 

estimated to be 7,485. There are 20 firms providing applications to hospitals, and their 

number is not expected to change.45 All of these firms would reprogram their 

applications in YEAR 1. Costs of readers and software packages would be incurred as 

hospitals and clinics adopt electronic prescriptions for controlled substances. Hospital 

beds and clinics are phased in as shown in Table 9. 

Table 9: Phase-in of Hospital Beds and Clinics 

Beds Clinics 
YEAR 1 200,665 1,871 
YEAR 2 200,665 1,871 

45 The estimate is based on the number of application providers that have obtained CCRIT certification for 
inpatient ERRs. 
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Beds Clinics 
YEAR 3 160,532 1,497 
YEAR 4 160,532 1,497 
YEAR 5 80,266 749 

There are no costs for hospitals and clinics after YEAR 5: All reprogramming 

costs are in YEAR 1. Costs for practitioners' offices and registrants extend over 15 years 

following the projected start-up of electronic prescriptions for controlled substances in 

practitioners' offices and number of registrants in practitioners' offices starting electronic 

prescriptions for controlled substances. 

A biometric reader that meets the requirements costs $114.00.46 The software 

package for clinics and offices is $86.00. Reprogramming of applications for hospitals 

would require 200 hours for an application provider's engineer at $92.10 per hour. Cost 

is $18,420 per application provider. Table 10 presents the annualized costs of adding the 

biometric. 

Table 10: Cost of Option 2 

7.0~ercent 3.0 percent 
YEAR 1 $8,037,011 $8,037,011 
YEAR 2 $10,862,145 $11,283,976 
YEAR 3 $18,424,735 $19,883,569 
YEAR 4 $17,750,891 $19,900,309 
YEAR 5 $16,454,640 $19,163,490 
YEAR 6 $8,085,656 $9,782,458 
YEAR 7 $4,387,114 $5,513,892 
YEAR 8 $2,278,677 $2,975,149 
YEAR 9 $1,570,416 $2,130,037 
YEAR 10 $1,502,772 $2,117,445 
YEAR 11 $1,437,996 $2,104,861 
YEAR 12 $1,375,970 $2,092,286 
YEAR 13 $1,316,578 $2,079,722 
YEAR 14 $1,259,712 $2,067,171 
YEAR 15 $1,205,265 $2,054,634 

Total $95,949,579 $111,186,009 

46 Based on the cost of BioTouch 500, which is a separate reader. Where the reader is part of a keyboard, 
the bundled reader and software is available for $200. The software cost was derived from this price. 
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7.0 percent 3.0 percent 
Annualized $10,534,748 $9,313,672 

Annualized plus Option 1 $53,864,576 $51,092,582 

The cost of the biometrics requirement is additive to the interim final rule cost, 

since no other requirements are eliminated. 

Option 3 

Under this option the security requirements of the interim final rule are set aside 

and sole reliance for security is placed on a requirement that, on receipt of an electronic 

prescription for a controlled substance, a pharmacy must call the practitioner's office for 

verification of the prescription. For the sake of simplicity, DBA has not included in this 

option estimates of the time that will be required to reprogram existing applications to 

conform to the basic information included on every controlled substance prescription. 

DBA has no basis for determining how many existing applications do not include or do 

not transmit all of this infonnation. Similarly, there may be some phannacy applications 

that will require reprogramming to incorporate the requirements for annotations. The 

costs of reprogramming, however, will be relatively small compared with the primary 

cost of this option. 

The cost of this option depends on the number of prescriptions to be verified. 

There were 461,172,000 controlled substance prescriptions in 2008.47 Annual growth 

rate has been 3.0 percent. Therefore, DBA expects 475,007,160 prescriptions in YEAR 1 

and growth thereafter at 3.0 percent annually. Of these prescriptions, 75.0 percent will be 

original prescriptions, requiring verification if electronic; the remainder are refills that are 

47 In 2008, controlled substances represented 12.15% of the top 400 brand name and generic drugs sold at 
retail. The estimated number of controlled substance prescriptions is based on the assumption that 12% of 
all prescriptions (3.8431 billion according to IMS Health data) are for controlled substances. 
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authorized on the original prescription and require no contact between the phannacy and 

practitioner. 

Industry estimates indicate that 30 percent of original prescriptions generate 

callbacks to deal with formulary issues, requests to change to generic forms of the 

prescribed drug, illegibility, and other problems. Based on data from a 2004 Medical 

Group Management Association survey, 34 percent of callbacks on original prescriptions 

were for formulary issues, 31 percent were about generic drugs, and 35 percent were on 

other issues.48 The callback rate for controlled substance prescriptions is likely to be 

lower than 30 percent becau,se more than 85 percent of controlled substance prescriptions 

are for generic drugs. Adjusting for a lower number of calls related to generic drugs, 

DBA estimates that currently 22 percent of controlled substance prescliptions require 

callbacks. The callback option applies only to new calls that would need to be placed, or 

78 percent ofthe original prescriptions: 277,879,189 (0.78 x 0.75 x 475,007,160). For 

the 22 percent of prescriptions that already require callbacks, the conflrmation would 

simply be part of a call that is being made anyway and, therefore, is not an additional 

cost. The number of electronic prescriptions each year requiring calls will be detennined 

by the rate of adoption of electronic prescriptions for controlled substances. Because 

these are callbacks simply to conflnn the legitimacy of the prescription, DBA assumes 

that each call would require three minutes of a pharmacy technician's time, tlu"ee minutes 

of a medical assistant's time, and one minute of the practitioner's time. Table 11 presents 

the present value and annualized costs of Option 3. 

Table 11: Present Value and Annualized Cost Option 3 

48 http://www.mgma.comIW orkAreaIDownloadAsset.aspx?id= 19248, accessed 08/06/09. 

246 



('" \ j 
7.0 percent 3.0 percent 

YEAR 1 $100,904,733 $100,904,733 
YEAR 2 $259,020,250 $269,079,289 
YEAR 3 $561,008,812 . $605,428,399 
YEAR 4 $840,056,809 $941,777,510 
YEAR 5 $1,097,457,393 $1,278,126,621 
YEAR 6 $1,195,435,021 $1,446,301,176 
YEAR 7 $1,217,649,690 $1,530,388,454 
YEAR 8 $1,197,891,176 $1,564,023,365 
YEAR 9 $1,165,509,232 $1,580,840,821 . 
YEAR 10 $1,133,874,313 $1,597,658,276 
YEAR 11 $1,102,975,819 $1,614,475,732 
YEAR 12 $1,072,802,902 $1,631,293,187 
YEAR 13 $1,043,344,493 $1,648,110,643 
YEAR 14 $1,014,589,338 $1,664,928,098 
YEAR 15 $986,526,025 $1,681,745,554 

Total $13,989,046,006 $19,155,081,859 
Annualized $1,535 922,056 $1,604,555,706 

Table 12: Total Annualized Costs of Options 

17.0 percent 1 3.0 percent 
1 1 

Option 1 $43,329,829 $41,778,910 

Option 2 - Required Use of Biometrics $53,864,576 $51,092,582 

Option 3 - Callbacks $1,535,922,056 $1,604,555,706 

Benefits 

Electronic prescriptions are widely expected to reduce errors in medication 

dispensing because they will eliminate illegible written prescriptions and misunderstood 

oral prescriptions. They are also expected to reduce the number of callbacks from 

pharmacy to practitioner to address legibility, formulary, and contraindication issues. 

Electronic prescriptions may also reduce processing time at the pharmacy and wait time 

for patients. These benefits are likely to be mitigated to some extent. As a Rand study 

suggested, practitioners may fail to review the prescription and notice errors that occur 

when the wrong item is selected from one or more drop-down menus; pharmacists may 
( 
\.,-) 
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be less likely to question a legible electronic prescription.49 The fornmlary and 

contraindication checks are functions that practitioners sometimes disable because they 

do not work as they should or take too much time. 50 In addition, recent studies indicate 

that electronic prescriptions sometimes are missing information, particularly directions 

for use and dosing elTors. 51 
52 Nonetheless, electronic prescrip'tions may provide benefits 

in avoided medication elTors, reduced processing time, and reduced callbacks. These 

benefits of electronic prescriptions are not directly attributable to this rule because they 

accrue to electronic prescribing, not the incremental changes being required in this rule. 

DEA has quantified three types of benefits: reduced !lumber of callbacks to 

clarify prescriptions, the reduction in wait time for patients picking up prescriptions, and 

the cost-savings pharmacies will realize from eliminating storage of paper records. One 

of the greatest burdens in the paper system is the need for callbacks to clarify 

prescriptions. Clarifications and changes may be required for several reasons: the 

prescription is not legible; required information is not included on the prescription; the 

prescribed dosage unit does not exist; the particular ,medication is not approved by the 

patient's health insurance; and the drug presclibed is contraindicated because it reacts 

with other medications the patient is taking or because it negatively affects other 

conditions from which the patient suffers. Each callback involves the phannacy staff and 

one or more staff at the practitioner's office, often including the practitioner. Electronic 

49 Bell, D.S. et aI., "Recommendations for Comparing Electronic Prescribing Systems: Results of An 
Expert Consensus Process," Health Affairs, May 25, 2004, W4-305-317. 
50 Grossman, 1M. et aI., "Physicians' Experiences Using Commercial E-Prescribing Systems," Health 
Affairs, 26, no. 3 (2007), w393-w404. 
51 Warholale, T.L. and M.T. Rupp. "Analysis of community chain pharmacists' interventions on electronic 
prescriptions." Journal of American Pharm Association, 2009, Jan-Feb; 49(1): 59-64. 
52 Astrand, B. et aI., "Assessment of ePrescription Quality: an observational study at three mail order 
pharmacies." BMC Med Inform Decis Male, 2009 Jan 26; 9:8. 
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prescriptions will eliminate illegible prescriptions and could eliminate those with missing 

information or unavailable dosage units or forms. The recent studies cited above indicate 

that at least some prescription applications do not prevent practitioners from transmitting 

electronic prescriptions that are incomplete. At present, the field .for directions for use in 

the NCPDP SCRIPT has not been standardized; when it is, the issues cited in the studies 

related to these directions may be resolved. Whether formulary and contraindication 

callbacks are eliminated will depend on the functions of the electronic prescription 

applications and the accuracy of the drug databases that they use. 

The public is also affected by the current system. For the majority of controlled 

substance prescriptions, the patient (or someone acting for the patient) presents a paper 

prescription to the pharmacy and then waits for the pharmacy to fill it. The time between 

the point when the prescription is handed to the pharmacist and the point when it is ready 

for pick-up is a cost to the public. 

The percentage of callbacks that will be eliminated by electronic prescribing is 

unclear. The Centers for Medicare and Medicaid Services, in its November 16, 2007, 

proposed rule on formulary and generic transactions, estimated a 25 percent reduction in . 

53 time spent oncallbacks. DBA similarly assumes that callbacks will be reduced by 25 

percent. For,these callbacks, which require more effort than the simple confinnation 

required for Option 3, DBA used the time estimates from the MGMA survey (6.9 minutes 

of staff time per call and 4.2 minutes of practitioner time).54 Assuming that electronic 

controlled substance prescriptions phase in over 15 years, as described above, the 

53 72 FR 64900, November 16,2007. 
54 http://www.mgma.com/W orkAreaIDownloadAsset.aspx?id= 19248, accessed 08/06/09. 
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annualized time-saving for eliminating 25 percent of these callbacks would be $420 

million (at 7% discount) or $439 million (at 3% discount). 

Electronic prescriptions could also reduce the patient's wait time at the pharmacy. 

The number of original c.ontrolled substance prescriptions that could require public wait 

time is based on the estimated number of original prescriptions (approximately 356 

million in 2009), reduced by 19 percent, to account for those prescriptions phoned to the 

phannacy55 plus another 14 percent to remove those that are currently filled by mail order 

phannacies or long-term care facilities. 56 Assuming the average wait time is 15 minutes 

for the 81 percent of original prescliptions that are presented on paper to retail 

pharmacies (not mail order or long-term care prescriptions), if those waiting times are 

eliminated, at the current United States average hourly wage ($20.49), the annualized 

savings over 15 years would be $1 billion (at 7% discount) or $1.03 billion (at 3% 

discount). 

The estimate for public wait time is an upper bound, as such it is not included in 

the primary estimate for the benefits of this interim final rule. It assumes that the 

practitioner will transmit the prescription and that the phalmacist will open the record and 

fill it before the patient anives at the pharmacy. Recent research on electronic 

prescriptions found that 28 percent of electronic prescriptions transmitted were never 

picked up by patients; for painkillers, more than 50 percent were not picked Up.57 If 

phannacies prepared electronic prescriptions before the patient arrives, the pharmacy will 

55 A 1999 Drugtopics.com survey indicated that 36% of all prescriptions were phoned in; because refills are 
usually authorized on the original prescription and do not require second calls, and slightly less than halfof 
prescriptions are refills, the analysis uses 19% for phoned in prescriptions. 
56 Based on IMS Health 2008 channel distribution by U.S. dispensed prescriptions. http://imshealth.com, 
accessed June 16,2009. 
57 Solomon, M., and S.R. Majumdar. "Primary Non-Adherence of Medications: Lifting the Veil on 
Prescription-filling Behavior" Journal of General Internal Medicine, March 2, 2010. 
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have spent time for which it will not be reimbursed if the patient does not pick up the 

prescription and will spend further time returning the drugs to stock and correcting 

records. It is possible, therefore, that pharmacies will not be willing to fill electronic 

prescriptions for controlled substances until they are certain that the patient wants to fill 

the prescription. The primary estimate for public wait time, therefore, is zero. 

Table 13 presents the annualized gross benefits at a 7.0 percent and 3.0 percent 

discount rate. 

Table 13: Annualized Gross Benefits 

7% 3% 

Callbacks Avoided $419,745,516 . $438,502,110 

These benefits are gross rather than net benefits, but it is not possible to compare 

these cost-savings to the costs of the rule or to estimate net benefits. These savings will 

accrue to any electronic prescription application. The only way to assess net benefits is 

to compare them with the costs of the full application and its implementation, not the 

incremental costs of DE A's requirements. 

Pharmacies are required to retain all original controlled substance prescriptions, 

including oral prescriptions that the pharmacist reduces to writing, on paper for two 

years. As electronic prescriptions replace paper records, phannac~es will be able to 

eliminate file cabinets, freeing up space for other uses. The annualized cost of a 

prescription file cabinet is $78.50 ($715 annualized over 15 years at 7%); the cost of the 

floor space is $55.34 per cabinet (2.77 square feet times $20/square feet rental price for 

retail space). The annualized cost-savings for pharmacies are $1.38 million at 7 percent 

and $1.4 million at 3 percent. 
) 
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Other Benefits 

DEA has not attempted to quantify or monetize the benefits of the rule that relate 

to diversion because of a lack of data on the extent of diversion of controlled substances 

through forged or altered prescriptions and alteration of phannacy records. Electronic 

prescriptions for controlled substances will directly affect the following types of 

diversion: 

• Stealing prescription pads or printing them, and writing non-legitimate 

prescriptions. 

• Altering a legitimate prescription to obtain a higher dose or more dosage units 

(e.g., changing a "10" to a "40"). 

• Phoning in non-legitimate prescriptions late in the day when it is difficult for a 

phannacy to complete a confirmation call to the practitioner's office. 

• Altering a prescription record at the pharmacy to hide diversion from phannacy 

stock. 

These are examples of prescription forgery that contribute significantly to the 

overall problem of drug diversion. DEA expects this rule to reduce significantly these 

types of forgeries because only practitioners with secure prescription-writing applications 

will be able to issue electronic prescriptions for controlled substances and because any 

alteration of the prescription at the pharmacy will be discernible from the audit log and a 

comparison ofthe digitally signed records. DEA expects that over tiIl1e, as electronic 

prescribing becomes the nonn, practitioners issuing paper prescliptions for contr·olled 

substances may find that their prescriptions are examined more closely. 
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The Substance Abuse and Mental Health Services Administration (SAMHSA) 

runs the Drug Abuse Warning Network (DAWN), a public health surveillance system 

that monitors drug-related visits to hospital emergency departments and drug-related 

. deaths investigated by medical examiners and coroners. SAMHSA reported that in 2003, 

in six States (Maine, Maryland, New Hampshire, New Mexico, Utah, and Vermont) there 

were 352 deaths from misuse of oxycodone and hydrocodone, both prescription 

controlled substances. SAMHSA data for 2006 show that 195,000 emergency 

department visits involved nonmedical use ofbenzodiazepines (Schedule IV) and 

248,000 involved nonmedical use of opioids (Schedule II and III). Of all visits involving 

nonmedical use of pharmaceuticals, about 224,000 resulted in admission to the hospital; 

about 65,000 ofthose individuals were admitted to critical care units; 1,574 of the visits 

ended with the death of the patient. More thanhalf of the visits involved patients 35 and 

older. Using a value per life of$5.8 million, the costs of the 2003 deaths from misuse of 

prescription controlled substances in the six States is more than $2 billion. 58 The cost of 

the 2006 emergency room visits is above $350 million (at $1,000 per visit), not including 

the cost of further in-patient care for those admitted. These costs are some fraction of the 

total cost to the nation. DEA has no basis for estimating what percentage of these costs 

could be addressed by the rule. If, however, the rule prevents even a small fraction of the 

deaths and emergency care the benefits will far exceed the costs. 

These costs also do not represent all of the costs of drug abuse to society. Drug 

abuse is associated with crime and lost productivity. Crime imposes costs on the victims 

58 The DAWN mortality data from 2005 indicate that almost 4,900 people died with prescription opioids in 
their bloodstream; about 600 were not using any other drug or alcohol. These numbers, however, do not 
indicate how many of the people were using the drugs for nonmedical purposes. 
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as well as on government. DEA does not track infonnation on controlled substance 

prescription drug diversion because enforcement is generally handled by State and local 

authorities. The cost of enforcement is, however, considerable. In 2007, DEA spent 

between $2,700 for a small case and $147,000 for a large diversion case just for the 

primary investigators; adjudication costs and suppOli staff are additional. It is reasonable 

to assume that State and local law enforcement agencies are spending similar sums per 

case. Some cases involve multiple jurisdictions, all of which bear costs for collecting 

data and deposing witnesses. The rule could reduce the number of cases and, therefore, 

reduce the costs to governments at all levels. A reduction in forgeries will also benefit 

practitioners who will be less likely to be at risk of being accused of diverting controlled 

substances and of then having to prove that they were not responsible. 

Adverse drug events that result from medication errors are frequently cited as a 

benefit of electronic prescriptions. Illegible prescriptions and misunderstood oral 

prescriptions can result in the dispensing of the wrong drug, which may cause medical 

problems and, at the very least, fail to provide the treatment a practitioner has detennined 

is necessary. Once a practitioner has access to a patient's complete medication list, 

electronic prescription applications hold the promise of identifying contraindication 

prqblems so that a patient is not prescribed drugs that taken together cause health 

problems or cancel the benefits. Allergy alelis will also warn practitioners of potential 

medication concerns. 

DEA has not attempted to estimate the extent of these benefits for two reasons. 

First, there are few data that indicate the extent of the problem as it relates to 

prescliptions. The data most frequently cited on medication. etTors and adverse drug 
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events (1.5 million preventable adverse drug events) are from two literature reviews 

conducted by the Institute of Medicine. 59 These reviews and the estimate are based on 

studies that looked at medication errors that occur in hospitals, nursing homes, clinics, 

and ambulatory settings. Similarly, a 2008 review of studies found fewer errors with 

electronic medication orders, but at least 24 ofthe 27 studies reviewed covered only 

inpatient medication orders, which DBA does not regulate.6o 
61 Many of the studies cover 

errors that will not be addressed by electronic prescribing, such as inpatient 

administration errors (i.e., either the chart was incorrect or the chart was correct, but the 

wrong drug or dosage was administered or the drug was given to the wrong patient), 

phannacy dispensing errors (i.e., the prescription was correct, but the wrong drug was 

given to the patient), failure to include the dosage or other information on the label, and 

failure to include informational inserts with the dispensed drug. All of these may cause 

adverse drug events, but will not be addressed by electronic prescribing. Other errors, 

such as the practitioner's selection of the wrong dose, wrong drug, or wrong frequency of 

use, mayor may not be addressed by electronic prescribing. DBA has no basis to 

determine what number of adverse drug events could be prevented by the use of an 

electronic prescription application. Although illegible prescriptions have caused adverse 

drug events when the wrong drug or dosage was dispensed, most often phannacies 

contact the practitioner to decipher prescriptions rather than guess at the drug or dosage 

intended. In addition, the assumption that the use of electronic prescription applications 

59 "To Err is Human: Building a Safer Health System," 10M 2000; "Preventing Medication Errors," 10M 
2007. www.nap.edu. 
60 Ammenwerth, E. et al. "The Effect of Electronic Prescribing on Medication Errors and Adverse Drug 
Events: A Systematic Review." Jour. Am. Medical Informatics Assn., June 25, 2008. 
61 Most of the studies label all medical orders as prescriptions, whether they are included on a patient's 
chart in a hospital or LTCF or are written and given to a patient to fill at a pharmacy. 
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will alert practitioners to contraindications and allergies is based on the assumption that 

the patient's medical record will be complete. Although this may be the case when every 

patient has an ERR and all of the applications are interoperable so that a practitioner can 

access pharmacy records, until that time the medical record will be only as complete as 

the patient is willing or able to make it, which will limit the ability of the application to 

alert the practitioner to potential problems. Similarly, until ERRs have databases that 

link drug names to diagnostic codes and dosage units to age and weight, the applications 

will have no way to prevent a practitioner from issuing a prescription with an 

inappropriate drug name or dosage. 

Second, the use of electronic prescription applications . and transmission systems 

may introduce en-ors. Keystroke and data entry en-ors may replace some of the en-ors 

that occur with illegible handwriting. A comment on the proposed 11lle from a State 

pharmacy board indicated that, at least at this early stage of implementation, the 

translation of the electronic data file to the pharmacies has caused data to be placed in the 

wrong fields and, in some cases, in the wrong patient's file. Similarly, a 2006 survey of 

chain phannacy experience with electronic prescribing noted both positive experiences 

(improved clarity and speed) and negative, prescribing en-ors, particularly those with 

wrong drugs or directions.62 

DEA believes that electronic prescribing will reduce the number ofprescliption 

enors, but it has no basis for estimating the scope of the problem or the extent of 

reduction that will occur and the speed at which it will occur. Some of the problems will 

not be solved until ERRs are common and linked; others could be addressed more easily 

62 Rupp, M. T. and T.L. Warholack. "Evaluation of e-prescribing in chain community pharmacy: best
practice recommendations." J. Am. Pharm. Assoc. 2008 May-JUD; 48(3):364-370. 
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by programming applications to require all of the fields to be completed before 

transmission. Even the best system is unlikely to be able to eliminate human errors. 

Uncertainties 

Any economic analysis involves some level of uncertainty about elements of the 

analysis. This is particularly true for this analysis, which must estimate costs for 

implementation of a new technology and project voluntary adoption rates. This section 

discusses the elements that have the greatest level of uncertainty associated with them. 

The American Recovery and Reinvestment Act (Pub. L. 111-5) provides 

incentives for practitioners to adopt electronic health record applications; the incentives 

are scheduled to end after 2016. The analysis assumes that practitioners will adopt 

electronic prescribing by that time; after that point all of the implementation occurs with 

new entrants .. Whether adoption is, in fact, that rapid will depend on a number of factors 

unrelated to this rulemaking. The barriers to adoption continue to be the high cost of the 

applications, which may be greater than the subsidies; the disruption that implementation 

creates in a practice; and uncertainty about the applications themselves.63 The pattern 

with software applications is that a large number of finns enter a market, but the vast 

majority of them fail, leaving a very few dominant providers.64 The health IT market is 

still in the early phases of this process. DEA has no basis for estimating when dominant 

players will emerge. The 7-year implementation period projected may be too 

conservative or too optimistic. 

63 California HealthCare Foundation, Snapshot: The State of Health Information Technology in California, 
2008. 
64 Bergin, T.J., "The Proliferation and Consolidation of Word Processing Software: 1985-1995." IEEE 
Annals of the History of Computing. Volume 28, Issue 4, Oct.-Dec. 2006 Page(s):48 - 63. 
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The time for reprogramming existing applications is estimated to be between 

1,000 hours and 2,000 hours. DEA based the upper estimate on information provided by 

the industry for DBA's rulemaking regarding electronic orders for controlled substances. 

The actual cost to existing application providers is likely to vary widely. Some providers' 

may meet all or virtually all of the requirements and need little reprogramming. Many of 

the requirements are standard practice for software (e.g., logical access controls for 

hospitals) and should need minimal adjustments. Most electronic prescription 

applications appear to present the data DEA will require on prescriptions. Any software 

finn that uses the Internet for any: transaction will have digital signature capability. 

Electronic health record applications must control access to gain Certification 

Commission for Healthcare Information Technology certification. Nonetheless, DEA 

expects that for some existing providers, the requirements may take more than the 

estimated time. The extent to which this requires additional time will also depend on 

whether the changes are incorporated into other updates to the application or are done on 

a different schedule. 

Another uncertainty of application provider costs relates to the third-party audit 

and the time that will elapse before a certification organization is able to certify 

compliance with DEA's requirements. If the Certification Commission for Healthcare 

Infonnation Technology includes DEA's requirements in its criteria, the costs for third

paliy audits may be eliminated sooner than estimated. The interim final rule provides 

more options for obtaining a third-patty audit, which should reduce its cost. DEA has not 

assumed that any organization will celtify pharmacy applications because no organization 
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I~\ currently does so except for detennining whether the phannacy application can read a 

SCRIPT fonnat. 

The single largest cost for practitioners is obtaining identity proofing and an 

authentication credential. DEA used the cost of a three-year digital certificate at a 

medium assurance level from the SAFE BioPhanna Certification Authority for the cost 

estimate. SAFE meets the criteria set in the rule. Other finns that meet the criteria 

provide digital certificates and other credentials for more and for less. The actual cost 

will not be known until the rule is implemented and practitioners and providers decide on 

the type of credential they will use. Some COlmnenters on the proposed rule stated that 

remote identity proofing, which is allowable, can be done very quickly, which could 

lower the cost. The finns providing the service, however, may impose other 

requirements beyond those of DEA, which could increase the cost. 

There will.also be costs associated with lost or compromised credentials. DEA 

has not attempted to estimate those costs because the frequency with which this will 

occur and the requirements that credential providers will impose is not known. Some 

practitioners will never incur these costs while others may incur them multiple times. 

Credential providers may require a practitioner to go through identity proofing or may 

impose lesser requirements. If one of the two factors is a password, credential providers 

may deal with password resets as they do now; password resets do not usually involve 

issuing a new token or a fee. 

C. Regulatory Flexibility Act 

Under the Regulatory Flexibility Act of 1980 (5 U.S.C. 601-612) (RFA), Federal 

agencies must evaluate the impact of rules on small entities and consider less burdensome 

I. ) 
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alternatives. In its Economic Impact Analysis, DEA has evaluated the cost ofthe rule on 

individual practitioners and small phannacies. The initial costs to the smallest 

practitioner office will be about $400 ($110 for identity proofmg including the 

authentication credential, and $290 in labor costs to complete the application, receive 

access control training, and set logical access controls). The main ongoing costs for the 

rule will be the renewal of the credential ($49 every three years) and checking security 

logs ($22 per year) plus any incremental cost of the software or application. The initial 

costs for the basic rule elements represent about 0.3 percent of the annual income of the 

lowest paid practitioner and 0.1 percent of average revenues. The ongoing costs are 

considerably lower. For practices with a physician and a mid-level practitioner, the costs 

would be lower because access control training would not need to involve the physician. 

(Mid-level practitioners, because they are generally employees, are not small entities 

under the Regulatory Flexibility Act.) 

Detennining the incremental cost of the application requirements per practitioner 

is difficult because it depends on the number of application providers, the number of 

customers, the number of application requirements that an application provider does not 

already meet, and how costs are recovered (in the year in which the money is spent or 

over time). For example, an electronic health record application that had to reprogram to 

the full extent will have incremental application costs of $199,000 ($15,000 for the third

party audit and $184,000 for reprogramming). If the provider recovered the costs from 

1,000 practitioners (charges are usually on a per practitioner, not per practice basis), the 

incremental cost to those customers will be $199 or about $17 a month. The costs for the 

application provider in the out years will be much lower ($15,000 every two years) 
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because no further programming is needed. Even if the application provider did not add 

practitioners and continued to obtain a third-party audit rather than rely on certification, 

the incremental cost to practitioners will be less than a dollar a month. 

For pharmacies, the costs will be the incremental cost that their application 

provider charges to cover the costs of reprogramming and audits ($92,000 plus $15,000) 

plus the cost of reviewing the security log ($11.43 per year) and initial access control 

training and initial access control setting ($4.66). In the first year, if the application 

providers recover the programming costs and initial audit costs in a single year, the 

average incremental cost to a pharmacy for these two activities will be $65 ($4,284,900 

first year cost divided by 65,421 pharmacies). The total first year cost will, therefore, be 

less than $100. After that, the incremental charge to recover the cost of the third-party 

audit will be $9 per phannacy every two years, assuming the cost is evenly distributed 

across all pharmacies. The pharmacy will have continuing labor costs for reviewing 

security logs ($11.43). The first year charge represents less than 0.01 percent of an 

independent pharmacy's annual sales. The annual cost is less than $0.01 per controlled 

substance prescription. It also represents a far lower cost than the pharmacy will pay its 

application provider to cover the fee charged by SureScripts/RxHub or another 

intermediary for processing the prescriptions. According to comments DEA received to 

its notice of proposed rulemaking, the application provider charges a transaction fee of 

$0.30 per electronic prescription to cover intermediary charges for routing and, where 

necessary converting, prescriptions to ensure that the phannacy system will be able to 

capture the data electronically. Based on National Association of Chain Drug Stores data 

on the average price of prescriptions ($71.69) and the average value of prescription sales, 
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an independent pharmacy processes about 36,000 prescriptions a year and will have to 

pay about $10,800 to cover the transaction fee. 65 

The average annualized cost to hospitals and clinics is about $180, which does not 

represent a significant economic impact. Most of the hospital tasks are part of their 

routine business practices related to credentialing. 

Application providers are not directly regulated by the rule and, therefore, are not 

covered by the requirements of the RF A. DEA notes, however, that the costs of the rule 

are not so high that any of these firms will not be able to recover them from their 

customers. Reprogralmning is a routine practice in the software industry; applications 

are updated with some frequency to add features and fix problems. The additional 

requirements of the rule can be incorporated during the update cycle .. Many of these 

finns are already spending more than DEA has estimated to obtain CCHIT certification; 

in time, DEA expects that this certification (or a similar certification) will replace the 

third-party audit, further reducing their costs. 

Based on the above analysis, DEA has determined that although the rule will 

impact a substantial number of small entities, it will not impose a significant economic 

impact on any small entity directly subject to the rule. 

D. Congressional Review Act 

It has been determined that this rule is a major rule as defined by Section 804 of 

the Small Business Regulatory Enforcement Faimess Act of 1996 (Congressional Review 

Act). This rule is voluntary and could result in a net reduction in costs. This rule will not 

result in a major increase in costs or prices; or significant adverse effects on competition, 

6-
, http://www.nacds.org/wmspage.cfm?parml=507, accessed 6117/09. 
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employment, investment, productivity, innovation, or on the ability of United States-

based companies to compete with foreign-based companies in domestic and export 

markets. 

E. Paperwork Reduction Act 

As part of its NPRM, DEA included a discussion of the hour burdens associated 

with the proposed rule. DEA did not receive any comments specific to the information 

collection aspects of the NPRM. 

The Department of Justice, Drug Enforcement Administration, has submitted the 

following information collection request to.the Office of Managemerit and Budget for 

review and clearance in accordance with review procedures of the Paperwork Reduction 

Act of 1995. 

All suggestions or questions regarding additional information, to include 

obtaining a copy of the information collection instrument with instructions, should be 

directed to Mark W. Caverly, Chief, Liaison and Policy Section, Office of Diversion 

Control, Drug Enforcement Administration, 8701 Morrissette Drive, Springfield, VA 

22152. 

Overview of information collection 1117-0049: 

(1) Type of Infonnation Collection: new collection. 

(2) Title of the Form/Collection: Recordkeeping for electronic prescriptions 

for controlled substances. 

(3) Agency form number, if any, and the applicable component of the 

Department of Justice sponsoring the collection: 

Fonn number: None. 

f 
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Office of Diversion Control, Drug Enforcement Administration, Deparhnent of 

Justice. 

(4) Affected public who will be asked or required to respond, as well as a 

brief abstract: 

Primary: business or other for-profit. 

Other: non-profit healthcare facilities. 

Abstract: DEA is requiring that each registered practitioner apply to a credential 

service provider approved by the Federal government to obtain identity proofing and a 

credential. Hospitals and other institutional practitioners may conduct this process in

house as part of their credentialing. For practitioners currently working at or affiliated 

with a registered hospital or clinic, the hospital/clinic will have to check a govemment

issued photographic identification. In the future, this will be done when the 

hospital/clinic issues credentials to new hires or newly affiliated physicians. At 

practitioner offices, two people will need to enter logical access control data into the 

electronic prescription application to grant pennissions for individual practitioner 

registrants to approve and sign controlled substance prescriptions. For larger offices 

(more than two registrants), DEA registrations will be checked prior to granting access. 

Similarly phannacies will have to enter pennissions for access to prescription records. 

Finally, practitioners, hospitals/clinics, and pharmacies will have to check security logs 

periodically to determine if secUlity incidents have OCCUlTed. 

(5) An estimate of the total number of respondents and the amoUllt of time 

estimated for an average respondent to respond: 
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DBA estimates in the first three years of implementation 217,740 practitioners, 

8,688 hospitals and clinics, and 65,421 pharmacies will adopt electronic prescribing for a 

total of291,849 respondents. The average practitioner is expected to spend 0.17 hours, 

the average hospital or clinic, 2.23 hours, and the average pharmacy 0.36 hours annually 

or an average across all respondents of 0.27 hours per year. Table 14 presents the burden 

hours by activity, registrant type, and year. 

Table 14: Burden Hours by Activity, Registrant Type, and Year 

Year 1 Practitioner Hospitals Pharmacies Total Hours 
Application 5,827 5,827 
Registration check 264 264 
Access control 1,826 5,452 7,277 
Security log 6,086 6,206 21,807 34,099 
10 check 27,712 27,712 
Total 14,003 33,918 27,259 75,180 

Year 2 Practitioner Hospitals Pharmacies Total Hours 

Application 10,004 10,004 

Registration check 454 454 

Access control 3,101 3,101 

Security log 16,423 12,412 21,807 50,642 

10 check 28,887 28,887 

Total 29,983 41,299 21,807 93,089 

Year 3 Practitioner Hospitals Pharmacies Total Hours 

Application 20,459 20,459 

Registration check 931 931 

Access control 6,292 6,292 ° Security log 37,395 9,120 21,807 68,322 

10 check 24,319 24,319 

Total 65,076 41,696 21,807 128,579 
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(6) An estimate of the total public burden (in hours) associated with the 

collection: 

The three year burden hours are estimated to be 296,848 or 98,949 hours 

annually. 

If additional information is required contact: Lynn Bryant, Department Clearance 

Officer; Information Management and Security Staff, Justice Management Division, 

Department of Justice, Patrick Henry Building, Suite 1600, 601 D Street NW., 

Washington, DC 20530. 

F. Executive Order 12988 

This regulation meets the applicable standards set forth in Sections 3(a) and 

3(b )(2) of Executive Order 12988 Civil Justice Reform. 

G. Executive Order 13132 

This rulemaking does not preempt or modify any provision of State law; nor does 

it impose enforcement responsibilities on any State; nor does it diminish the power of any 

State to enforce its own laws. Accordingly, this rulemaking does not have federalism 

implications walTanting the application of Executive Order 13132. 

H. Unfunded Mandates Reform Act of 1995 

This rule will not result in the net expenditure by State, local, and tribal 

governments, in the aggregate, or by the private sector, of $120,000,000 or more 

(adjusted for inflation) in anyone year and will not significantly or uniquely affect small 

governments. Because this rule will not affect other governments, no actions were 

deemed necessary under the provisions of the Unfunded Mandates Reform Act of 1995. 
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n The economic impact on private' entities is analyzed in the Economic Impact Analysis of 

the Electronic Prescription Rule. 

List of Subjects 

21 CFR Part 1300 

Chemicals, Drug traffic control. 

21 CFR Part 1304 

Drug traffic control, Reporting and recordkeeping requirements 

21 CFR Part 1306 

Drug traffic control, Prescription drugs 

21 CFRPart 1311 

Administrative practice and procedure, Certification authorities, Controlled 

substances, Digital certificates, Drug traffic control, Electronic signatures, Incorporation 

by reference, Prescription drugs, Reporting and recordkeeping requirements 

For the reasons set out above, 21 CFR parts 1300, 1304, 1306, and 1311 are 

amended as follows: 

PART 1300 - DEFINITIONS 

1. The authority citation for part 1300 continues to read as follows: 

AUTHORITY: 21 U.S.C. 802, 821, 829, 871(b), 951, 958(f). 

2. Section 1300.03 is added to read as follows: 

§ 1300.03 Definitions relating to electronic orders for controlled substances 

and electronic prescriptions for controlled substances. 

For the purposes of this chapter, the following tenns shall have the meanings 

specified: 
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Application service provider means an entity that sells electronic prescription or 

pharmacy applications as a hosted service, where the entity controls access to the 

application and maintains the software and records on its servers. 

Audit trail means a record showing who has accessed an information technology 

application and what operations the user performed during a given period. 

Authentication means verifying the identity of the user as a prerequisite to 

allowing access to the information application. 

Authentication protocol means a well specified message exchange process that 

verifies possession of a token to remotely authenticate a person to an application. 

Biometric authentication means authentication based on measurement of the 

individual's physical features or repeatable actions where those features or actions are 

both distinctive to the individual and measurable. 

Biometric subsystem m~ans the hardware and software used to capture, store, and 

compare biometric data. The biometric subsystem may be part of a larger application. 

The biometric subsystem is an automated system capable of: 

(1) Capturing a biometric sample from an end user. 

(2) Extracting and processing the biometric data from that sample. 

(3) Storing the extracted information in a database. 

(4) Comparing the biometric data with data contained in one or more reference 

databases. 

(5) Determining how well the stored data matches the newly captured data and 

indicating whether an identification or verification of identitY has been achieved. 

Cache means to download and store infonnation on a local server or hard drive. 
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Certificate policy means a named set of rules that sets forth the applicability of the 

specific digital certificate to a particular community or class of application with common 

security requirements. 

Certificate revocation list eCRL) means a list of revoked, but unexpired 

certificates issued by a.certification authority. 

Certification authority (CA) means an organization that is responsible for 

verifying the identity of applicants, authorizing and issuing a digital certificate, 

maintaining a directory of public keys, and maintaining a Certificate Revocation List. 

Certified information systems auditor (CISA) means an individual who has been 

certified by the Information Systems Audit and Control Association as qualified to audit 

information systems and who performs compliance audits as a regular ongoing business 

activity. 

Credential means an object or data structure that authoritatively binds an identity 

(and optionally, additional attributes) to a token possessed and controlled by a person. 

Credential service provider (CSP) means a trusted entity that issues or registers 

tokens and issues electronic credentials to individuals. The CSP may be an independent 

third party or may issue credentials for its own use. 

CSOS means controlled substance ordering system. 

Digital certificate means a data record that, at a minimum--

(1) Identifies the certification authority issuing it; 

(2) Names or otherwise identifies the certificate holder; 

(3) Contains a public key that corresponds to a private key under the sole control 

of the certificate holder; 
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(4) Identifies the operational period; and 

(5) Contains a serial number and is digitally signed by the certification authority 

issuing it. 

Digital signature means a record created when a file is algorithmically 

transfonned into a fixed length digest that is then encrypted using an asymmetric 

cryptographic private key associated with a digital certificate. The combination of the 

encryption and algorithm transfonnation ensure that the signe(s identity and the integrity 

of the file can be confinned. 

Digitally sign means to affix a digital signature to a data file. 

Electronic prescription means a prescription that is generated on an electronic 

application and transmitted as an electronic data file. 

Electronic prescription application provider means an entity that develops or 

markets electronic prescription software either as a stand-alone application or as a 

module in an electronic health record application. 

Electronic signature means a method of signing an electronic message that 

identifies a paIiicular person as the source of the message and indicates the person's 

approval of the information contained in the message. 

False match rate means the rate at which an impostor's biometric is falsely 

accepted as being that of an authorized user. It is one of the statistics used to measure 

biometric perfOlmance when operating in the velification or authentication task. The 

false match rate is similar to the false accept ( or acceptance) rate. 

False non-match rate means the rate at which a genuine user's biometric is falsely 

rejected when the user's biometric data fail to match the em-olled data for the user. It is 
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one of the statistics used to measure biometric perfonnance when operating in the 

verification or authentication task. The false match rate is similar to the false reject (or 

rejection) rate, except that it does not include the rate at which a biometric system fails to 

acquire a biometric sample, from a genuine user. 

FIPS means Federal Infonnation Processing Standards. These Federal standards, 

as incorporated by reference in § 1311.08 of this chapter, prescribe specific perfonnance 

requirements, practices, fonnats, communications protocols, etc., for hardware, software, 

data, etc. 

FIPS 140-2, as incorporated by reference in § 1311.08 of this chapter, means the 

National Institute of Standards and Technology publication entitled "Security 

Requirements for Cryptographic Modules," a Federal standard for security requirements 

for cryptographic modules. 

FIPS 180-2, as incorporated by reference in § 1311.08 of this chapter, means the 

National Institute of Standards and Technology publication entitled "Secure Hash 

Standard," a Federal secure hash standard. 

FIPS 180-3, as incorporated by reference in § 1311.08 of this chapter, means the 

National Institute of Standards and Technology publication entitled "Secure Hash 

Standard (SHS)," a Federal secure hash standard. 

FIPS 186-2, as incorporated by reference in § 1311.08 of this chapter, means the 

National Institute of Standards and Technology publication entitled "Digital Signature 

Standard," a Federal standard for applications used to generate and rely upon digital 

signatures. 
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FIPS 186-3, as incorporated by reference in § 1311.08 of this chapter, means the 

National Institute of Standards and Technology publication entitled "Digital Signature 

Standard (DSS)," a Federal standard for applications used to generate and rely upon 

digital signatures. 

Hard token means a cryptographic key stored on a speCial hardware device (e.g., a 

PDA, cell phone, smart card, USB drive, one-time password device) rather than on a 

general purpose computer. 

Identity proofing means the process by which a credential service provider or 

certification authority validates sufficient infonnation to uniquely identify a person. 

Installed electronic prescription application means software that is used to create 

electronic prescriptions and that is installed on a practitioner's computers and servers, 

where access and records are controlled by the practitioner. 

Installed phannacy application means softvvare that is used to process prescription 

infonnation and that is installed on a phannacy's computers or servers and is controlled 

by the phannacy. 

Intennediary means any technology system that receives and transmits an 

electronic prescliption between the practitioner and pharmacy. 

Key pair means two mathematically related keys having the properties that: 

(1) One key can be used to encrypt a message that can o:o.ly be decrypted using the 

other key; and 

(2) Even knowing one key, it is computationally infeasible to discover the other 

key. 

NIST means the National Institute of Standards and Technology. 
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NIST SP 800-63-1, as incorporated by reference in § 1311.08 of this chapter, 

means the National Institute of Standards and Technology publication entitled 

"Electronic Authentication Guideline," a Federal standard for electronic authentication. 

NIST SP 800-76-1, as incorporated by reference in § 1311.08 of this chapter, 

means the National Institute of Standards and Technology publication entitled "Biometric 

Data Specification for Personal Identity Verification," a Federal standard for biometric 

data specifications for personal identity verification. 

Operating point means a point chosen on a receiver operating characteristic 

(ROC) curve for a specific algorithm at which the biometric system is set to function. It 

is defined by its corresponding coordinates - a false match rate and a false non-match 

rate. An ROC curve shows graphically the trade-off between the principal two types of 

errors (false match rate and false non-match rate) of a biometric system by plotting the 

perfonnance of a specific algorithm on a specific set of data. 

Paper prescription means a prescription created on paper or computer generated to 

be printed or transmitted via facsimile that meets the requirements of part 1306 of this 

chapter including a manual signature. 

Password means a secret, typically a character string (letters, numbers, and other 

symbols), that a person memOlizes and uses to authenticate his identity. 

PDA means a Personal Digital Assistant, a handheld computer used to manage 

contacts, appointments, and tasks. 

Phannacy application provider means an entity that develops or markets software 

that manages the receipt and processing of electronic prescriptions. 

Private key means the key of a key pair that is used to create a digital signature. 

(I 
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Public key means the key of a key pair that is used to verify a digital signature. 

The public key is made available to anyone who will receive digitally signed messages 

from the holder of the key pair. 

Public Key Infi.-astructure (PKI) means a structure under which a·certification 

authority verifies the identity of applicants; issues, renews, and revokes digital 

certificates; maintains a registry of public keys; and maintains an up-to-date certificate 

revocation list. 

Readily retrievable means that certain records are kept by automatic data 

processing applications or other electronic or mechanized recordkeeping systems in such 

a manner that they can be separated out from all other records in a reasonable time and/or 

records are kept on which certain items are asterisked, redlined, or in some other manner 

visually identifiable apart from other items appearing on the records. 

SAS 70 Audit means a third-party audit of a technology provider that meets the 

American Institute of Certified Public Accountants (AlCP A) Statement of Auditing 

Standards (SAS) 70 criteria. 

Signing function means any keystroke or other action used to indicate that the 

practitioner has autholized for transmission and dispensing a controlled substance 

prescription. The signing function may occur simultaneously with or after the 

completion of the two-factor authentication protocol that meets the requirements of part 

1311 of this chapter. The signing function may have different names (e. g., approve, sign, 

translnit), but it serves as the practitioner's final authorization that he intends to issue the 

prescliption for a legitimate medical reason in the nonnal course of his professional 

practice. 
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SysTrust means a professional service performed by a qualified certified public 

accountant to evaluate one or more aspects of electronic systems. 

Third-party audit means an independent review and examination of records and 

activities to assess the adequacy of system controls, to ensure compliance with 

established policies and operational procedures, and to recommend necessary changes in 

controls, policies, or procedures. 

Token means something a person possesses and controls (typically a key or 

password) used to authenticate the person's identity. 

Trusted agent means an entity authorized to act as a representative of a 

certification authority or credential service provider in confirming practitioner 

identification during the enrollment process. 

Valid prescription means a prescription that is issued for a legitimate medical 

purpose by an individual practitioner licensed by law to administer and prescribe the 

drugs concerned and acting in the usual course of the practitioner's professional practice. 

Web Trust means a professional service performed by a qualified certified public 

accountant to evaluate one or more aspects of Web sites. 

PART 1304 - RECORDS AND REPORTS OF REGISTRANTS 

3. The authority citation for part 1304 continues to read as follows: 

AUTHORITY: 21 U.S.C. 821,827,831, 871(b), 958(e), 965, unless otherwise 

noted. 

4. Section 1304.03 is amended by revising paragraph (c) and adding paragraph (h) to read 

as follows. 

§ 1304.03 Persons required to keep records and fIle reports. 
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* * * * * 

(c) Except as provided in § 1304.06, a registered individual practitioner is not 

required to keep records of controlled substances in Schedules II, III, IV, and V that are 

prescribed i~ the lawful course of professional practice, unless such substances are 

prescribed in the course of maintenance or detoxification treatment of an individual. 

* * * * * 

(h) A person is required to keep the records and file the reports specified in 

§ 1304.06 and part 1311 of this chapter if they are either of the following: 

(1) An electronic prescription application provider. 

(2) An electronic pharmacy application provider. 

5. Section 1304.04 is amended by revising paragraph (b) introductory text, paragraph 

(b)(l), and paragraph (h) to read as follows: 

§ 1304.04 Maintenance of records and inventories. 

* * * * * 

(b) All registrants that are authorized to maintain a central recordkeeping system 

under paragraph (a) of this section shall be subject to the following conditions: 

(1) The records to be maintained at the central record location shall not include 

executed order f011118 and inventories, which shall be maintained at each registered 

location. 

* * * * * 

(h) Each registered phannacy shall maintain the inventories and records of 

controlled substances as follows: 
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(1) Inventories and records of all controlled substances listed in Schedule I and II 

shall be maintained separately from all other records of the pharmacy. 

(2) Paper prescriptions for Schedule II controlled substances shall be maintained 

at the registered location in a separate prescription file. 

(3) Inventories and records of Schedules III, IV, and V controlled substances shall 

be maintained either separately from all other records of the pharmacy or in such form 

that the information required is readily retrievable from ordinary business records of the 

pharmacy. 

(4) Paper prescriptions for Schedules III, IV, and V controlled substances shall be 

maintained at the registered location either in a separate prescription file for Schedules 

III, IV, and V controlled substances only or in such form that they are readily retrievable 

from the other prescription records of the pharmacy. Prescriptions will be deemed . 

readily retrievable if, at the time they are initially filed, the face of the prescription is 

stamped in red ink in the lower right comer with the letter "C" no less than I' inch high 

and filed either in the prescription file for controlled substances listed in Schedules I and 

II or in the usual consecutively numbered prescription file for noncontrolled substances. 

However, if a pharmacy employs a computer application for prescriptions that permits 

identification by prescription number and retrieval of original documents by prescriber 

name, patient's name, drug dispensed, and date filled, then the requirement to mark the 

hard copy prescription with a red "C" is waived. 

(5) Records of electronic prescriptions for controlled substances shall be 

maintained in an application that meets the requirements of part 1311 of this chapter. 

The computers on which the records are maintained may be located at another location, 
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but the records must be readily retrievable at the registered location if requested by the 

Administration or other law enforcement agent. The elecu;onic application must be 

capable of printing out or transferring the records in a format that is readily 

understandable to an Administration or other law enforcement agent at the registered 

location. Electronic copies of prescription records must be sortable by prescriber name, 

patient name, drug dispensed, and date filled. 

6. Section 1304.06 is added to read as follows: 

§ 1304.06 Records and reports for electronic prescriptions. 

( a) As required by § 1311.120 of this chapter, a practitioner who issues electronic 

prescriptions for controlled substances must use an electronic prescription application 

that retains the following information: 

(1) The digitally signed record of the information specified in part 1306 of this 

chapter. 

(2) The internal audit trail and any auditable event identified by the internal audit 

as required by § 1311.150 of this chapter. 

(b) An institutional practitioner must retain a record of identity proofing and 

issuance of the two-factor authentication credential, where applicable, as required by 

§ 13 11.11 0 of this chapter. 

( c) As required by § 1311.205 of this chapter, a phannacy that processes 

electronic prescliptions for controlled substances must use an application that retains the 

following: . 

(1) All of the infonnation required under § 1304.22(c) and part 1306 of this 

chapter. 
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;--" (2) The digitally signed record of the prescription as received as required by 

§ 1311.210 of this chapter. 

(3) The internal audit trail and any auditable event identified by the internal audit 

as required by § 1311.215 of this chapter. 

(d) A registrant and application service provider must retain a copy of any 

security incident report filed with the Administration pursuant to § § 1311.150 and 

1311.215 of this chapter. 

( e) An electronic prescription or pharmacy application provider must retain third 

party audit or certification reports as required by § 1311.300 of this chapter. 

(f) An application provider must retain a copy of any notification to the 

Administration regarding an adverse audit or certification report filed with the 

Administration on problems identified by the third-party audit or certification as required 

by § 1311.300 of this chapter. 

(g) Unless otherwise specified, records and reports must be retained for two years. 

PART 1306 - PRESCRIPTIONS 

7. The authority citation for part 1306 continues to read as follows: 

AUTHORITY: 21 U.S.C. 821, 829, 831, 871(b), unless otherwise noted. 

8. Section 1306.05 is revised to read as follows: 

§ 1306.05 Manner of issuance of prescriptions. 

(a) All prescriptions for controlled substances shall be dated as of, and signed on, 

the day when issued and shall bear the full name and address of the patient, the drug 

name, strength, dosage form, quantity prescribed, directions for use, and the name, 

address and registration number of the practitioner. 

, I 
, I 

( 
'-~ 

279 



(b) A prescription for a Schedule III, IV, or V narcotic drug approved by FDA 

specifically for "detoxification treatment" or "maintenance treatment" must include the 

identification number issued by the Administrator under § 130 1.28( d) of this chapter or a 

written notice stating that the practitioner is acting under the good faith exception of 

§ 1301.28(e) of this chapter. 

(c) Where a prescliption is for gamma-hydroxybutyric acid, the practitioner shall 

note on the face of the prescription the medical need of the patient for the prescription. 

(d) A practitioner may sign a paper prescription in the same manner as he would 

sign a check or legal document (e.g., J.R. Smith or John R. Smith). Where an oral order 

is not permitted, paper prescriptions shall be written with ink or indelible pencil, 

typewriter, or printed on a computer printer and shall be manually signed by the 

practitioner. A computer-generated prescription that is printed out or faxed by the 

practitioner must be manually signed. 

( e) Electronic prescriptions s~all be created and signed using an application that 

meets the requirements of part 1311 of this chapter. 

(f) A prescription may be prepared by the secretary or agent for the signature of a 

practitioner, but the prescribing practitioner is responsible in case the prescription does 

not confol1.n in all essential respects to the law and regulations. A corresponding liability 

rests upon the phal1.nacist, including a phal1.nacist employed by a central fill phal1.nacy, 

who fills a prescription not prepared in the form prescribed by DEA regulations. 

(g) An individual practitioner exempted from registration under § 130 1.22( c) of 

this chapter shall include on all prescliptions issued by him the registration number of the 

hospital or other institution and the special intemal code number assigned to him by the 
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hospital or other institution as provided in § 1301.22(c) of this chapter, in lieu of the 

registration number of the practitioner required by this section. Each paper prescription 

shall have the name of the practitioner stamped, typed, or handprinted on it, as well as the 

signature of the practitioner. 

(h) An official exempted from registration under § 1301.23(a) of this chapter must 

include on all prescriptions issued by him his branch of service or agency (e.g., "U.S. 

Army" or "Public Health Service") and his service identification number, in lieu of the 

registration number of the practitioner required by this section. The service identification 

number for a Public Health Service employee is his Social Security identification 

number. Each paper prescription shall have the name of the officer stamped, typed, or 

handprinted on it, as well as the signature of the officer. 

9. Section 1306.08 is added to read as follows: 

§ 1306.08 Electronic prescriptions. 

(a) An individual practitioner may sign and transmit electronic prescriptions for 

controlled substances provided the practitioner meets all of the following requirements: 

(1) The practitioner must comply with all other requirements for issuing 

controlled substance prescriptions in this part; 

(2) The practitioner must use an application that meets the requirements of pali 

1311 of this chapter; and 

(3) The practitioner must comply with the requirements for practitioners in part 

1311 of this chapter. 

(b) A pharmacy may fill an electronically transmitted prescription for a controlled 

substance provided the pharmacy complies with all other requirements for filling 
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controlled substance prescriptions in this part and with the requirements of part 1311 of 

this chapter. 

(c) To annotate an electronic prescription, a pharmacist must include all of the 

infonnation that this part requires in the prescription record. 

(d) lfthe content of any of the inforrriationrequired under § 1306.05 for a 

controlled substance prescription is altered during the transmission, the prescription is 

deemed to be invalid and the phal1nacy may not dispense the controlled substance. 

10. In § 1306.11, paragraphs (a), (c), (d)(l), and (d)(4) are revised to read as follows: 

§ 1306.11 Requirement of prescription. 

(a) A phannacist may dispense directly a controlled substance listed in Schedule 

II that is a prescription drug as determined under section 503 ofthe Federal Food, Drug, 

and Cosmetic Act (21 U.~.C. 353(b)) only pursuant to a written prescription signed by 

the practitioner, except as provided in paragraph (d) of this section. A paper prescription 

for a Schedule II controlled substance may be transmitted by the practitioner or the 

practitioner's agent to a pharmacy via facsimile equipment, provided that the original 

manually signed prescription is presented to the phanllacist for review prior to the actual 

dispensing ofthe controlled substance, except as noted in paragraph ( e), (f), or (g) of this 

section. The original prescription shall be maintained in accordance with § 1304.04(h) of 

this chapter. 

* * * * * 

(c) An institutional practitioner I1J.ay administer or dispense directly (but not 

presclibe) a controlled substance listed in Schedule II only pursuant to a wlitten 

prescliption signed by the prescribing individual practitioner or to an order for 
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,---\ medication made by an individual practitioner that is dispensed for immediate 

administration to the ultimate user. 

(d) 

(1) The quantity prescribed and dispensed is limited to the amount adequate to 

treat the patient during the emergency period (dispensing beyond the emergency period 

must be pursuant to a paper or electronic prescription signed by the prescribing individual 

practitioner); 

( I 
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* * * 

* * * * * 
(4) Within 7 days after authorizing an emergency oral prescription, the 

prescribing individual practitioner shall cause a written prescription for the emergency 

quantity prescribed to be delivered to the dispensing pharmacist. In addition to 

conforming to the requirements of § 1306.05, the prescription shall have written on its 

face "Authorization for Emergency Dispensing," and the date of the oral order. The 

paper prescription may be delivered to the pharmacist in person or by mail, but if 

delivered by mail it must be postmarked within the 7 -day period. Upon receipt, the 

dispensing phannacist must attach this paper prescription to the oral emergency 

prescription that had earlier been reduced to writing. For electronic prescriptions, the 

pharmacist must annotate the record of the electronic prescription with the original 

authorization and date of the oral order. The pharmacist must notify the nearest office of 

the Administration if the prescribing individual practitioner fails to deliver a written 

prescription to him; failure of the pharmacist to do so shall void the authority conferred 

by this paragraph to dispense without a written prescription of a prescribing individual 

practitioner. 

( 
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* * * * * 

11. In § 1306.13, paragraph (a) is revised to read as follows: 

§ 1306.13 Partial filling of prescriptions. 

(a) The partial filling of a prescription for a controlled substance listed in 

Schedule II is permissible if the pharmacist is unable to supply the full quantity called for 

in a written or emergency oral prescription and he makes a notation of the quantity 

supplied on the face of the written prescription, written record of the emergency oral 

prescription, or in the electronic prescription record. The remaining portion of the 

prescription may be filled within 72 hours of the first partial filling; however, if the 

remaining portion is not or cannot be filled within the 72-hour period, the pharmacist 

shall notify the prescribing individual practitioner. No further quantity may be supplied 

beyond 72 hours without a new prescription. 

* * * * * 

12. In § 1306.15, paragraph (a)(l) is revised to read as follows: 

§ 1306.15 Provision of prescription information between retail pharmacies and 

central fill pharmacies for prescriptions of Schedul~ II controlled substances. 

* * * * * 

(a) 

(1) Write the words "CENTRAL FILL" on the face of the original paper 

prescription and record the name, address, and DEA registration number of the central fill 

pharmacy to which the prescription has been transmitted, the name of the retail phannacy 

pharmacist transmitting the presc11ption, and the date of transmittal. For electronic 

prescriptions the name, address, and DBA registration number of the central fill 

* * * 
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;-'] phannacy to which the prescription has been transmitted, the name of the retail pharmacy 

pharmacist transmitting the prescription, and the date of transmittal must be added to the 

electronic prescription record. 

J 

* * * * * 

13. In § 1306.21, paragraphs (a) and (c) are revised to read as follows: 

§ 1306.21 Requirement of prescription. 

(a) A pharmacist may dispense directly a controlled substance listed in Schedule 

III, IV, or V that is a prescription drug as determined under section 503(b) of the Federal 

Food, Drug, and Cosmetic Act (21 U.S.C. 353(b)) only pursuant to either a paper 

prescription signed by a practitioner, a facsimile of a signed paper prescription 

transmitted by the practitioner or the practitioner's agent to the pharmacy, an electronic 

prescription that meets the requirements of this part and part 1311 of this chapter, or an 

oral prescription made by an individual practitioner and promptly reduced to writing by 

the pharmacist containing all information required in § 1306.05, except for the signature 

of the practitioner. 

* * * * * 

(c) An institutional practitioner may administer or dispense directly (but not 

prescribe) a controlled substance listed in Schedule III, IV, or V only pursuant to a paper 

prescription signed by an individual practitioner, a facsimile of a paper prescription or 

order for medication transmitted by the practitioner or the practitioner's agent to the 

institutional practitioner-pharmacist, an electronic prescription that meets the 

requirements of this part and part 1311 of this chapter, or an oral prescription made by an 

individual practitioner and promptly reduced to writing by the pharmacist (containing all 
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information required in § 1306.05 except for the signature of the individual practitioner), 

or pursuant to an order for medication made by an individual practitioner that is 

dispensed for immediate administration to the ultimate user, subject to § 1306.07. 

14. Section 1306.22 is revised to read as follows: 

§ 1306.22 Refilling of prescriptions. 

(a) No prescription for a controlled substance listed in Schedule III or IV shall be 

filled or refilled more than six months after the date on which such prescription was 

issued. No prescription for a controlled substance listed in Schedule III or IV authorized 

to be refilled may be refilled more than five times. 

(b) Each refilling of a prescription shall be entered. on the back of the prescription 

or on anothe:r appropriate document or electronic prescription record. If entered on 

another document, such as a medication record, or electronic prescription record, the 

document or record must be unifonnly maintained and readily retrievable. 

(c) The following information must be retrievable by the prescliption number: 

(1) The name and dosage form ofthe controlled substance. 

(2) The da~e filled or refilled. 

(3) The quantity dispensed. 

(4) The initials of the dispensing pharmacist for each refill. 

(5) The total number ofrefills for that prescription. 

(d) If the pharmacist merely initials and dates the back of the presc11ption or 

annotates the electronic prescription record, it shall be deemed that the full face amount 

of the presc11ption has been dispensed. 
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( e) The prescribing practitioner may authorize additional refills of Schedule III or 

N controlled substances on the original prescription through an oral refill authorization 

transmitted to the pharmacist provided the following conditions are met: 

(1) The total quantity authorized, including the amount of the original 

prescription, does not exceed five refills nor extend beyond six months from the date of 

issue of the original prescription. 

(2) The pharmacist obtaining the oral authorization records on the reverse of the 

original paper prescription or annotates the electronic prescription record with the date, 

quantity of refill, number of additional refills authorized, and initials the paper 

prescription or annotates the electronic prescription record showing who received the 

authorization from the prescribing practitioner who issued the original prescription. 

(3) The quantity of each additional refill authorized is equal to or less than the 

quantity authorized for the initial filling of the original prescription. 

(4) The prescribing practitioner must execute a new and separate prescription for 

any additional quantities beyond the five-refill, six-month limitation. 

(f) As an alternative to the procedures provided by paragraphs (a) through (e) of 

this section, a computer application may be used for the storage and retrieval of refill 

information for original paper prescription orders for controlled substances in Schedule 

III and N, subject to the following conditions: 

(1) Any such proposed computerized application must provide online retrieval 

(via computer monitor or hard-copy printout) of original prescription order infonnation 

for those prescription orders that are currently authorized for refilling. This shall include, 

but is not limited to, data such as the original prescription number; date of issuance of the 

( 
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original prescription order by the practitioner; full name and address of the patient; name; 

address, and DEA registration number of the practitioner; and the name, strength, dosage 

fonn, quantity of the cont:olled substance prescribed (and quantity dispensed if different 

from the quantity prescribed), and the total number of refills authorized by the 

prescribing practitioner. 

(2) Any such proposed computerized application must also provide online 

retrieval (via computer monitor or hard-copy printout) of the CUlTent refill history for 

Schedule III or N controlled substance prescription orders (those authorized for refill 

during the past six months.) This refill history shall include, but is not limited to, the 

name of the controlled substance, the date of refill, the quantity dispensed, the 

identification code, or name or initials of the dispensing pharmacist for each refill and the 

total number of refills dispensed to date for that prescription order. 

(3) Documentation of the fact that the refill information entered into the computer 

each time a pharmacist refills an original paper, fax, or oral prescription order for a 

Schedule III or N controlled substance is COlTect must be provided by the individual 

phannacist who makes use of such an application. If such an application provides a hard

copy plintout of each day's controlled substance prescription order refill data, that 

printout shall be verified, dated, and signed by the individual phannacist who refilled 

such a prescription order. The individual phannacist must verify that the data indicated 

are conect and then sign this document in the same manner as he would sign a check or 

legal document (e.g., J.H. Smith, or Jo1m H. Smith). This document shall be maintained 

in a separate file at that pharmacy for a period of two years from the dispensing date. 

This P:Fintout of the day's controlled substance prescliption order refill data must be 
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provided to each phannacy using such a computerized application within 72 hours of the 

date on which the refill was dispensed. It must be verified and signed by each phannacist 

who is involved with such dispensing. In lieu of such a printout, the phannacy shall 

maintain a bound log book, or separate file, in which each individual phannacist involved 

in such dispensing shall sign a statement (in the mariner previously described) each day, 

attesting to the fact that the refill infonnation entered into the computer that day has been 

reviewed by him and is correct as shown. Such a book or file must be maintained at the 

phannacy employing such an application for a period of two years after the date of 

dispensing the appropriately authorized refill. 

(4) Any such computerized application shall have the capability of producing a 

printout of any refill data that the user phannacy is responsible for maintaining under the 

Act and its implementing regulations. For example, this would include a refill-by-refill 

audit trail for any specified strength and dosage fonn of any controlled substance (by 

either brand or generic name or both). Such a printout must include name of the 

prescribing practitioner, name and address of the patient, quantity dispensed on each 

refill, date of dispensing for each refill, name or identification code of the dispensing 

phannacist, and the number of the original prescription order. In any computerized 

application employed by a user phannacy the central recordkeeping location must be 

capable of sending the printout to the phannacy within 48 hours, and if a DEA Special 

Agent or Diversion Investigator requests a copy of such printout from the user phannacy, 

it must, if requested to do so by the Agent or Investigator, verify the printout transmittal 

capability of its application by documentation (e.g., postmark). 
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(5) In the event that a phannacy which employs such a computerized application 

experiences system down-time, the pharmacy must have an auxiliary procedure which 

will be used for documentation of refills of Schedule III and IV controlled substance 

prescription orders. This auxiliary procedure must ensure that refills are authorized by 

the original prescription order, that the maximum number of refills has not been 

exceeded, and that all of the appropriate data are retained for online data entry as soon as 

the computer system is available for use again. 

(g) When filing refill infonnation for original paper, fax, or oral prescription 

orders for Schedule III or IV controlled substances, a phannacy may use only one of the 

two applications described in paragraphs (a) through (e) or (f) of this section. 

(h) When filing refill information for electronic prescriptions, a pharmacy must 

use an application that meets the requirements of part 1311 of this chapter. 

15. Section 1306.25 is revised to read as follows: 

§ 1306.25 Transfer between pharmacies of prescription information for Schedules 

III, IV, and V controlled substances for refill purposes. 

(a) The transfer of original prescription inf0n11ation for a controlled substance 

listed in Schedule III, IV, or V for the purpose of refill dispensing is pennissible between 

pharmacies on a one-time basis only. However, phannacies electronically shming a real

time, online database may transfer up to the maximum refills permitted by law and the 

prescriber's authorization. 

(b) Transfers are subject to the following requirements: 

(1) The transfer must be cOlmnunicated directly between two licensed 

pharmacists. 
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(2) The transferring pharmacist must do the following: 

(i) Write the word "VOID" on the face of the invalidated prescription; for 

electronic prescriptions, information that the prescription has been transferred must be 

added to the prescription record. 

(ii) Record on the reverse of the invalidated prescription the name, address, and 

DEA registration number of the pharmacy to which it was transferred and the name of the 

pharmacist receiving the prescription information; for electronic prescriptions, such 

infonnation must be added to the prescription record .. 

(iii) Record the date of the transfer and the name of the pharmacist transferring 

the information. 

(3) For paper prescriptions and prescriptions received orally and reduced to 

writing by the pharmacist pursuant to § 1306.21(a), the phannacist receiving the 

transferred prescription infonnation must write the word "transfer" on the face of the 

transferred prescription and reduce to writing all infOlIDation required to be on a 

prescription pursuant to § 1306.05 and include: 

(i) Date of issuance of original prescription. 

(ii) Original number of refills authorized on original prescription. 

(iii) Date of original dispensing. 

(iv) Number of valid refills remaining and date(s) and locations of previous 

refill(s). 

(v) Phannacy's name, address, DEA registration number, and prescription number 

from which the prescription infonnation was transferred. 

(vi) Name of pharmacist who transferred the prescription. 

c ) 
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(vii) Phannacy's name, address, DEA registration number, and prescription 

number from which the prescription was originally filled. 

(4) For electronic prescriptions being transferred electronically, the transferring 

phannacist must provide the receiving pharmacist with the following information in 

addition to the original electronic prescription data: 

(i) The date ofthe original dispensing. 

(ii) The number of refills remaining and the date(s) and locations of previous 

refills. 

(iii) The transferring phannacy's name, address, DEA registration number, and 

prescription number for each dispensing. 

(iv) The name ofthe pharmacist transferring the prescription. 

(v) The name, address, DEA registration number, and prescription number from 

the pharmacy that originally filled the prescription, if different. 

(5) The pharmacist receiving a transferred electronic prescription must create an 

electronic record for the prescription that includes the receiving pharmacist's name and 

all of the infonnation transferred with the prescription under paragraph (b)( 4) of this 

section. 

(c) The original and transferred prescription(s) must be maintained for a period of 

two years from the date of last refill. 

(d) Phannacies electronically accessing the same prescription record must satisfy 

all infonnation requirements of a manual mode for prescription transferal. 

( e) The procedure allowing the transfer of prescription infonnation for refill 

purposes is permissible only if allowable under existing State or other applicable law. 

" 
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PART 1311 - REQUIREMENTS FOR ELECTRONIC ORDERS AND 

PRESCRIPTIONS 

16. The authority citation for part 1311 continues to read as follows: 

AUTHORITY: 21 U.S.C. 821, 828, 829, 871(b), 958(e), 965, unless otherwise 

noted. 

17. The heading for part 1311 is revised to read as set forth above. 

18. Section 1311.01 is revised to read as follows: 

§ 1311.01 Scope. 

This part sets forth the rules governing the creation, transmission, and storage of 

electronic orders and prescriptions. 

19. Section 1311.02 is revised to read as follows: 

§ 1311.02 Definitions. 

Any term contained in this part shall have the definition set forth in section 102 of 

the Act (21 U.S.C. 802) or part 1300 of this chapter. 

20. § 1311.08 is revised to read as follows: 

§ 1311.08 Incorporation by reference. 

(a) These incorporations by reference were approved by the Director of the 

Federal Register in accordance with 5 U.S.C. 552(a) and 1 CFR part 51. Copies may be 

inspected at the Drug Enforcement Administration, 600 Army Navy Drive, Arlington, 

VA 22202 or at the National Archives and Records Administration (NARA). For 

infonnation on the availability of this material at the Drug Enforcement Administration, 

call (202) 307-1000. For information on the availability of this material at NARA, call 

293 



(202) 741-6030 or go to: 

http://wv\liN.archives.gov/federal register/code of federal reQUlations/ibr locations.html. 

(b) These standards are available from the National Institute of Standards and 

Teclmo10gy, Computer Security Division, Infonnation Technology Laboratory, National 

Institute of Standards and Technology, 100 Bureau Drive, Gaithersburg, MD 20899- . 

8930, (301) 975~6478 or TTY (301) 975-8295, inquiries(ci),nist.gov, and are available at 

http://csrc.nist.gov/. The following standards are incorporated by reference: 

(1) Federal Infonnation Processing Standard Publication (FIPS PUB) 140-2, 

Change Notices (12-03-2002), Security Requirements for Cryptographic Modules, May 

25,2001 (FIPS 140-2) includiJ:l.g Annexes A through D; incorporation by reference 

approved for §§ 13l1.30(b), 1311.55(b), 1311.115(b), 1311.120(b), 1311.205(b). 

(i) Annex A: Approved Security Functions for FIPS PUB 140-2, Security 

Requirements for Cryptographic Modules, September 23,2004. 

(ii) Annex B: Approved Protection Profiles for FIPS PUB 140-2, Security 

Requirements for Cryptographic Modules, November 4,2004. 

(iii) Annex C: Approved Random Number Generators for FIPS PUB 140-2, 

Security Requirements for Cryptographic Modules, January 31, 2005. 

(iv) Almex D: Approved Key Establishment Techniques for FIPS PUB 140-2, 

Security Requirements for Cryptographic Modules, February 23, 2004. 

(2) Federal Information Processing Standard Publication (FIPS PUB) 180-2, 

Secure Hash Standard, August 1, 2002, as amended by change notice 1, February 25, 

2004 (FIPS 180-2); incorporation by reference approved for §§ 1311.30(b) and 

1311.S5(b). 
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(3) Federal Infonnation Processing Standard Publication (FIPS PUB) 180-3, 

Secure Hash Standard (SHS), October 2008 (FIPS 180-3); incorporation by reference 

approved for § § 1311.120(b) and 1311.205(b). 

(4) Federal Infonnation Processing Standard Publication (FIPS PUB) 186-2, 

Digital Signature Standard, January 27,2000, as amended by Change Notice 1, October 

5,2001 (FIPS 186-2); incorporation by reference approved for §§ 1311.30(b) and 

1311.55(b). 

(5) Federal Infonnation Processing Standard Publication (FIPS PUB) 186-3, 

Digital Signature Standard (DSS), June 2009 (FIPS 186-3); incorporation by reference 

approved for §§ 1311.120(b), 1311.205(b), and 1311.210(c). 

(6) Draft NIST Special Publication 800-63-1, Electronic Authentication 

Guideline, December 8, 2008 (NIST SP 800-63-1); Burr, W. et al; incorporation by 

reference approved for § 1311.105(a). 

(7) NIST Special Publication 800-76-1, Biometric Data Specification for Personal 

Identity Verification, January 2007 (NIST SP 800-76-1); Wilson, C. et al; incorporation 

by reference approved for § 1311.116( d). 

21. Subpart C, consisting of §§ 1311.100 through 1311.305, is added to read as follows: 

. Subpart C - Electronic Prescriptions 

Sec. 
1311.100 General. 
1311.102 Practitioner responsibilities. 
1311.105 Requirements for obtaining an authentication credential- Individual 
practitioners. 
1311.110 Requirements for obtaining an authentication credential- Individual 
practitioners eligible to use an electronic prescription application of an institutional 
practitioner. 
1311.115 Additional requirements for two-factor authentication. 
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1311.116 Additional requirements for biometrics. 
1311.120 Electronic prescription application requirements. 
1311.125 Requirements for establishing logical access control - Individual practitioner. 
1311.130 Requirements for establishing logical access control- Institutional 
practitioner. 
1311.135 Requirements for creating a controlled substance prescription. 
1311.140 Requirements for signing a controlled substance prescription. 
1311.145 Digitally signing the prescription with the individual practitioner's private 
key. 
1311.150 Additional requirements for internal application audits. 
1311.170 Transmission requirements. 
1311.200 Phannacy responsibilities. 
1311.205 Pharmacy application requirements. 
1311.210 Archiving the initial record. 
1311.215 Internal audit trail. 
1311.300 Application provider requirements - Third-party audits or certifications. 
1311.302 Additional application provider requirements. 
1311.305 . Recordkeeping. 

Subpart C - Electronic Prescriptions 

§ 1311.100 General. 

(a) This subpart addresses the requirements that must be met to issue and process 

Schedule II, III, IV, and V controlled substance prescriptions electronically. 

(b) A practitioner may issue a prescription for a Schedule II, III, IV, or V 

controlled substance electronically if all of the following conditions are met: 

(1) The practitioner is registered as an individual practitioner or exempt from the 

requirement of registration under part 1301 of this chapter and is authorized under the 

registration or exemption to dispense the controlled substance; 

(2) The practitioner uses an electronic prescliption application that meets all of 

the applicable requirements of this subpart; and 

(3) The prescription is otherwise in confonnity with the requirements of the Act 

and this chapter. 
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~\ ( c) An electronic prescription for a Schedule II, III, N, or V controlled substance 

created using an electronic prescription application that does not meet the requirements of 

this subpart is not a valid prescription, as that term is defined in § 1300.03 of this chapter. 

(d) A controlled substance prescription created using an electronic prescription 

application that meets the requirements of this subpart is not a valid prescription if any of 

the functions required under this subpart were disabled when the prescription was 

indicated as ready for signature and signed. 

(e) A registered pharmacy may process electronic prescriptions for controlled 

substances only if all of the following conditions are met: 

(1) The pharmacy uses a pharmacy application that meets all of the applicable 

requirements of this subpart; and 

(2) The prescription is otherwise in confonnitY with the requirements of the Act 

and this chapter. 

(f) Nothing in this part alters the responsibilities of the practitioner and pharmacy, 

specified in part 1306 of this chapter, to ensure the validity of a controlled substance 

prescription. 

§ 1311.102 Practitioner responsibilities. 

(a) The practitioner must retain sole possession of the hard token, where 

applicable, and must not share the password or other knowledge factor, or biometric 

infonnation, with any other person. The practitioner must not allow any other person to 

use the token or enter the knowledge factor or other identification means to sign 

prescriptions for controlled substances. Failure by the practitioner to secure the hard 
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token, knowledge factor, or biometric information may provide a basis for revocation or 

suspension of registration pursuant to section 304(a)(4) of the Act (21 U.S.C. 824(a)( 4)). 

(b) The practitioner must notify the individuals designated under § 1311.125 or 

§ 1311.130 within one business day of discovery that the hard token has been lost, stolen, 

or compromised or the authentication protocol has been otherwise compromised. A 

practitioner who fails to comply with this provision may be held responsible for any 

controlled substance prescriptions written using his tw'o-factor authentication credential. 

( c) If the practitioner is notified by an intennediary or pharmacy that an electronic 

prescription was not successfully delivered, as provided in § 1311.170, he must ensure 

that any paper or oral prescription (where pennitted) issued as a replacement of the 

original electronic prescription indicates that the prescription was originally transmitted 

electronically to a particular pharmacy and that the transmission failed. 

(d) Before initially using an electronic prescription application to sign and 

transmit controlled substance prescriptions, the practitioner must detennine that the third

party auditor or certification organization has found that the electronic prescription 

application records, stores, and transmits the following accurately and consistently: 

(1) The infonnation required for a prescription under § 1306.05(a) of this chapter. 

(2) The indication of signing as required by § 1311.120(b )(17) or the digital 

signature created by the practitioner's plivate key. 

(3) The number ofrefills as required by § 1306.22 of this chapter. 

(e) If the third-party auditor or certification organization has found that an 

electronic prescliption application does not accurately and consistently record, store, and 

transmit other information required for prescriptions under this chapter, the practitioner 

• 
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must not create, sign, and transmit electronic prescriptions for controlled substances that 

are subject to the additional information requirements. 

(f) The practitioner must not use the electronic prescription application to sign and 

transmit electronic controlled substance prescriptions if any of the functions of the 

application required by this subpart have been disabled or appear to be functioning 

improperly. 

(g) If an electronic prescription application provider notifies an individual 

practitioner that a third-party audit or certification report indicates that the application or 

the application provider no longer meets the requirements of this part or notifies him that 

the application provider has identified a issue that makes the application non-compliant, 

the practitioner must do the following: 

(1) Immediately cease to issue electronic controlled substance prescriptions using 

the application. 

(2) Ensure, for an installed electronic prescription application at an individual 

practitioner's practice, that the individ':lals designated und~r § 1311.125 terminate access 

for signing controlled substance prescriptions. 

(h) If an electronic prescription application provider notifies an institutional 

practitioner that a third-party audit or certification report indicates that the application or 

the application provider no longer meets the requirements of this part or notifies it that 

the application provider has identified a issue that makes the application non-compliant, 

the institutional practitioner must ensure that the individuals designated under § 1311.130 

tenninate access for signing controlled substance prescriptions. 

c 
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(i) An individual practitioner or institutional practitioner that receives a 

notification that the electronic prescription application is not in compliance with the 

requirements of this part must not use the application to issue electronic controlled 

substance prescriptions until it is notified that the application is again compliant and all 

relevant updates to the application have been installed. 

U) The practitioner must notify both the individuals designated under § 1311.125 

or § 1311.130 and the Administration within one business day of discovery that one or 

more prescriptions· that were issued under a DEA registration held by that practitioner 

were prescriptions the practitioner had not signed or were not consistent with the 

prescriptions he signed. 

(Ie) The practitioner has the same responsibilities when issuing prescriptions for 

controlled substances via electronic means as when issuing a paper or oral prescription. 

Nothing in this subpmt relieves a practitioner of his responsibility to dispense controlled 

substances only for a legitimate medical purpose while acting in the usual course of his 

professional practice. If an agent enters information at the practitioner's direction prior to 

the practitioner reviewing and approving the infonnation and signing and authorizing the 

transmission of that infonnation, the practitioner is responsible in case the prescription 

does not conform in all essential respects to the law and regulations. 

§ 1311.105 Requirements for obtaining an authentication credential- Individual 

practitioners. 

(a) An individual practitioner must obtain a two-factor authentication credential 

from one of the following: 
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(1) A credential service provider that has been approved by the General Services 

Administration Office of Technology Strategy/Division of Identity Management to 

conduct identity proofing that meets the requirements of Assurance Level 3 or above as 

specified in NIST SP 800-63-1 as incorporated by reference in § 1311.08. 

(2) For digital certificates, a certification authority that is cross-certified with the 

Federal Bridge certification authority and that operates at a Federal Bridge Certification 

Authority basic assurance level or above. 

(b) The practitioner must submit identity proofing information to the credential 

service provider or certification authority as specified by the credential service provider 

or certification authority. 

(c) The credential service provider or certification authority must issue the 

authentication credential using two channels (e.g., e-mail, mail, or telephone call). If one 

of the factors used in the authentication protocol is a biometric, or if the practitioner has a 

hard token that is being enabled to sign controlled substances prescriptions, the credential 

service provider or certification authority must issue two pieces of information used to 

generate or activate the authentication credential using two channels. 

§ 1311.110 Requirements for obtaining an authentication credential- Individual 

practitioners eligible to use an electronic prescription application of an institutional 

practitioner. 

(a) For any registrant or person exempted from the requirement of registration 

under § 130 1.22( c) of this chapter who is eligible to use the institutional practitioner's 

electronic prescription application to sign prescriptions for controlled substances, the 

entity within a DEA-registered institutional practitioner that grants that individual 

. 
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practitioner privileges at the institutional practitioner (e.g., a hospital credentialing office) 

may conduct identity proofmg and authorize the issuance of the authentication credential. 

That entity must do the following: 

(1) Ensure that photographic identification issued by the Federal Government or a 

State government matches the person presenting the identification. 

(2) Ensure that the individual practitioner's State authorization to practice and, 

where applicable, State authorization to prescribe controlled substances, is current and in 

good standing. 

(3) Either ensure that the individual practitioner's DEA registration is current and 

in good standing or ensure that the institutional practitioner has granted the individual 

practitioner exempt from the requirement of registration under § 1301.22 of this chapter 

privileges to prescribe controlled substances using the institutional practitioner's DEA 

registration number. 

(4) If the individual practitioner is an employee of a health care facility that is 

operated by the Department of Veterans Affairs, confirm that the individual practitioner 

has been duly appointed to practice at that facility by the Secretary of the Department of 

Veterans Affairs pursuant t038 U.S.C. 7401-7408. 

(5) If the individual practitioner is working at a health care facility operated by the 

Department of Veterans Affairs on a contractual basis pursuant to 38 U.S.C. ~153 and, in 

the perfonnance of his duties, prescribes controlled substances, confirm that the 

individual practitioner meets the cliteria for eligibility for appointment under 38 U.S.C. 

7401-7408 and is prescribing controlled substances under the registration of such facility. 
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(b) An institutional practitioner that elects to conduct identity proofing must 

provide authorization to issue the authentication credentials to a separate entity within the 

institutional practitioner or to an outside credential Service provider or certification 

authority that meets the requirements of § 1311.105(a). 

(c) When an institutional practitioner is conducting identity proofing and 

submitting information to a credential service provider or certification authority to 

authorize the issuance of authentication credentials, the institutional practitioner must 

meet any requirements that the credential service provider or certification authority 

imposes on entities that serve as trusted agents. 

(d) An institutional practitioner that elects to conduct identity proofing and 

authorize the issuance of the authentication credential as provided in paragraphs (a) 

through ( c) of this section must do so in a manner consistent with the institutional 

practitioner's general obligation to maintain effective controls against diversion. Failure 

to meet this obligation may result in remedial action consistent with § 1301.36 of this 

chapter. 

(e) An institutional practitioner that elects to conduct identity proofmg must retain 

a record of the identity-proofing. An institutional practitioner that elects to issue the two-

factor authentication credential must retain a record of the issuance of the credential. 

§ 1311.115 Additional requirements for two-factor authentication. 

(a) To sign a controlled substance prescription, the electronic prescription 

application must require the practitioner to authenticate to the application using an 

authentication protocol that uses two of the following three factors: 

( , 
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(1) Something only the practitioner knows, such as a password or response to a 

challenge question. 

(2) Something the practitioner is, biometric data such as a fingerpril?-t or iris scan. 

(3) Something the practitioner has, a device (hard token) separate from the 

computer to which the practitioner is gaining access. 

(b) If one factor is a hard token, it must be separate from the computer to which it 

is gaining access and must meet at least the criteria ofFIPS 140-2 Security Levell, as 

incorporated by reference in § 1311.08, for cryptographic modules or one-time-password 

devices. 

( c) If one factor is a biometric, the biometric subsystem must comply with the 

requirements of § 1311.116. 

§ 1311.116 Additional requirements for biometrics. 

(a) If one of the factors used to authenticate to the electronic prescription 

application .is a biometric as described in § 1311.115, it must comply with the following 

requirements. 

(b) The biometric subsystem must operate at a false match rate of 0.001 or lower. 

(c) The biometric subsystem must use matching software that has demonstrated 

perfonnance at the operating point cOlTesponding with the false match rate described in 

paragraph (b) of this section, or a lower false match rate. Testing to demonstrate 

performance must be conducted by the National Institute of Standards and Tec1mology or 

another DEA-approved government or nongovemment laboratory. Such testing must 

comply with the requirements of paragraph (h) of this section. 
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/r---..,\ (d) The biometric subsystem must confonn to Personal Identity Verification 

authentication biometric acquisition specifications, pursuant to NIST SP 800-76-1 as 

incorporated by reference in § 1311.08, if they exist for the biometric modality of choice. 

(e) The biometric subsystem must either be co-located with a computer or PDA 

that the practitioner uses to issue electronic prescriptions for controlled substances, where 

the computer or PDA is located in a known, controlled location, or be built directly into 

the practitioner's computer or PDA that he uses to issue electronic prescriptions for 

controlled substances. 

(f) The biometric subsystem must store device ID data at enrolhnent (i.e., 

biomeuic registration) with the biometric data and verify the device ID at the time of 

authentication to the electronic prescription application. 

(g) The biometric subsystem must protect the biometric data (raw data or 

templates), match results, andlor non-match results when authentication is not local. If 

sent over an open network, biometric data (raw data or templates), match results, andlor 

non-match results must be: 

(1) Cryptographically sOurce authenticated; 

(2) Combined with a random challenge, a nonce, or a time stamp to prevent 

replay; 

(3) Cryptographically protected for integrity and confidentiality; and 

(4) Sent only to authorized systems. 

(h) Testing of the biometric subsystem must have the following characteristics: 

(1) The test is conducted by a laboratory that does not have an interest in the 

outcome (positive or negative) of perfonnance of a submission or biometric. 
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(2) Test data are sequestered. 

(3) Algorithms are provided to the testing laboratory (as opposed to scores or 

other infonnation). 

(4) The operating point(s) corresponding with the false match rate described in 

paragraph (b) of this section, or a lower false match rate, is tested so that there is at least 

95% confidence that the false match and non-match rates are equal to or less than the 

observed value. 

(5) Results of the testing are made publicly available. 

§ 1311.120 Electronic prescription application requirements. 

(a) A practitioner may only use an electronic prescription application that meets 

the requirements in paragraph (b) of this section to issue electronic controlled substance 

prescriptions. 

(b) The electronic prescription application must meet the requirements of this 

subpart including the following: 

(1) The electronic prescription application must do the following: 

(i) Linle each registrant, by name, to at least one DEA registration number. 

(ii) Link each practitioner exempt from registration under § 1301.22(c) of this 

chapter to the institutional practitioner's DEA registration number and the specific 

internal code number required under § 1301.22(c)(5) of this chapter. 

(2) The electronic prescription application must be capable of the setting of 

logical access controls to limit pennissions for the following functions: 

(i) Indication that a prescliption is ready for signing and signing controlled 

substance prescriptions. 
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(ii) Creating, updating, and executing the logical access controls for the functions 

specified in paragraph (b )(2)(i) of this section. 

(3) Logical access controls must be set by individual user name or role. If the 

application sets logical access control by role, it must not allow an individual to be 

assigned the role of registrant unless that individual is linked to at least one DEA 

registration number as provided in paragraph (b)(1) of this section. 

(4) The application must require that the setting and changing oflogical access 

controls specified under paragraph (b )(2) of this section involve the actions of two 

individuals as specified in §§ 1311.125 or 1311.130. Except for institutional 

practitioners, a practitioner authorized to sign controlled substance prescriptions must 

approve logical access control entries. 

(5) The electronic prescription application must accept two-factor authentication 

that meets the requirements of § 1311.115 and require its use for signing controlled 

substance prescriptions and for approving data that set or change logical access controls 

related to reviewing and signing controlled substance prescriptions. 

(6) The electronic prescription application must be capable of recording all of the 

applicable information required in part 1306 of this chapter for the controlled substance 

prescription. 

(7) If a practitioner has more than one DEA registration number, the electronic 

prescription application must require the practitioner or his agent to select the DEA 

registration number to be included on the prescription. 
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(8) The electronic prescription application must have a time application that is 

within five minutes of the official National Institute of Standards and Technology time 

source. 

(9) The electronic prescription application must present for the practitioner's 

review and approval all of the following data for each controlled substance prescription: 

(i) The date of issuance. 

(ii) The full name of the patient. 

(iii) The drug name. 

(iv) The dosage strength and form, quantity prescribed, and directions for use. 

(v) The number of refills authorized, if applicable, for prescriptions for Schedule 

III, IV, and V controlled substances. 

(vi) For prescriptions written in accordance with the requirements of § 1306 .12(b ) 

of this chapter, the earliest date on which a pharmacy may fill each prescription. 

(vii) The name, address, and DEA registration number of the prescribing 

practitioner. 

(viii) The statement required under § 1311.140(a)(3). 

(10) The electronic prescription application must require the prescribing 

practitioner to indicate that each controlled substance prescription is ready for signing. 

The electronic prescliption application must not pennit alteration of the DEA elements 

after the practitioner has indicated that a controlled substance prescliption is ready to be 

signed without requiting another review and indication of readiness for signing. Any 

controlled substance prescription not indicated as ready to be signed shall not be signed 

or transmitted. 
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(11) While the information required by paragraph (b )(9) of this section and the 

statement required by § 1311.140(a)(3) remain displayed, the electronic prescription 

application must prompt the prescribing practitioner to authenticate to the application, 

using two-factor authentication, as specified in § 1311.140(a)(4), which will constitute 

the signing of the prescription by the practitioner for purposes of § 1306.05(a) and (e) of 

this chapter. 

(12) The electronic prescription application must not permit a practitioner other 

than the prescribing practitioner whose DEA number (or institutional practitioner DEA 

number and extension data for the individual practitioner) is listed on the prescription as 

the prescribing practitioner and who has indicated that the prescription is ready to be 

signed to sign the prescription. 

(13) Where a practitioner seeks to prescribe more than one controlled substance at 

one time for a particular patient, the electronic prescription application may allow the 

practitioner to sign multiple prescriptions for a single patient at one time using a single 

invocation ofthe two-factor authentication protocol provided the following has occurred: 

the practitioner has individually indicated that each controlled substance prescription is 

ready to be signed while the infonnation required by paragraph (b )(9) of this section for 

each such prescription is displayed along with the statement required by 

§ 1311.140(a)(3). 

(14) The electronic prescription application must time and date stamp the 

prescription when the signing function is used. 

(15) When the practitioner uses his two-factor authentication credential as 

specified in § 1311.140(a)(4), the electronic prescription application must digitally sign at 
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least the information required by part 1306 of this chapter and electronically archive the 

digitally signed record. If the practitioner signs the prescription with his own private key, 

as provided in § 1311.145, the electronic prescription application must electronically 

archive a copy of the digitally signed record, but need not apply the application's digital 

signature to the record. 

(16) The digital signature functionality must meet the following requirements: 

(i) The cryptographic module used to digitally sign the data elements required by 

part 1306 of this chapter must be at least FIPS 140-2 Security Levell validated. FIPS 

140-2 is incorporated by reference in § 1311.08. 

(ii) The digital signature application and hash function must comply with FIPS 

186-3 and FIPS 180-3, as incorporated by reference in § 1311.08. 

(iii) The electronic prescription application's private key must be stored encrypted 

on a FIPS 140-2 Security Levell or higher validated cryptographic module using a FIPS

approved encryption algorithm. FIPS 140-2 is incorporated by reference in § 131l.08. 

(iv) For software implementations, when the signing IT.l.odule is deactivated, the 

application must clear the plain text password from the application memory to prevent 

the Unauthorized access to, or use of, the private key. 

(17) Unless the digital signature created by an individual practitioner's private 

key is being transmitted to the phannacy with the prescliption, the electronic prescription 

application must include in the data file transmitted an indication that the prescription 

was signed by the presclibing practitioner. 
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(18) The electronic prescription application must not transmit a controlled 

substance prescription unless the signing function described in § 1311.140( a)( 4) has been 

used. 

(19) The electronic prescription application must not allow alteration of any of the 

infonnation required by part 1306 of this chapter after the prescription has been digitally 

signed. Any alteration of the infonnation required by part 1306 of this chapter after the 

prescription is digitally signed must cancel the prescription. 

(20) The electronic prescription application must not allow transmission of a 

prescription that has been printed. 

(21) The electronic prescription application must allow printing of a prescription 

after transmission only if the printed prescription is clearly labeled as a copy not for 

dispensing. The electronic prescription application may allow printing of prescription 

infonnation if clearly labeled as being for infonnationa1 purposes. The electronic 

prescription application may transfer such prescription infonnation to medical records. 

(22) If the transmission of an electronic prescription fails, the electronic 

prescription application may print the prescription. The prescription must indicate that it 

was originally transmitted electronically to, and provide the name of, a specific 

pharmacy, the date and time of transmission, and that the electronic transmission failed. 

(23) The electronic prescription application must maintain an audit trail of all 

actions related to the following: 

(i) The creation, alteration, indication of readiness for signing, signing, 

transmission, or deletion of a controlled substance prescription. 
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(ii) Any setting or changing oflogical access control permissions related to the 

issuance of controlled substance prescriptions. 

(iii) Notification of a failed transmission. 

(iv) Auditable events as specified in § 1311.150. 

(24) The electronic prescription application must record within each audit record 

the following infonnation: 

(i) The date and time of the event. 

(ii) The type of event. 

(iii) The identity of the person taking the action, where applicable. 

(iv) The outcome of the event (success or failure). 

(25) The electronic prescription application must conduct internal audits and 

generate reports on any of the events specified in § 1311.150 in a fonnat that is readable 

by the practitioner. Such internal audits may be automated and need not require human 

intervention to be conducted. 

(26) The electronic prescription application must protect the stored audit records 

fi.-om unauthOlized deletion. The electronic prescription application shall prevent 

modifications to the audit records. 

(27) The electronic prescription application must do the following: 

(i) Generate a log of all controlled substance prescriptions issued by a practitioner 

during the previous calendar month and provide the log to the practitioner no later than 

seven calendar days after that month. 

(ii) Be capable of generating a log of all controlled substance prescriptions issued 

~y a practitioner for a period specified by the practitioner upon request. Prescription 
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information available from which to generate the log must span at least the previous two 

years. 

(iii) Archive all logs generated. 

(iv) Ensure that all logs are easily readable or easily rendered into a format that a 

person can read. 

(v) Ensure that' all logs are sortable by patient name, drug name, and date of 

issuance of the prescription. 

(28) Where the electronic prescription application is required by this part to 

archive or otherwise maintain records, it must retain such records electronically for two 

years from the date of the record's creation and comply with all other requirements of 

§ 1311.305. 

§ 1311.125 Requirements for establishing logical access control- Individual 

practitioner. 

(a) At each registered location where one or more individual practitioners wish to 

use an electronic prescription application meeting the requirements of this subpart to 

issue controlled substance prescriptions, the registrant(s) must designate at least two 

individuals to manage access control to the application. At least one of the designated 

individuals must be a registrant who is authorized to issue controlled substance 

prescriptions and who has obtained a two-factor authentication credential as provided in 

§ 1311.105. 

(b) At least one of the individuals designated under paragraph (a) of this section 

must verify that the DEA registration and State authorization(s) to practice and, where 

applical?le, State authorization(s) to dispense controlled substances of each registrant 
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being granted permission to sign electronic prescriptions for controlled substances are 

current and in good standing. 

(c) After one individual designated under paragraph (a) of this section enters data 

that grants pennission for individual practitioners to have access to the prescription 

functions that indicate readiness for signature and signing or revokes such authorization, 

a second individual designated under paragraph (a) of this section must use his two-factor 

authentication credential to satisfy the logical access controls. The second individual 

must be a DEA registrant. 

(d) A registrant's pennission to indicate that controlled substances prescriptions 

are ready to be signed and to sign controlled substance prescriptions must be revoked 

whenever any of the following occurs, on the date the occurrence is discovered: 

(1) A hard token or any other authentication factor required by the two-factor 

authentication protocol is lost, stolen, or compromised. Such'access must be terminated 

immediately upon receiving notification from the individual practitioner. 

(2) The individual practitioner's DEA registration expires, unless the registration 

has been renewed. 

(3) The individual practitioner's DEA registration is terminated, revoked, or 

suspended. 

(4) The individual practitioner is no longer authorized to use the electronic 

prescription application (e.g., when the individual practitioner leaves the practice). 

314 

__ 0';' 



(\, § 1311.130 Requirements for establishing logical access control- Institutional 

practitioner. 

(a) The entity within an institutional practitioner that conducts the identity 

proofing under § 1311.110 must develop a list of individual practitioners who are 

permitted to use the institutional practitioner's electronic prescription application to 

indicate that controlled substances prescriptions are ready to be signed and to sign 

controlled substance prescriptions. The list must be approved by two individuals. 

(b) After the list is approved, it must be sent to a separate entity within the 

institutional practitioner that enters permissions for logical access controls into the 

application. The institutional practitioner must authorize at least two individuals or a role 

filled by at least two individuals to enter the logical access control data. One individual 

in the separate entity must authenticate to the application and enter the data to grant 

pennissions to individual practitioners to indicate that controlled substances prescriptions 

are ready to be signed and to sign controlled substance prescriptions. A second 

individual must authenticate to the application to execute the logical access controls. 

( c) The institutional practitioner must retain a record of the individuals or roles 

that are authorized to conduct identity proofing and logical access control data entry and 

execution. 

(d) Permission to indicate that controlled substances prescriptions are ready to be 

signed and to sign controlled substance prescriptions must be revoked whenever any of 

the following occurs, on the date the occurrence is discovered: 

(D An individual practitioner's hard token or any other authentication factor 

required by the practitioner's two-factor authentication protocol is lost, stolen, or 
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compromised. Such access must be terminated immediately upon receiving notification 

from the individual practitioner. 

(2) The institutional practitioner's or, where applicable, individual practitioner's 

DEA registration expires, unless the registration has been renewed. 

(3) The institutional practitioner's or, where applicable, individual practitioner's 

DEA registration is terminated, revoked, or suspended. 

(4) An indivIdual practitioner is no longer authorized to use the institutional 

practitioner's electronic prescription application (e.g., when the individual practitioner is 

no longer associated with the institutional practitioner.) 

§ 1311.135 Requirements for creating a controlled substance prescription. 

(a) The electronic prescription application may allow the registrant or his agent to 

enter data for a controlled substance prescription, provided that only the registrant may 

sign the prescription in accordance with § § 1311.120(b)( 11) and 1311.140. 

(b) If a practitioner holds multiple DEA registrations, the practitioner or his agent 

must select the appropriate registration number for the prescription being issued in 

accordance with the requirements of § 1301.12 of this chapter. 

(c) If required by State law, a supervisor's name and DEA number may be listed 

on a prescription, provided the pl:escription clearly indicates who is the supervisor and 

who is the prescribing practitioner. 

§ 1311.140 Requirements for signing a controlled substance prescription. 

(a) For a practitioner to sign an electronic prescription for a controlled substance 

the following must occur: 
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(1) The practitioner must access a list of one or more controlled substance 

prescriptions for a single patient. The list must display the information required by 

§ 1311.120(b )(9). 

(2) The practitioner must indicate the prescriptions that are ready to be signed. 

(3) While the prescription information required in § 1311.120(b )(9) is displayed, 

the following statement or its substantial equivalent is displayed: "By completing the 

two-factor authentication protocol at this time, you are legally signing the prescription(s) 

and authorizing the transmission of the above information to the phannacy for 

dispensing. The two-factor authentication protocol may only be completed by the 

practitioner whose name and DEA registration number appear above." 

(4) While the prescription information required in § 1311.120(b )(9) and the 

statement required by paragraph (a)(3) of this section remain displayed, the practitioner 

must be prompted to complete the two-factor authentication protocol. 

(5) The completion by the practitioner of the two-factor authentication protocol in 

the manner provided in paragraph (a)( 4) of this section will constitute the signing of the 

prescription by the practitioner for purposes of § 1306.05( a) and (e) of this chapter. 

(6) Except as provided under § 1311.145, the practitioner's completion of the 

two-factor authentication protocol must cause the application to digitally sign and 

electronically archive the infonnation required under part 1306 of this chapter. 

(b) The electronic prescription application must clearly label as the signing 

function the function that prompts the practitioner to execute the two-factor 

authentication protocol using his credentiaL 

. ( 
'-. 

317 



( c) Any prescription not signed in the manner required by this section shall not be 

transmitted. 

§ 1311.145 Digitally signing the prescription with the individual practitioner's 

private key. 

(a) An individual practitioner who has obtained a digital certificate as provided in 

§ 1311.105 may digitally sign a controlled substance prescription using the private key 

associated with his digital certificate. 

(b) The electronic prescription application must require the individual practitioner 

to complete a two-factor authentication protocol as specified in § 1311.140(a)(4) to use 

his private key. 

( c) The electronic prescription application must digitally sign at least all 

information required under part 1306 ofthis chapter. 

(d) The electronic prescription application must electronically archive the 

digitally signed record. 

( e) A prescription that is digitally signed with a practitioner's private key may be 

transmitted to a phannacy without the digital signature. 

(f) lfthe electronic prescription is transmitted without the digital signature, the 

electronic prescliption application must check the certificate revocation list of the 

certification authority that issued the practitioner's digital certificate. If the digital 

certificate is not valid, the electronic prescription application must not transmit the 

prescription. The celiificate revocation list may be cached until the celiification authority 

issues a new certificate revocation list. 
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(g) When the individual practitioner digitally signs a controlled substance 

prescription with the private key associated with his own digital certificate obtained as 

provided under § 1311.105, the electronic prescription application is not required to 

digitally sign the prescription using the application's private key. 

§ 1311.150 Additional requirements for internal application audits. 

(a) The application provider must establish and implement a list of auditable 

events. Auditable events must, at a minimum, include the following: 

(1) Attempted unauthorized access to the electronic prescription application, or 

successful unauthorized access where the detennination of such is feasible. 

(2) Attempted unauthorized modification or destruction of any infonnation or 

records required by this part, or successful unauthorized modification or destruction of 

any infonnation or records required by this part where the detennination of such is 

feasible. 

(3) Interference with application operations of the prescription application. 

(4) Any setting of or change to logical access controls related to the issuance of 

controlled substance prescriptions. 

(5) Attempted or successful interference with audit trail functions. 

(6) For application service providers,. attempted or successful creation, 

modification, or destruction of controlled substance prescriptions or logical access 

controls related to controlled substance prescriptions by any agent or employee of the 

application service provider. 

( 
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(b) The electronic prescription application must analyze the audit trail at least 

once every calendar day and generate an incident report that identifies each auditable 

event

( c) Any person designated to set logical access controls under § § 1311.125 or 

1311.130 must detennine whether any identified auditable event represents a security 

incident that compromised or could have compromised the integrity of the prescription 

records. Any such incidents must be reported to the electronic prescription application 

provider and the Administration within one business day. 

§ 1311.170 Transmission requirements. 

(a) The electronic prescription application must transmit the electronic 

prescription as soon as possible after signature by the practitioner. 

(b) The electronic prescription application may print a prescription that has been 

transmitted only if an intennediary or the designated phannacy notifies a practitioner that 

an electronic prescription was not successfully delivered to the designated pharmacy. If 

this occurs, the electronic prescription application may print the prescription for the 

practitioner's manual signature. The plinted prescription must include infonnation 

noting that the prescription was Oliginally transmitted electronically to [name ofthe 

specific phannacyJ on [ date/time] and that transmission failed. 

( c) The electronic prescription application may print copies of the transmitted 

prescription if they are clearly labeled: "Copy only - not valid for dispensing." Data on 

the prescription may be electronically transfened to medical records, and a list of 

prescriptions written may be printed for patients if the list indicates that it is for 

infonnational purposes only and not for dispensing. 

------------~ t.----------------------------------------
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(d) The electronic prescription application must not allow the transmission of an 

electronic prescription if an original prescription was printed prior to attempted 

transmission. 

( e) The contents of the prescription required by part 1306 of this chapter must not 

be altered during transmission between the practitioner and pharmacy. Any change to the 

content during transmission, including truncation or removal of data, will render the 

electronic prescription invalid. The electronic prescription data may be converted from 

one software version to another between the electronic prescription application and the 

pharmacy application; conversiol?- includes altering the structure of fields or machine 

language so that the receiving pharmacy application can read the prescription and import 

the data. 

(f) An electronic prescription must be transmitted from the practitioner to the 

phannacy in its electronic fonn. At no time mayan intermediary convert an electronic 

prescription to another form (e.g., facsimile) for transmission. 

§ 1311.200 Pharmacy responsibilities. 

(a) Before initially using a phannacy application to process controlled substance 

prescriptions, the pharmacy must determine that the third-party auditor or certification 

organization has found that the pharmacy application does the following accurately and 

consistently: 

(1) Import, store, and display the information required for prescriptions under 

§ 1306.05(a) of this chapter. 

(2) Import, store, and display the indication of signing as required by 

§ 1311.120(b )(17). 
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(3) Import, store, and display the number ofrefills as required by § 1306.22 of 

this chapter. 

(4) Import, store, and verify the practitioner's digital signature, as provided in 

§ 1311.21 O( c), where applicable. 

(b) If the third-party auditor or certification organization has found that a 

phannacy application does not accurately and consistently import, store, and display 

other infonnation required for prescriptions under this chapter, the phannacy must not 

process electronic prescriptions for controlled substances that are subject to the additional 

infonnation requirements. 

(c) If a pharmacy application provider notifies a phannacy that a third-party audit 

or certification report indicates that the application or the application provider no longer 

meets the requirements of this part or notifies it that the application provider has 

identified an issue that makes the application non-compliant, the pharmacy must 

immediately cease to process controlled substance prescriptions using the application. 

(d) A phannacy that receives a notification that the phannacy application is not in 

compliance with the requirements of this part must not use the application to process 

controlled substance prescriptions until it is notified that the application is again 

compliant and all relevant updates to the application have been installed. 

(e) The phannacy must detennine which employees are authOlized to enter 

information regarding the dispensing of controlled substance prescriptions and annotate 

or alter records of these prescriptions (to the extent such alterations are pennitted under 

this chapter). The phalmacy must ensure that logical access controls in the phannacy 
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application are set so that only such employees are granted access to perform these 

functions. 

(f) When a pharmacist fills a prescription in a manner that would require, under 

part 1306 of this chapter, the pharmacist to make a notation on the prescription if the 

prescription were a paper prescription, the pharmacist must make the same notation 

electronically when filling an electronic prescription and retain the annotation 

electronically in the prescription record or in linked files. When a prescription is 

received electronically, the prescription and all required annotations must be retained 

electronically. 

(g) When a pharmacist receives a paper or oral prescription that indicates that it 

was originally transmitted electronically to the phannacy, the pharmacist must check its 

records to ensure that the electronic version was not received and the prescription 

dispensed. If both prescriptions were received, the pharmacist must mark one as void. 

(h) When a pharmacist receives a paper or oral prescription that indicates that it 

was originally transmitted electronically to another pharmacy, the pharmacist must check 

with that pharmacy to determine whether the prescription was received and dispensed. If 

the phannacy that received the original electronic prescription had not dispensed the 

prescription, that pharmacy must mark the electronic version as void or canceled. If the 

pharmacy that received the original electronic prescription dispensed the prescription, the 

pharmacy with the paper version must not dispense the paper prescription and must mark 

the prescription as void. 

( ) 
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(i) Nothing in this part relieves a pharmacy and pharmacist of the responsibility to 

dispense controlled substances only pursuant to a prescription issued for a legitimate 

medical purpose by a practitioner acting in the usual course of professional practice. 

§ 1311.205 Pharmacy application requirements. 

(a) The pharmacy may only use a pharmacy application that meets the 

requirements in paragraph (b) of this section to process electronic controlled substance 

prescriptions. 

(b) The pharmacy application must meet the following requirements: 

(1) The phannacy application must be capable of setting logical access controls to 

limit access for the following functions: 

(i) Annotation, alteration, or deletion of prescription information. 

(ii) Setting and changing the logical access controls. 

(2) Logical access controls must be set by individual user name or role. 

(3) The phannacy application must digitally sign and archive a prescription on 

receipt or be capable of receiving and archiving a digitally signed record. 

(4) For phannacy applications that digitally sign prescription records upon 

receipt, the digital signature functionality must meet the following requirements: 

(i) The cryptographic module used to digitally sign the data elements required by 

part 1306 of this chapter must be at least FIPS 140-2 Security Levell validated. FIPS 

140-2 is incorporated by reference in § 1311.0S. 

(ii) The digital signature application and hash function must comply with FIPS 

lS6-3 and FIPS IS0-3, as incorporated by reference in § 1311.08. 
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(iii) The pharmacy application's private key must be stored encrypted on a FIPS 

140-2 Security Levell or higher validated cryptographic module using a FIPS-approved 

encryption algorithm. FIPS 140-2 is incorporated by reference in § 1311.08. 

(iv) For software implementations, when the signing module is deactivated, the 

pharmacy application must clear the plain text password from the application memory to 

prevent the unauthorized access to, or use of, the private key. 

(v) The pharmacy application must have a time application that is within five 

minutes of the official National Institute of Standards and Technology time source. 

(5) The pharmacy application must verify a practitioner's digital signature (if the 

pharmacy application accepts prescriptions that were digitally signed with an individual 

practitioner's private key and transmitted with the digital signature). 

(6) If the prescription received by the pharmacy application has not been digitally 

signed by the practitioner and transmitted with the digital signature, the pharmacy 

application must either: 

(i) Velify that the practitioner signed the prescription by checking the data field 

that indicates the prescription was signed; or 

(ii) Display the field for the phannacist's verification .. 

(7) The pharmacy application must read and retain the full DEA number including 

the specific internal code number assigned to individual practitioners authorized to 

prescribe controlled substances by the hospital or other institution as provided in § 

13 0 1.22( c) of this chapter. 

(8) The pharmacy application must read and store, and be capable of displaying, 

all information required by part 13 06 of this· chapter. 
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(9) The pharmacy application must read and store in full the information required 

under § 1306.05(a) of this chapter. The pharmacy application must either verify that such 

information is present or must display the information for the pharmacist's verification. 

(10) The pharmacy application must provide for the following infonnation to be 

added or linked to each electronic controlled substance prescription record for each 

dispensing: 

(i) Number of units or volume of dmg dispensed. 

(ii) Date dispensed. 

(iii) Name or initials of the person who dispensed the prescliption. 

(11) The pharmacy application must be capable of retrieving controlled substance 

prescriptions by practitioner name, patient name, drug name, and date dispensed. 

(12) The pharmacy application must allow downloading of prescription data into 

a database or spreadsheet that is readable and sortable. 

(13) The pharmacy application must maintain an audit trail of all actions related 

to the following: 

(i) The receipt, annotation, alteration, or deletion of a controlled substance· 

prescription. 

(ii) Any setting or changing of logical access control pennissions related to the 

dispensing of controlled substance prescriptions. 

(iii) Auditable events as specified in § l3l1.2l5. 

(14) The pharmacy application must record within each audit record the following 

information: 

(i) The date and time of the event. 
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(ii) The type of event. 

(iii) The identity of the person taking the action, where applicable. 

(iv) The outcome of the event (success or failure). 

(15) The pharmacy application must conduct internal audits and generate reports 

on any of the events specified in § 1311.215 in a format that is readable by the 

pharmacist. Such an internal audit may be automated and need not require human 

intervention to be conducted. 

(16) The pharmacy application must protect the stored audit records from 

unauthorized deletion. The pharmacy application shall prevent modifications to the audit 

records. 

(17) The pharmacy application must back up the controlled substance prescription 

records daily. 

(18) The pharmacy application must retain all archived records electronically for 

at least two years from the date of their receipt or creation and comply with all other 

requirements of § 1311.305. 

§ 1311.210 Archiving the initial record. 

( a) Except as provided in paragraph (c) of this section, a copy of each electronic 

controlled substance prescription record that a pharmacy receives must be digitally 

signed by one of the following: 

(1) The last intermediary transmitting the record to the phannacy must digitally 

.sign the prescription immediately prior to transmission to the phannacy. 

(2) The first pharmacy application that receives the electronic prescription must 

digitally sign the prescription immediately on receipt. 
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(b) If the last intennediary digitally signs the record, it must forward the digitally 

signed copy to the pharmacy. 

(c) If a pharmacy receives a digitally signed prescription that includes the 

individual practitioner's digital signature, the phannacy application must do the 

following: 

(1) Verify the digital signature as provided in FIPS 186-3, as incorporated by 

reference in § 1311.08. 

(2) Check the validity of the certificate holder's digital certificate by checking the 

certificate revocation list. The pharmacy may cache the CRL until it expires. 

(3) Archive the digitally signed record. The pharmacy record must retain an 

indication that the prescription was verified upon receipt. No additional digital signature 

is required. 

§ 1311.215 Internal audit trail. 

(a) The pharmacy application provider must establish and implement a list of 

auditable events. The auditable events must, at a minimum, include the following: 

(1) Attempted unauthorized access to the pharmacy application, or successful 

unauthorized a.ccess to the phannacy application where the determination of such is 

feasible. 

(2) Attempted or successful unauthorized modification or destruction of any 

infonnation or records required by this part, or successful unauthOlized modification or 

destruction of any information or records required by this pari where the detemlination of 

such is feasible. 

(3) Interference with application operations of the pharmacy application. 
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(4) Any setting of or change to logical access controls related to the dispensing of 

controlled substance prescriptions. 

(5) Attempted or successful interference with audit trail functions. 

(6) For application service providers, attempted or successful annotation, 

alteration, or destruction of controlled substance prescriptions or logical access controls 

related to controlled substance prescriptions by any agent or employee of the application 

service provider. 

(b) The phannacy application must analyze the audit trail at least once every 

calendar day and generate an incident report that identifies each auditable event. 

(c) The pharmacy must determine whether any identified auditable event 

represents a security incident that compromised or could have compromised the integrity 

of the prescription records. Any such incidents must be reported to the pharmacy 

application service provider, if applicable, and the Administration within one business 

day. 

§ 1311.300 Application provider requirements - Third-party audits or 

certifications. 

(a) Except as provided in paragraph (e) of this section, the application provider of 

an electronic prescription application or a phannacy application must have a third-party 

audit of the application that detennines that the application meets the requirements of this 

part at each of the following times: 

(1) Before the application may be used to create, sign, transmit, or process 

controlled substance prescriptions. 
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(2) VVhenever a functionality related to controlled substance prescription 

requirements is altered or every two years, whichever occurs first. 

(b) The third-party audit must be conducted by one of the following: 

(1) A person qualified to conduct a SysTrust, Web Trust, or SAS 70 audit. 

(2) A Certified Infonnation System Auditor who perfonns compliance audits as a 

regular ongoing business activity. 

(c) An audit for installed applications must address processing integrity and 

detennine that the application meets the requirements of this part. 

(d) An audit for application service providers must address processing integrity 

and physical security and detennine that the application meets the requirements of this 

part. 

( e) If a certifying organization whose certification process has been approved by 

DEA verifies and celiifies that an electronic prescription or phal111acy application meets 

the requirements of this part, certification by that organization may be used as an 

alternative to the audit requirements of paragraphs (b) through (d) of this section, 

provided that the certification that determines that the application meets the requirements 

of this part occurs at each of the .following times: 

(1) Before the application may be used to create, sign, transmit, or process 

controlled substance prescliptions. 

(2) Whenever a functionality related to controlled substance prescription 

requirements is altered or every two years, whichever occurs first. 

(f) The application provider must make the audit or certification report available 

to any practitioner or phannacy that uses the application or is considering use of the 
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/~\ application. The electronic prescription or phannacy application provider must retain the 

most recent audit or certification results and retain the results of any other audits or 

certifications of the application completed within the previous two years. 

(g) Except as provided in paragraphs (h) and (i) of this section, if the third-party 

auditor or certification organization fmds that the application does not meet one or more 

of the requirements of this part, the application must not be used to create, sign, transmit, 

or process electronic controlled substance prescriptions. The application provider must 

notify registrants within five business days of the issuance of the audit or certification 

report that they should not use the application for controlled substance prescriptions. The 

application provider must also notify the Administration of the adverse audit or 

certification report and provide the report to the Administration within one business day 

of issuance. 

(h) For electronic prescription applications, the third-party auditor or certification 

organization must make the following detenninations: 

(1) If the infonnation required in § 1306.05(a) of this chapter, the indication that 

the prescription was signed as required by § 1311.120(b)(17) or the digital signature 

created by the practitioner'.s. private key, if transmitted, and the number of refills as 

required by § 1306.22 ofthis chapter, cannot be consistently and accurately recorded, 

stored, and transmitted, the third-party auditor or certification organization must indicate 

that the application does not meet the requirements of this part. 

(2) If other infonnation required under this chapter cannot be consistently and 

accurately recorded, stored, and transmitted, the third-party auditor or certification 

organization must indicate that the application has failed to meet the requirements for the 
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specific information and should not be used to' create, sign, and transmit prescriptions that 

require the additional information. 

(i) For phannacy applications, the third-party auditor or certification organization 

must make the following detenninations: 

(1) If the infonnation required in § 1306.05(a) of this chapter, the indication that 

the prescription was signed as required by§ 1311.205(b)( 6), and the number of refills as 

required by § 1306.22 of this chapter, cannot be consistently and accurately imported, 

stored, and displayed, the third-party auditor or certification organization must indicate 

that the application does not meet the requirements of this part. 

(2) If the pharmacy appli<?ation accepts prescriptions with the practitioner's digital 

signature, the third-party auditor or certification organization must indicate that the 

application does not meet the requirements of this part if the application does not 

consistently and accurately import, store, and verify the digital signature. 

(3) If other infonnation required under this chapter cannot be consistently and 

accurately imported, stored, and displayed, the third-party auditor or certification 

organization must indicate that the application has failed to meet the requirements for the 

specific infonnation and should not be used to process electronic prescriptioD,s that 

require the additional information. 

§ 1311.302 Additional application provider requirements. 

(a) If an application provider identifies or is made aware of any issue with its 

application that make the application non-compliant with the requirements of this part, 

the application provider must notify practitioners or phannacies that use the application 

as soon as feasible, but no later than five busmess days after discovelY, that the application 

should not be used to issue or process electronic controlled substance prescriptions. 
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(b) When providing practitioners or pharmacies with updates to any issue that 

makes the application non-compliant with the requirements of this part, the application 

provider must indicate that the updates must be installed before the practitioner or 

pharmacy may use the application to issue or process electronic controlled substance 

prescriptions. 

§ 1311.305 Recordkeeping. 

(a) If a prescription is created, signed, transmitted, and received electronically, all 

records related to that prescription must be retained electronically. 

(b) Records required by this subpart must be maintained electronically for two 

years from the date of their creation or receipt. This record retention requirement shall 

not pre-empt any longer period of retention which may be required now or in the future, 

by any other Federal or State law or regulation, applicable to practitioners, pharmacists, 

or pharmacies. 

( c) Records regarding controlled substances prescriptions must be readily 

retrievable from all other records. Electronic records must be easily readable or easily 

rendered into a format that a person can read. 

(d) Records required by this part must be made available to the Administration 

upon request. 

( e) If an application service provider ceases to provide an electronic prescription 

application or an electronic pharmacy application or if a registrant ceases to use an 

application service provider, the application service provider must transfer any records 

subject to this part to the registrant in a format that the registrant'S applications are 

capable of retrieving, displaying, and printing in a readable format. 

) 
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(f) If a regis~ant changes application providers, the registrant must ensure that 

any records subject to this part are migrated to the new application or. are stored in a 

fonnat that can be retrieved, displayed, and printed in a readable format. 

(g) If a registrant transfers electronic prescription files to another registrant, 

both registrants must ensure that the records are migrated to the new application or are 

stored in a fonnat that can be retrieved, displayed, and printed in a readable fonnat. 

(h) Digitally signed prescription records must be transferred or migrated with the 

digital signature. 

Dated: March 22, 2010 

Michele M. Leonhart, 
Deputy Administrator. 

[FR Doc. 2010-6687 Filed 03/2412010 at 4:15 pm; Publication Date: 03/3112010] 
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EDMUND G. BROWN JR. 
Attorney General 

April 19, 2010 

Virginia K. Herold 
Executive Officer 
Board of Pharmacy 
1625 N. Market Blvd., Suite N219 
Sacramento, CA 95834 

RE: Electronic Prescriptions for Controlled Substances (DEA Rulemaking) 
Docket No. DEA-218I; 21 CFRParts 1300, 1304, 1306, and 1311 

Dear Ms. Herold: 

On or about March 24,2010, the Drug Enforcement Administration (DEA) first released 
its Interim Final Rule on the subject of Electronic Prescriptions for Controlled Substances. The 
rulemaking has been assigned Docket No. DEA-218I.! The Interim Final Rule was published in 
the Federal Register on March 31, 2010, with a 60-day comment period. Any comments must be 
received by June 1,2010. That is also the scheduled effective date for the Interim Final Rule? 

You have asked that I review the Interim Final Rule (Rule) and help summarize the Rule 
for the Board, so that the Board may consider whether it wishes to submit (further) comments or 
take any other action with regard to the Rule. The following is my attempt to do so. 

It is of course difficult to meaningfully summarize a document that consumes some 334 
pages in its unofficial form (and some 85 pages as published in the small, multi-column print of 
the Federal Register). Until the Board expresses specific interest in the subject, we do not wish 
to overburden them with a summary that mirrors the Rule in complexity. Rather than attempt a 
comprehensive summary, therefore, what follows is a brief "executive summary" that touches on 
the basic framework of the Rule, and some of the points made in the Board's prior comments. I 
remind you, as always, that what follows is solely my own opinion(s), my best effort to provide 
legal assistance to you/the Board. It is not an official "opinion" of the Attorney General. 

! This Interim Final Rule follows and responds to or incorporates comments to an initial Notice 
of Proposed Rulemaking on this subject issued by the DEA in 2008 (Docket No. DEA-218). The 
California State Board of Pharmacy submitted written comments, dated September 15,2008, on 
that initial Docket. A copy of the comment letter previously submitted by the Board is enclosed. 

2 Because this rule has been deemed a major rule subject to congressional review, if a review is 
initiated by Congress the effective date could change. If that happens, DEA will post a new date. 

State of California 
DEPARTMENT OF JUSTICE 

455 GOLDEN GATE AVENUE, SUITE 11000 
SAN FRANCISCO, CA 94102-7004 

Public: (415) 703-5500 
Telephone: (415) 703-1299 
Facsimile: (415) 703-5480 

E-Mail: joshua.room@doj.ca.gov 
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The basic structure of the Rule has remained consistent: whereas it has previously been 
the rule that controlled substances could be prescribed only using (secure) paper prescriptions, it 
will now be possible to prescribe (Schedule II through V) controlled substances using electronic 
prescription applications, transmitted either directly or through intermediades to pharmacies.3 

No practitioner is mandated to use electronic prescriptions; participation remains voluntary. 

The Rule then sets forth numerous requirements for practitioners, application providers, 
other intermediaries, and/or pharmacies, intended to allow the use of "modem technology for 
controlled substance prescriptions while maintaining the closed system of controls on controlled 
substances dispensing." (75 Fed. Reg. 16236 (March 31, 2010) [hereinafter "FR"].) As stated in 
its text, a basic motivator for the language adopted in the Rule was the following reasoning: "It 
is essential that the rules governing the electronic prescribing of controlled substances do not 
inadvertently facilitate diversion and abuse and undermine the ability of DEA, State, and local 
law enforcement to identify and prosecute those who engage in diversion. In this vein, DEA's 
primary goals were to ensure that nonregistrants did not gain access to electronic prescription 
applications and generate or alter prescriptions for controlled substances and to ensure that a 
prescription record, once created, could not be repudiated." (FR 16239-16240l 

Although it is not possible or helpful to address these requirements comprehensively or in 
any great detail, among the requirements to participate in e-prescribing are the following: 

• Identity Proofing: The final Rule continues the requirement that practitioners be subject 
to identity proofing before they are issued authentication credentials (the password(s) and 
hard token or biometric that permits them to issue e-prescriptions). The identity proofing 
must be performed to NIST SP 800-63-1 Assurance Level 3 (which, if performed by third 
parties, allows for remote as well as in-person identity proofing). Identity proofing must 
also be combined with logical access controls (to the application/system), which must be 
under the control of two people in the organization, at least one of which is a registrant. 

• Two-factor Authentication: The final Rule continues the requirement that practitioners 
be authenticated to the e-prescribing system using two factors, any two of the following 
three: knowledge-based (i.e., password), a hard token, and/or a biometric. Hard tokens 
must meet FIPS 140-2 Security Levell, and must be stored on a separate computer. 

• Creating and Signing Electronic Prescriptions: Controlled substance e-prescriptions are 
required to contain the same data elements as paper prescriptions, but the prescriber is 
only required to review patient name, drug information, refill/fill information, and the 
prescriber's information on-screen before approving/signing the prescription. It will be 
possible to authorize multiple prescriptions for a single patient with one transaction. 

3 Since at least 2001, California law has said e-prescribing for controlled substances would be 
permitted "if authorized by federal law and in accordance with regulations promulgated by the 
[DEAl" (Health & Saf. Code, § 11164.5, subd. (a).) 

4 Here, "repudiation" would be a denial by the practitioner ofhavi~g written the prescription(s). 



i 
=1 

I 

Virginia K. Herold 
April 19, 2010 
Page 3 

• Digital Signatures: Under the final Rule, the application will apply a digital signature to 
and archive the controlled substance prescription information required under part 1306 
when the practitioner completes the two-factor authentication protocol (i.e., this is his or 
her means of "signing" the prescription). Alternatively, for those practitioners who have 
private keys for digital signatures (e.g., those practicing in federal facilities), this PKI 
infrastructure may be used to digitally sign the prescription. The prescription need not be 
transmitted immediately, because it has been digitally signed (and therefore locked). The 
final Rule also requires the pharmacy or the last intermediary before pharmacy receipt to 
digitally sign the prescription, and the pharmacy to archive the digitally signed record. 

• Recordkeeping: All records related to controlled substance e-prescriptions now need tq 
be retained for two years (as opposed to the five years required by the initial Notice). 

As you will recall, in its prior comments on the initial Notice of Proposed Rulemaking, 
the Board welcomed and applauded the authorization of e-prescribing for controlled substances, 
but stated its concern that the detail and complexity of the rule and the requirements it placed on 
the various participants in e-prescribing might prove more of a deterrent than an encouragement 
to widespread adoption of electronic prescribing of controlled substances (a perceived good). In 
the Board's prior comments, it identified a few specific areas of concern, and generally urged the 
DEA to reconsider placing so many procedural obstacles in the way of widespread adoption. 

The DEA apparently received many similar comments on the 2008 rulemaking, and in its 
present Rule has endeavored to respond to and incorporate many of those comments. Indeed, the 
DEA's stated intention for those changes made from the initial Notice to the final Rule was "to 
streamline the rules to reduce the burden on registrants. Another of DE A's goals has been to 
provide flexibility in the rule so that as technologies and standards mature, registrants and 
application providers will be able to take advantage of advances without having to wait for a 
revision to the regulations. Finally, DEA has r~vised the rules to place requirements on either 
the application or on registrants so that neither DEA nor registrants are dependent on 
intermediaries for maintenance of information." (FR 16241-16242.) 

Many of the specific concerns and objections raised by the Board have been addressed in 
the changes made by the DEA in the final Rule. For instance, in its prior written comments the 
Board expressed concern that the identity proofing required by the initial Notice would have to 
be done either by a DEA-registered hospital which has granted privileges to the prescriber, by a 
State professional or licensing board (e.g., the Board) or controlled substances authority, or by a 
State or local law enforcement authority. The DEA has modified its restrictions on who may do 
this identity proofing to eliminate the burden on state agencies. Now, this identity proofing may 
be done by third-party credentialing authorities, as well as in-house at DEA registrant facilities. 

Likewise, the Board expressed concern about the two-factor authentication protocol, and 
specifically the reliance on possession of a hard token. Although the DEA did not eliminate or 
reduce this requirement, it did allow for use of a biometric instead or in addition to a hard token. 
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The DEA also eliminated several other requirements that the Board's prior comments had 
identified as potential obstacles to widespread adoption of e-prescribing, including: the 2-minute 
"time out" requirement that e-prescribing applications cancel any prescription transaction that is 
not completed within 2 minutes; the requirement that documents related to controlled substances 
e-prescriptions be retained for 5 years (the final Rule makes the retention period 2 years, as it is 
for paper prescriptions); and the requirement that pharmacies check DEAlCSA registration status 
for practitioners before filling every controlled substance e-prescription (again, in the final Rule 
the DEA reverted to the rule applicable to paper prescriptions, which is that there is no obligation 
to check DEA prescribing status unless the pharmacy has reason to suspect this status). 

Finally, the final Rule specifically addressed a major concern expressed by the Board, as 
well as other commenters: the final Rule clarifies that it was never the intention of the Notice, 
nor is it a provision of the final Rule, that the non-alteration provisions of the Rule would prevent 
pharmacies from engaging in the kinds of alterations to prescriptions that are standard/necessary 
to practice, including generic substitution for brand name drugs. The final Rule makes clear that 
this practice is allowed, as are alterations made after the digital signature is applied by the staff at 
the practitioner's office, to fill in the address or URL of the pharmacy, or contact information. 

It is not my place to comment on the substance of the Rule, as a policy matter. It will be 
up to the Board to decide whether any (further) comment is appropriate. I can observe, however, 
that it does appear the DEA has made a substantial effort to respond to the comments it received. 
A large portion of the 334 pages is consumed by its responses to comments, and in many cases it 
modified the regulatory language in an effort to make the final Rule more palatable. Whether its 
efforts will be successful, in addressing the Board's concern about obstacles to implementation 
of electronic prescribing, remains to be seen~ That will depend on the response of the industry. 

The Board may also be provided with some response from stakeholders at this meeting or 
subsequent meetings. My brief searches of industry sources have not unearthed any substantive 
commentary to date. It may be too soon after issuance of the Rule for such commentaries. 

I hope this summary is helpful. As always, please feel free to contact me with questions. 

For EDMUND G. BROWN JR. 
Attorney General 

JAR:fmd 
cc: Kristy Schieldge, Senior Staff Counsel, Department of Consumer Affairs 
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September 15,2008 

Drug Enforcement Administration 
Attn: DEA Federal Register Representative/ODL 
8701 Morrissette Drive 
Springfield, VA 22152 

RE: COMMENTS OF THE CALIFORNIA STATE BOARD OF PHARMACY 
Docket No. DEA-218: Electronic Prescriptions for Controlled Substances 

To Whom It May Concern:' 

I write on behalf of the Califoriria State Board of Pharmacy (Board). We are pleased to 
have this opportunity to respond to a Request for Comments included in Docket No. DEA-218, 
aN otice of Proposed Ru1emaking titled Electronic Prescriptions for Controlled Substances. We 
are encouraged that the Drug Enforcement Administration (DEA) is moving to permit electronic 
prescribing (e-prescribing) for controlled substances. As you are likely aware, an inability to use 
e-prescribing for controlled substance's has been cited by several studies as a significant barrier to 
wider adoption of e-prescribing, particularly among prescribers. Widespread adoption is crucial 
to realize the full demonstrated potential of e-prescribing to reduce medication errors, to improve 
health outcomes, and to reduce costs. One key to spurring that widespread adoption is the ability 
to employe-prescribing for all prescription drugs and devices, including controlled substances. 

We therefore welcome this allowance for controlled substance e-prescribing as a vital and 
10Iig-awaited step forward. We remain somewhat concerned, however, that the spurring effect of 
this development may be muted ifDEA requirements for implementation of controlled substance 
e-prescribing (and receipt) by prescribers, pharmacies, or others are so onerous or complicated as 
to reduce the chances of widespread adoption. While as a regulatory body we are sympathetic to 
and fully understand your stated concerns regarding diversion, prescription authenticity and non
repudiation, and other controlled substance security risks, we urge you to also consider, as part of 
your decision-making about the requirements for participation, an often counterbalancing interest 
in encouraging widespread adoption. We believe these interests can be acceptably reconciled. 

In what follows, we will comment on just a few specifics in the draft regulations, and will 
largely leave such specifics to the comments from industry stakeholders. We hope that those few 
examples we give will illuminate our more general thesis: that any requirement for e-pr~scribing 
controlled substances in the draft regulations ought to be reconsidered to assess not only whether 
it serves vital.1aw-enforcement purposes, but also whether it erects unnecessary barriers to wider 
adoption. Weare not sure whether this latter consideration has been given enough weight in the 
draft regulations, which create requirements for participation in e-prescribing far more weighty 
and specific than the current requirements for paper prescribing of controlled substances. 

. 
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Our Historical Perspective in California 

As you may lrnow, the Board is the agency within California primarily responsible for the 
enforcement of California's Pharmacy Law (Cal. Bus. & Prof. Code, § 4000 et seq.), and we also 
share in enforcement ofthe state's Uniform Controlled Substances Act (Cal. Health & Saf. Code, 
§ 11000 et seq.; see Cal. Bus. & Prof. Code, § 4011). As an enforcement agency, we share your 
interest in ensuring a safe and secure drug delivery system, particularly for controlled drugs. We 
are pleased to have a long history of mutual cooperation between the B08!d and the DEA. 

Also from that shared perspective, we are enthusiastic about the potential of e-prescribing 
to dramatically improve the quality of prescription delivery, and healthcare more generally. That 
potential has been illuminated by numerous studies and reports, including in recent years the July 
2006 Institute of Medicine report titled Preventing Medication Errors, and a June 2008 report by 
the Center for Improving Medication Management in collaboration with eHealth Initiative, titled 
Electronic Prescribing: Becoming Mainstream Practice. These documents have followed others 
in concluding that e-prescribing has great potential benefits, far outweighing its costs, but that so 
far adoption has been hindered by, inter alia, the inability to e-prescribe controlled substances. 

California has its own significant history of studies and reports recognizing this potential 
value of e-prescribing, among them a November 2001 study titled E-Prescribing prepared for the 
California Healthcare Foundation that similarly identified the values of e-prescribing and barriers 
to its wider adoption. In 2005, the California Legislature adopted Senate Concurrent Resolution 
49 (SCR 49 [Speier]), which created an expert panel to study the causes of medication errors and 
to recommend changes to the health care system. In March 2007, this "Medication Errors Panel" 
issued its report, titled Prescription for Improving Patient Safety: Addressing Medication Errors, 
which likewise lauded the benefits of e-prescribing, and which recommended that by 2010 it be a 
legally mandated requirement that all prescriptions be computer-generated or -typed. 

California also has a significant history of being legally prepared for e-prescribing. This 
history demonstrates that California, and this Board, have been waiting for fuller implementation 
of e-prescribing for at least fourteen (14) years. For instance, since at least 1994, California has 
defined a legal "prescription" to include electronic transmission prescriptions (e-prescriptions), 
e.g., those transmitted directly from a prescriber to a pharmacy. (See Cal. Bus. & Prof. Code, § 
4040; Cal. Health & Saf. Code, § 11027). Since at least 2001, in case there were any ambiguity 
about the propriety of direct transmissions of electronic prescription data, California has allowed 
direct "entry" (including by transmission) of data by a prescriber into a pharmacy's or hospital's 
computer. (See Cal. Bus. & Prof. Code, § 4071.1; Cal. Health & Saf. Code, § 11164.5). For the 
same time period(s), California has been awaiting DEA approval for electronic prescriptions for 
controlled substances. Since at least 2001, California law has specifically said that e-prescribing 
for controlled substances would be allowed "if authorized by federal law and in accordance with 
regulations promulgated by the Drug Enforcement Administration." (Cal. Health & Saf. Code, § 
11164.5, subd. (a).) California is therefore poised to implement these DEA regulations. 

Recent Momentum in favor ofE-prescribing 

Both within California and at the national level, what had been a steady drumbeat solely 
among some interested constituencies has become a flood of interest in full implementation of e
prescribing. Your agency has obviously experienced that interest recently and directly, with the 
2007 requests you received from Congress to permit e-prescribing of controlled substances. 
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As you lmow, momentum for wider adoption of e-prescribing was given a boost by the 
Medicare Modernization Act of 2003 (MMA), which included a requirement that participating 
Medicare Part D drug plans support e-prescribing (though participation by the prescribers andlor 
dispensers remained voluntary). Between 2005 and 2008, as required by the MMA, the Centers 
for Medicare and Medicaid Services (CMS) promulgated regulations containing standards for e
prescribing (and affIliated transactions). Those standards are now in [mal rule status. 

Even more signifIcant to the growing momentum in favor of e-prescribing was the recent 
(July 2008) passage of the Medicare Improvements for Patients and Providers Act of2008 (RR 
6331). As you are no doubt aware, Section 132 of that legislation provides fInancial incentives. 
for prescribers participating in Medicare Part D to reach certain e-prescribing thresholds between 
2009 and 2013, and beginning in 2012 will fInancially penalize any prescribers who fail to meet 
the e-prescribing thresholds. The incentives and penalties will be up to 2% in both directions, a 
potentially powerful motivator to encourage wider adoption of e-prescribing. Projected savings 
to Medicare from widespread e-prescribing adoption are in the hundreds of millions of dollars. 

California has similarly moved toward a more forceful encouragement of participation in 
e-prescribing. In the most recent legislative session (2007-2008), the Governor proposed health 
care reform legislation (AB1x) that, among other things, would have required that by January 1, 
2012 all prescribers, prescribers' agents,and pharmacies have the ability to transmit and receive 
prescriptions by electronic transmission, and given licensing boards the authority to enforce this 
requirement. The legislation also would have set out standards for such electronic transmissions, 
including a requirement that the system(s) permit real-time benefIt and formulary confumations. 

These legislative exercises at both the state and national level show a clear commitment 
to e-prescribing. The reasons for this are obvious, including but not limited to the real potential 
of e-prescribing to dramatically reduce adverse drug events, and thereby reap huge cost savings. 
E-prescribing is clearly here to stay. Yet despite the overwhelming interest from policymakers 
and the industry, particularly the pharmacies and other dispensers who have long recogniied the 
value of e-prescribing not only for the safety of their patients but also for their own workflow(s), 
costs, and technology integration, and who have as an industry been almost universally ready and 
willing to accept e-prescriptions for a matter of years, the level of participation by prescribers has 
so far remained stubbornly and shockingly low. Estimates for prescriber adoption rates as of the 
end of 2007 hovered below 10% of all prescribers. Compare this to the estimate that 72% of all 
pharmacies were actively prepared for e-prescription receipt by the same date, and 95% of same 
were "e-prescribing capable." (See Electronic Prescribing: Becoming Mainstream Practice.) 

Clearly, the incentives and penalties in RR 6331 are intended to have a signifIcant impact 
on adoption rates by prescribers. California also has some power to affect the motivations of the 
prescribers serving California patients. However, where it is estimated that approximately 20% 
of all prescriptions are for controlled substances (Electronic Prescribing, supra), the inability to 
e-prescribe controlled substances would remain a signifIcant obstacle to widespread adoption. 

We are therefore understandably pleased to see the DEA step forward with an allowance 
for controlled substance e-prescribing. We only hope that the regulations under which this will 
be allowed can represent an encouragement, rather than a disincentive, to widespread adoption. 
We have the following specifIc suggestions about means to achieve that encouragement, but in 
general simply urge you to consider that encouragement itself a valid goal for the regulations. 
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Response to Request for Comments 

Again, we will not attempt a comprehensive response to the Request for Comments. The 
detailed comments on particular provisions will come from industry stakeholders. There are just 
a few comments we wish to make, to illustrate our larger point about ease of implementation. 

For example, we are curious about the requirement of in-person identity proofmg before a 
prescriber may be authorized for e-prescribing by a service provider. According to the proposal, 
this in-person identity proofing must be done by the credentialing office within a DBA-registered 
hospital which has granted privileges to the prescriber, by a State professional or licensing board 
or State controlled substances authority, or by a State or local law enforcement agency. (See 21 
CFR §§ 1311.105 and 1311.155.) As far as we are aware, no such in-person identity proofmg is 
presently required for paper or non-controlled substance prescriptions. While we are certainly as 
concerned as you are about limiting prescribing authority to those appropriately granted same, it 
is not clear to us that a demonstrably greater risk of impersonation and/or fraudulent use of such 
authority inheres in e-prescribing than in the use of paper prescriptions. Indeed, the greatest risk 
for fraudulent use of prescriber authority is probably theft of a prescription pad. Given that this 
requirement could be a substantial additional burden for a prescriber, particularly for a prescriber 
not affiliated with a hospital, or in a rural or otherwise remote location distant from any approved 
identity-proofing entity, we wonder whether the incremental increase in security promised by the 
in-person identity proof requirement is overbalanced by the possible reduction in participation in 
e-prescribing this barrier may cause among prescribers. We are also concerned about the ability 
of hospital credentialing offices, State licensing boards, or State or local law enforcement bodies 
to expeditiously handle the additional workload required by this provision, as they are suddenly 
faced with large numbers of prescribers requiring transmission of a verification document, which 
is then followed by requests for verification from the service provider. (See § 1311; 105( c).) We 
urge you to reconsider the necessity of this requirement, or at least to consider whether it may be 
possible to streamline this requirement, by for instance increasing the number and type of entities 
that can perform in-person identity proofmg (e.g., perhaps local Post Offices/passport offices). 

The regulations also contain numerous other smaller obstacles to prescriber participation 
in e-prescribing, which cumulatively may discourage the widespread participation that is crucial, 
and which may be unnecessarily formalistic or burdensome. Among these is the requirement for 
a minimum two-factor authentication protocol using a hard token, like a PDA or other handheld 
device. (See § 1311.110.) We agree that it is important to be sure that only the prescriber makes 
the judgment( s) required for issuance of prescriptions. However, we are concerned that making 
adoption of e-prescribing dependent on adoption of a PDA or other handheld device will simply 
further delay adoption of e-prescribing, as many prescribers are resistant to·handheld technology. 
Also, there may be numerous practice settings (e.g., hospitals) where system security forbids the 
connection of handheld devices to the network, making this authentication protocol implausible. 

Other smaller interferences with current prescriber workflow practices that may dampen 
enthusiasm for participation without obvious benefit include the requirements: that the prescriber 
be "timed out" after 2 minutes of inactivity (§ 1311.11O(c)), even though it may legitimately take 
more than 2 minutes to research and issue a prescription; that electronic prescriptions always be 
transmitted immediately (§ 1311.130(a)), which would seem to disallow current DBA-approved 
practice of writing prescriptions for future furnishing; and that the prescriber conduct and retain 
for five years a monthly log review of all controlled substance prescriptions (§ 1311.140), with 
no stated purpose or reporting requirement, perhaps making prescribers into law enforcement. 
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On the pharmacy side, these regulations may also have the effect of discouraging present 
enthusiasm for e-prescribing, at least as to controlled substances. The most formalistic addition 
to present pharmacy workflow processes is the requirement that each pharmacy system, without 
exception, verify prescribers' DEA registration number(s) for each prescription before any such 
controlled substance prescription is dispensed. (See § 1311.165.) This is a substantial addition 
to how pharmacies presently process paper prescriptions, where no such verification is required 
for each prescription, and where (at least as to familiar prescribers) a presumption of validity of 
registration is made absent some indication to the contrary. It is not clear if this verification can 
be automated, as we have been informed that the DEA CSA database on which this function will 
depend is not available in real-time, and this requirement has the real potential to be a significant 
stumbling block. Though we understand a desire to promote earlier detection of non-legitimate 
prescribers, it is not clear that this benefit outweighs the possible negative effect on adoption. 

We are also concerned about the possible impact that Section 1311.230(d) (with Section 
1306.05), and/or the apparent lack of any stated exception to allow for this possibility, may have 
on generic substitution for brand-name drugs. Section 1311.230( d), understandably, prohibits an 
"alteration" of an electronically-transmitted prescription. What is less clear, and we do not see in 
the remaining regulations any explicit mention of this, is whether pharmacies will nonetheless be 
permitted to substitute generic for brand-name (absent a prescriber indication to the contrary), or 
whether this would be considered an impermissible "alteration." In California, for instance, our 
generic substitution statute (Cal. Bus. & Prof. Code, § 4073) contains an explicit allowance for a 
prescriber to electronically include the "Do not substitute" prohibition. We would appreciate an 
explanation of the interaction of these regulations with ongoing widespread generic substitution. 
It also appears possible that this "alteration" prohibition is in any event redundant with the digital 
signature requirement(s), since digital signatures by their nature prohibit alteration(s) of data. 

Lastly, these regulations impose a new 5-year retention period for the e-prescriptions and 
affiliated records. (See, e.g., §§ 1311.170, 1311.180.) Current retention requirements for paper 
prescriptions are 2 years under federal law or 3 years under California law. It is not clear why an 
additional 2 years of retention is being required. This is a small point, as data storage can usually 
be accomplished relatively easily and cheaply, but where the replacement cycle for computers is 
often less than 5 years, this may bean additional obstacle to widespread adoption. This may be 
especially the case when combined with the fairly rigorous third-party audit requirements for the 
pharmacy systems, which are a potentially substantial additional cost. (See § 1311.170). These 
audit requirements do not seem to allow for the ongoing privacy and security protections that are 
already in place to comply with HIP AA and other applicable federal and state privacy laws. 

Summary and Conclusion 

Again, we applaud your efforts in proposing the draft regulations, and emphasize that we 
view ourselves as joined with you in this task of ensuring a safe and secure prescription delivery 
system for controlled substances. We are greatly encouraged that the DEA has taken the step of 
initiating this dialogue about an appropriate system for e-prescribing controlled substances. The 
document you have produced is impressive ill its scope and its complexity. We only hope that its 
complexity and formalism does not deter potential participants. We think the vital question to be 
asked with regard to each of the provisions ill the proposed regulations is, given the established 
potential for e-prescribillg to improve patient outcomes, public health, public safety, and thus to 
reduce the costs of health care, whether a barrier or requirement for participation in e-prescribing 
laid out by these regulations is vital to protection of the public and/or of patient safety. 
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The Board looks forward to continuing its historical cooperation with the DEA as it sets 
forth on this rule-maldng endeavor. The Board is hopeful the DEA can move quickly to permit 
e-prescribing of controlled substances, and that as it does so the DEA weighs heavily the need to 
encourage adoption of this technology, along with the need to ensure security and authenticity. 

Thank you for your attention to these matters, and for your willingness to hear our input. 
We look forward to continuing to work together to secure the nation's drug supply. Please feel 
free to contact the Board at any time if we can be of assistance. The best route for contact is via 
Executive Officer Virginia Herold, at (916) 574-7911, or Virginia Herold@dca.ca.gov. 

Sincerely, 

KENNETH H. SCHELL 
President, California State Board of Pharmacy 
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§ 1311.200 Pharmacy responsibilities. 

(a) Before initially using a phannacy application to process controlled substance 

prescriptions, the pharmacy must determine that the third-party auditor or certification 

organization has found that the pharmacy application does the following accurately and 

consistently: 

(1) Import, store, and display the infomlation required for prescriptions under 

§ B06.05(a) of this chapter. 

(2) Impo!i, store, and display the indication of signing as required by 

§ 1311.120(b)(17). 
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(3) Import, store, and display the number of refills as required by § 1306.22 of 

this chapter. 

(4) Import, store, and verify the practitioner's digital signature, as provided in 

§ 1311.21 O( c), where applicable. 

(b) If the third-party auditor or certification organization has found that a 

phannacy application does not accurately and consistently import, store, and display 

other information required for prescliptions under this chapter, the phannacy must not 

process electronic prescriptions for controlled substances that are subj ect to the additional 

information requirements. 

(c) If a pharmacy application provider notifies a pharmacy that a third-party audit 

or celiification report indicates that the application or the application provider no longer 

meets the requirements of this part or notifies it that the application provider has 

identified an issue that makes the application non-compliant, the phannacy must 

immediately cease to process controlled substance prescriptions using the application. 

(d) A pharmacy that receives a notification that the pharmacy application is not in 

compliance with the requirements of this part must not use the application to process 

controlled substance prescriptions until it is notified that the application is again 

compliant and all relevant updates to the application have been installed. 

(e) The phannacy must determine which employees are authOlized to enter 

information regarding the dispensing of controlled substance prescliptions and annotate 

or alter records of these prescriptions (to the extent such alterations are pennitted under 

this chapter). The pharmacy must ensure that logical access controls in the phannacy 

322 



application are set so that only such employees are granted access to perfonn these 

functions. 

(f) When a pharmacist fills a prescription in a manner that would require, under 

part 1306 of this chapter, the pharmacist to malce a notation on the prescription if the 

prescription were a paper prescription, the pharm~cist must make the same notation 

electronically when filling an electronic prescription and retain the annotation 

electronically in the prescription record or in lin1ced files. When a prescription is 

received electronically, the prescription and all required annotations must be retained 

electronically. 

(g) When a pharmacist receives a paper or oral prescription that indicates that it 

was originally transmitted electronically to the phannacy, the pharmacist must check its 

records to ensure that the electronic version was not received and the prescription 

dispensed. Ifboth prescriptions were received, the phannacist must mark one as void. 

(h) When a pharmacist receives a paper or oral prescription that indicates that it 

was originally transmitted electronically to another pharmacy, the pharmacist must check 

with that pharmacy to detennine whether the prescription was received and dispensed. If 

the phannacy that received the original electronic prescription had not dispensed the 

prescription, that phannacy must mark the electronic version as void or canceled. If the 

pharmacy that received the original electronic prescription dispensed the prescription, the 

pharmacy with the paper version must not dispense the paper prescription and must mark 

the prescription as void. 
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(i) Nothing in this part relieves a pharmacy and pharmacist of the responsibility to 

dispense controlled substances only pursuant to a prescription issued for a legitimate 

medical purpose by a practitioner acting in the usual course of professional practice. 

§ 1311.205 Pharmacy application requirements. 

(a) The pharmacy may only use a pharmacy application that meets the 

requirements in paragraph (b) of this section to process electronic controlled substance 

prescriptions. 

(b) The phannacy application must meet the following requirements: 

(1) The phannacy application must be capable of setting logical access controls to 

limit access for the following functions: 

(i) Annotation, alteration, or deletion of prescription infonnation. 

(ii) Setting and changing the logical access controls. 

c 

(2) Logical access controls must be set by individual user name or role. 

(3) The phannacy application must digitally sign and archive a prescti.ption on 

receipt or be capable of receiving and archiving a digitally signed record. 

(4) For phannacy applications that digitally sign prescliption records upon 

receipt, the digital signature functionality must meet the following requirements: 

(i) The cryptographic module used to digitally sign the data elements required by 

part 1306 of this chapter must be at least FIPS 140-2 Security Levell validated. FIPS 

140-2 is incorporated by reference in § 1311.08. 

(ii) The digital signature application and hash function must comply with FIPS 

186-3 and FIPS 180-3, as incorporated by reference in § 1311.08. 
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(iii) The pharmacy application's private key must be stored encrypted on a FIPS 

140-2 Security Levell or higher validated cryptographic module using a FIPS-approved 

encryption algorithm. FIPS 140-2 is incorporated by reference in § 1311.08. 

(iv) For software implementations, when the signing module is deactivated, the 

pharmacy application must clear the plain text password from the application memory to 

prevent the unauthorized access to, or use of, the private key. 

(v) The pharmacy application must have a time application that is within five 

minutes of the official National Institute of Standards and Technology time source. 

(5) The pharmacy application must verify a practitioner's digital signature (if the 

pharmacy application accepts prescriptions that were digitally signed with an individual 

practitioner's private key and transmitted with the digital signature). 

(6) If the prescription received by the pharmacy application has not been digitally 

signed by the practitioner and transmitted with the digital signature, the phannacy 

application must either: 

(i) Verify that the practitioner signed the prescription by checking the data field 

that indicates the prescription was signed; or 

(ii) Display the field for the phal1.nacist's verification .. 

(7) The pharmacy application must read and retain the full DBA number including 

the specific internal code number assigned to individual practitioners authorized to 

prescribe controlled substances by the hospital or other institution as provided in § 

13 0 1.22( c) of this chapter. 

(8) The pharmacy application must read and store, and be capable of displaying, 

all infol1.nation required by part 1306 of this· chapter. 
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(9) The phannacy application must read and store in full the infonnation required 

under § 1306.05(a) of this chapter. The pharmacy application must either verify that such 

infonnation is present or must display the information for the pharmacist's verification. 

(10) The pharmacy application must provide for the following infonnation to be 

added or linked to each electronic controlled substance prescription record for each 

dispensing: 

(i) Number of units or volume of dmg dispensed. 

(ii) Date dispensed.. 

(iii) Name or initials of the person who dispensed the prescription. 

(11) The pharmacy application must be capable of retrieving controlled substance 

prescliptions by practitioner name, patient name, drug name, and date dispensed. 

(12) The pharmacy application must allow downloading of prescription data into 

a database or spreadsheet that is readable and sortable. 

(13) The pharmacy application must maintain an audit trail of all actions related 

to the following: 

(i) The receipt, annotation, alteration, or deletion of a controlled substance 

prescription. 

(ii) Any setting or changing oflogical access control permissions related to the 

dispensing of controlled substance prescriptions. 

(iii) Auditable events as specified in § 1311.215. 

(14) The phamlacy application must record within each audit record the following 

infonnation: 

(i) The date and time of the event. 
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(ii) The type of event. 

(iii) The identity of the person taking the action, where applicable. 

(iv) The outcome of the event (success or failure). 

(15) The pharmacy application must conduct internal audits and generate reports 

on any of the events specified in § 1311.215 in a format that is readable by the 

pharmacist. Such an internal audit may be automated and need not require human 

intervention to be conducted. 

(16) The pharmacy application must protect the stored audit records from 

unauthorized deletion. The pharmacy application shall prevent modifications to the audit 

records. 

(17) The pharmacy application must back up the controlled substance prescription 

records daily. 

(18) The pharmacy application must retain all archived records electronically for 

at least two yea,rs from the date of their receipt or creation and comply with all other 

requirements of § 1311.305. 

§ 1311.210 Archiving the initial record. 

(a) Except as provided in paragraph (c) of this section, a copy of each electronic 

controlled substance prescription record that a pharmacy receives must be digitally 

signed by one of the following: 

(1) The last intermediary transmitting the record to the pha11.nacy must digitally 

.sign the prescription immediately plior to transmission to the phannacy. 

(2) The first pharmacy application that receives the electronic prescription must 

digitally sign the prescription immediately on receipt. 
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(b) If the last intennediary digitally signs the record, it must forward the digitally 

signed copy to the phannacy. 

(c) If a phannacy receives a digitally signed prescription that includes the 

individual practitioner's digital signature, the phannacy application must do the 

following: 

(1) Verify the digital signature as provided in FIPS 186-3, as incorporated by 

reference in § 131l.08. 

(2) Check the validity of the certificate holder's digital certificate by checking the 

certificate revocation list. The phannacy may cache the CRL until it expires. 

(3) Archive the digitally signed record. The phannacy record must retain an 

indication that the prescription was verified upon receipt. No additional digital signature 

is required. 

§ 1311.215 Internal audit trail. 

(a) The pharmacy application provider must establish and implement a list of 

auditable events. The auditable events must, at a minimum, include the following: 

(1) Attempted unauthorized access to the pharmacy application, or successful 

unauthorized access to the phannacy application where the detennination of such is 

feasible. 

(2) Attempted or successful unautholized modification or destruction of any 

infonnation or records required by this part, or successful unauthOlized modification or 

desnuction of any infonnation or records required by this part where the detennination of 

such is feasible. 

(3) Interference with application operations oftlre phannacy application. 
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(4) Any setting of or change to logical access controls related to the dispensing of 

controlled substance prescriptions. 

(5) Attempted or successful interference with audit trail functions. 

(6) For application service providers, attempted or successful annotation, 

alteration, or destruction of controlled substance prescriptions or logical access controls 

related to controlled substance prescriptions by any agent or employee of the application 

service provider. 

(b) The phannacy application must analyze the audit trail at least once every 

calendar day and generate an incident report that identifies each auditable event. 

(c) The pharmacy must determine whether any identified auditable event 

represents a security incident that compromised or could have compromised the integrity 

of the prescription records. Any such incidents must be reported to the pharmacy 

application service provider, if applicable, and the Administration within one business 

day. 

§ 1311.300 Application provider requirements - Third-party audits or 

certifications. 

(a) Except as provided in paragraph (e) ofthis section, the application provider of 

an electronic prescription application or a phannacy application must have a third-party 

audit of the application that determines that the application meets the requirements of this 

part at each of the following times: 

(1) Before the application may be used to create, sign, transmit, or process 

controlled substance prescriptions. 

329 



(2) Whenever a functionality related to controlled substance prescription 

requirements is altered or every two years, whichever occurs fIrst. 

(b) The third-party audit must be" conducted by one of the following: 

(1) A person qualifIed to conduct a SysTrust, Web Trust, or SAS 70 audit. 

(2) A CertifIed Infonnation System Auditor who perfonns compliance audits as a 

regular ongoing business activity. 

(c) An audit for installed applications must address processing integrity and 

detennine that the application meets the requirements of this part. 

(d) An audit for application service providers must address processing integrity 

and physical security and detennine that the application meets the requirements of this 

part. 

(e) If a certifying organization whose certifIcation process has been approved by 

DEA verifIes and celiifIes that an electronic prescription or phannacy application meets 

the requirements of this part, celiification by that organization may be used as an 

alternative to. the audit requirements of paragraphs (b) through (d) of this section, 

provided that the certifIcation that detennines that the application meets the requirements 

of this pali occurs at each of the following times: 

(1) Before the application may be used to create, sign, transmit, or process 

controlled substance prescriptions. 

(2) Whenever a functionality related to controlled substance prescription 

requirements is altered or every two years, whichever occurs fIrst. 

(f) The application provider must make the audit or certifIcation report available 

to any practitioner or pharmacy that uses the application or is considering use of the 
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application. The electronic prescription or phannacy application provider must retain the 

most recent audit or certification results and retain the results of any other audits or 

certifications of the application completed within the previous two years. 

(g) Except as provided in paragraphs (h) and (i) of this section, if the third-party 

auditor or certification organization fmds that the application does not meet one or more 

of the requirements of this part, the application must not be used to create, sign, transmit, 

or process electronic controlled substance prescriptions. The application provider must 

notify registrants within :five busines.s days of the issuance of the audit or certification 

report that they should not use the application for controlled substance prescriptions. The 

application provider must also notify the Administration of the adverse audit or 

certification report and provide the report to the Administration within one business day 

of issuance. 

(h) For electronic prescription applications, the third-party auditor or certification 

organization must make the following determinations: 

(1) If the information required in § 1306.05(a) of this chapter, the indication that 

the prescription was signed as required by § l31l.120(b )(17) or the digital signature 

created by the practitioner'.s.private key, if transmitted, and the number ofre:fills as 

required by § 1306.22 of this chapter, cannot be consistently and accurately recorded, 

stored, and transmitted, the third-party auditor or certification organization must indicate 

that the application does not meet the requirements of this part. 

(2) If other information required under this chapter cannot be consistently and 

accurately recorded, stored, and transmitted, the third-party auditor or certification 

organization must indicate that the application has failed to meet the requirements for the 
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specific information and should not be used to create, sign, and transmit prescriptions that 

require the additional information. 

(i) For pharmacy applications, the third-party auditor or certification organization 

must make the following determinations: 

(1) If the infonnation required in § 1306.05(a) of this chapter, the indication that 

the prescliption was signed as required by § 1311.205(b )(6), and the number of refills as 

required by § 1306.22 of this chapter, cannot be consistently and accurately imported, 

stored, and displayed, the third-party auditor or certification organization must indicate 

that the application does not meet the requirements of this part. 

(2) If the phannacy application accepts prescriptions with the practitioner's digital 

signature, the third-party auditor or certification organization must indicate that the 

application does not meet the requirements of this part if the application does not 

consistently and accurately import, store, and verify the digital signature. 

(3) If other infonnation required under this chapter cannot be consistently and 

accurately imported, stored, and displayed, the third-party auditor or certification 

organization must indicate that the application has failed to meet the requirements for the, 

specific infonnation and should not be used to process electronic prescriptions that 

require the additional information. 

§ 1311.302 Additional application provider requirements. 

(a) If an application provider identifies or is made aware of any issue with its 

application that make the application non-compliant with the requirements of this part, 

the application provider must notify practitioners or phannacies that use the application 

as soon as feasible, but no later than five business days after discovery, that the application 

should not be used to issue or process electronic controlled substance prescriptions. 
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(b) When providing practitioners or pharmacies with updates to any issue that 

makes the application non-compliant with the requirements of this part, the application 

provider must indicate that the updates must be installed before the practitioner or 

pharmacy may use the application to issue or process electronic controlled substance 

prescriptions. 

§ 1311.305 Recordkeeping. 

(a) If a prescription is created, signed, transmitted, and received electronically, all 

records related to that prescription must be retained electronically. 

(b) Records required by this subpart must be maintained electronically for two 

years from the date of their creation or receipt. This record retention requirement shall 

not pre-empt any longer period of retention which may be required now or in the future, 

by any other Federal or State law or regulation, applicable to practitioners, pharmacists, 

or phannacies. 

( c) Records regarding controlled substances prescriptions must be readily 

retrievable from all other records. Electronic records must be easily readable or easily 

rendered into a fonnat that a person can read. 

(d) Records required by this part must be made available to the Administration 

upon request. 

( e) If an application service provider ceases to provide an electronic prescription 

application or an electronic pharmacy application or if a registrant ceases to use an 

application service provider, the application service provider must transfer any records 

subject to this pali to the registrant in a fonnat that the registrant's applications are 

capable of retrieving, displaying, and printing in a readable fOlmat. 
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(f) If a registrant changes application providers, the registrant must ensure that 

any records subject to this part are migrated to the new application or are stored in a 

fonnat that can be renieved, displayed, and printed in a readable fonnat. 

(g) If a registrant transfers its elecn"onic prescription files to another registrant, 

both registrants must ensure that the records are migrated to the new application or are 

stored in a fonnat that can be retrieved, displayed, and plinted in a readable fonnat. 

(h) Digitally signed prescription records must be transferred or migrated with the 

digital signature. 

Dated: March 22, 2010 

Michele M. Leonhart, 
Deputy Administrator. 

[FR Doc. 2010-6687 Filed 03124/2010 at 4: 15 pm; Publication Date: 03/31/2010] 
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Guidance for Industryl 
Standards for Securing the Drug Supply Chain - Standardized 

Numerical Identification for Prescription Drug Packages 

This guidance represents the Food and Drug Administration's (FDA's) current thinking on this topic. It 
does not create or confer any rights for or on any person and does not operate to bind FDA or the public. 
You can use an alternative approach if the approach satisfies the requirements of the applicable statutes 
and regulations. If you want to discuss an alternative approach, contact the FDA staff responsible for 
implementing this guidance. If you cannot identify the appropriate FDA staff, call the appropriate 
number listed on the title page of this guidance. 

I. INTRODUCTION 

This guidance is intended to address provisions set forth in Section 505D ofthe Federal Food, 

Drug, and Cosmetic Act (the Act) regarding development of standardized numerical identifiers 

(SNIs) for prescription drug packages. In this guidance, FDA is identifying package-level SNIs, 

as an initial step in FDA's development and implementation of additional measures to secure the 

drug supply chain. 

FDA's guidance documents, including this guidance, do not establish legally enforceable 

responsibilities. Instead, guidances describe the Agency's current thinking on a topic and should 

be viewed only as recommendations, unless specific regulatory or statutory requirements are 

cited. The use of the word should in Agency guidances means that something is suggested or 

recommended, but not required. 

, 

1 This guidance has been prepared by the Office of the Commissioner (OC), the Center for Drug Evaluation and 
Research (CDER), the Center for Biologics Evaluation and Research (CBER), and the Office of Regulatory Affairs 
(ORA) at the Food and Drug Administration. 
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II. BACKGROUND 

A. Food and Drug Administration Amendments Act of 2007 

On September 27,2007, the Food and Drug Administration Amendments Act of2007 (FDAAA) 

(Public Law 110-85) was signed into law. Section 913 of this legislation created section 505D of 

the Federal Food, Drug, and Cosmetic Act, which requires the Secretary of Health and Human 

Services (the Secretary) to develop standards and identify and validate effective technologies for 

the purpose of securing the drug supply chain against counterfeit, diverted, subpotent, 

substandard, adulterated, misbranded, or expired drugs. Section 505D directs the Secretary to 

consult with specific entities to prioritize and develop standards for identification, validation, 

authentication, and tracking and tracing of prescription drugs. The 'statute also directs that, no 

later than 30 months after the date of enactment ofFDAAA, the Secretary shall develop an SNI 

to be applied to a prescription drug at the point of manufacturing and repackaging at the 

package- or pallet-level, sufficient to facilitate the identification, validation, authentication, and 

tracking and tracing of the prescription drug. An SNI applied at the point of repackaging is to be 

linked to the SNI applied at the point of manufacturing and, to the extent practicable, the SNI 

should be harmonized with international consensus standards for such an identifier. (See Section 

505D(b)(2)). The provisions in section 505D(b) of the act complement and build upon FDA's 

longstanding efforts to further secure the U.S. drug supply. This guidance finalizes the draft 

guidance of the same title dated January 16,2009 (74 FR 3054). 

B. Scope of this Guidance 

This guidance is intended to be the first of several guidances and regulations that FDA may issue 

to implement section 505D of the Act, and its issuance is intended to assist with the development 

of standards and systems for identification, validation, authentication, and tracking and tracing of 
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prescription drugs. 2 This guidance defines SNI for package-level identification only. For the 

purpose of this guidance, FDA considers the prescription drug package to be the smallest unit 

placed into interstate commerce by the manufacturer or the repackager that is intended by that 

manufacturer or repackager, as applicable, for individual sale to the pharmacy or other dispenser 

of the drug product. Evidence that a unit is intended for individual sale, and thus constitutes a 

separate "package" for purposes of this guidance, would include the package being accompanied 

by labeling intended to be sufficient to permit its individual distribution. For example, if a 

manufacturer's smallest unit of sale package is a container holding six drug-filled syringes, a 

single SNI would be the package-level identifier for the container holding the six drug-filled 

syringes; there would be no SNIs for the individual syringes, not intended by the manufacturer 

for individual sale. If a repackager then breaks that container down and repackages each syringe 

for individual sale, then the repackager must ensure that appropriate labeling accompanies each 

individual syringe3 and a new and unique SNI would be the package-level identifier for each 

new package (e.g., each individual drug-filled syringe). SNIs applied to each new package by 

the repackager are to be linked back to the manufacturer's SNI for the container of six drug-filled 

syringes (SOSD(b)(2)). 

This guidance does not address how to link a repackager SNI to a manufacturer SNI, nor does it 

address standards for prescription drug SNI at levels other than the package-level including, for 

example, the case- and pallet-levels. Standards for track and trace, authentication, and validation 

are also not addressed in this guidance because this guidance only addresses the standardized 

numerical identifier itself and not implementation or application issues. 

2 Prescription drugs as defined in section 503(b)(1) of the act. 
3 See, e.g., Sections 502 (b) and (t). 
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III. STANDARDIZED NUMERICAL IDENTIFIERS 

A. What should be a package-level SNI for most prescription drugs? 

The SNI for most prescription drug packages should be a serialized National Drug Code (sNDC). 

The sNDC is composed ofthe National Drug Code (NDC) (as set forth in 21 CFR Part 207) that 

corresponds to the specific drug product (including the particular package configuration)4 

combined with a unique serial number, generated by the manufacturer or repackager for each 

individual package. Serial numbers should be numeric (numbers) or alphanumeric (include 

letters and/or numbers) and should have no more than 20 characters (letters and/or numbers). An 

example is shown below with a 1 O-character NDC. 

Example of a serialized National Drug Code (sNDC) 

NDe 
55555 666 77 

\. ) 
Y 

labeler code + product code + package code 

SERIAL NUMBER 

+ 11111111111111111111 

\. J 
unique, up ~O characters 

B. What should be the package-level SNI for certain biological products that do not 

use NDC numbers? 

Some prescription drugs approved under Section 351 of the Public Health Service Act, such as 

blood and blood components and certain minimally manipulated human cells, tissues, and 

cellular and tissue-based products (HCT/Ps), do not currently use NDC numbers. Examples of 

HCT/Ps that do not use NDC numbers include allogeneic placental/umbilical cord blood, 

peripheral blood progenitor cells, and donor lymphocytes for infusion. Instead, such products 

4In the case of repackaged drugs, each package type should have an NDC that corresponds to the repacker or private 
label distributor for whom the drug is repacked and to the new package configuration. 
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currently use other recognized standards for identification and labeling, such as ISBT 128, which 

creates a unique identification number for each product package. See 

http://iccbba.org/about gettoknowisbt128.html, "Guidance for Industry: Recognition and Use of 

a Standard for Uniform Blood and Blood Component Container Labels," 

(http://www.fda. gov IBiologicsBloodV accines/GuidanceComplianceRegulatoryInformationiGuid 

ances/Blood/ucm073362.htm.) The SNI for these products should be the unique,identification 

number created for each package under these other recognized standards, such as ISBT 128.5 

c. Does the SNI include expiration date and/or lot or batch number? 

Expiration date andlor lot or batch numbers are not part of the recommended SNI. Expiration 

date andlor lot or batch numbers are already accessible because FDA regulations require the 

inclusion of this information on the label of each drug product. (See 21 CFR § § 201.17, 201.18, 

211.130,211.137,610.60, and 610.61.) In addition, the SNI can be linked to databases 

containing this and other information. Addition of this information within the SNI will 

unnecessarily increase the length of, and introduce complexity into, the SNI. However, if a 

manufacturer or repackager chooses to include expiration date and/or lot or batch number with 

the SNI, it should ensure that the resulting number still permits users to distinguish and make use 

of the SNI. For example, expiration date and lot or batch number may be incorporated in 

accordance with the GS1 standards for use of Global Trade Item Numbers (GTIN)6 (discussed 
~ 

below in Section F). 

5 FDA currently also recognizes Codabar as a standard for blood and blood component container labels. We note 
that ISBT 128 is becoming the more widely-used industry standard. 
6 See www.GSl.org -- Healthcare GTIN Allocation Rules 
(bttp:llwww.gsl.org/docs/gsmp/healthcare/GSl Healthcare GTIN Allocation Rules.pdf). 
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D. Why did FDA select the serialized NDC for package-level SNI for most 

prescription drugs? 

FDA chose the sNDC as the package-level SNI for most prescription drugs because we believe 

that it serves the needs of the drug supply chain as a means of identifying individual prescription 

drug packages,7 which in turn should facilitate authentication and tracking and tracing of those 

drugs. Most prescription drug product packages already have an NDC on them. By combining 

a serial number of up to 20 characters with the NDC, the sNDC should be sufficiently robust to 

support billions of units of marketed products without duplication of an SNI. This approach will 

allow manufacturers and repackagers to assign serial numbers to combine with the NDC for 

unique identification of individual product packages. The SNI can also be linked to databases 

containing such product attributes as lot or batch number, expiration date, 

distribution/transaction history information, and other identifiers related to a product. As already 

noted, defining the SNI is expected to be a first step to facilitate the development of other 

standards and systems for securing the drug supply chain. Many aspects of the implementation 

of package-level identification will take shape in the future, as the standards that make use of 

SNI are developed. 

E. Should the SNI be in human- and machine-readable forms? 

FDA believes that an SNI generally should be applied to each package in both human-readable 

and machine-readable forms. However, at this time, FDA is not specifying the means of 

incorporating the SNI onto the package. The SNls described in this guidance are compatible 

with, and flexible for, encoding into a variety of machine-readable forms of data carriers, such as 

7 As described above, ISBT -128 and Codabar serve the same function for certain biologics that lack NDCs. 

6 



----------------------------------------------------

Contains Nonbinding Recommendations 

2-dimensional bar codes and radio-frequency identification (RFID),8 leaving options open as 

technologies for securing the supply chain continue to be identified, and standards making use of 

SNI are developed. A redundant human-readable SNI on the package would provide the ability 

to identify the package when electronic means are unavailable (e.g., in the event of 

hardware/software failure). Due to the wide-variety of packaging required to accommodate 

different products and product integrity needs, FDA also is not specifying a location on the 

package where an SNI should be placed. If the NDC is already printed on the package in 

human-readable form, then the serial number could be printed in human-readable form in a non-

contiguous manner elsewhere 'on the product package. Any SNI placed on the package must not 

obstruct FDA-required labeling information9 and should be placed in a manner that allows it to 

be readily scanned/viewed without damaging the integrity of the packaging or product.. 

F. Is the SNI that FDA is recommending compatible with international standards? 

In addition to facilitating other actions to secure the drug supply chain, adoption of the sNDC as 

the SNI for most prescription drugs, and of other recognized standards, such as ISBT 128, for 

certain biological products, satisfies the requirement in SOSD(b )(2) that the SNI developed by 

FDA be harmonized, to the extent practicable, with internationally recognized standards for such 

an identifier. Specifically, use of an sNDC is compatible with, and may be presented within, a 

GTIN, which can be serialized using an Application Identifier (AI) (21) to create a serialized 

GTIN (sGTIN) for use with RFID or for certain barcodes. 10 GTIN is a global standard for item 

and object identification, established by GS1, a consensus-based, not-for-profit, international 

8 FDA's enforcement policy with respect to the application of current good manufacturing practices to RPID 
technology is provided in Compliance Policy Guide (CPG) Section 400.210. See 
http://www.fda.gov/ICECI/ComplianceManuals/CompliancePolicyGuidanceManual/ucm0743S7.htm.This CPG 
would apply if an 8NI were embedded into an RPID tag. 
9 See section S02( c) ofthe Act. 
10 See www.GSl.org -- Healthcare GTIN Allocation Rules 
(http://www.gsl.org/docs/gsmpihealthcare/GSI Healthcare GTIN Allocation Rules.pdf). 

. ' 
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standards organization that works with manufacturers, distributors, retailers, and others in the 

drug supply chain. A GTIN may be used to uniquely identify items at the package level 

throughout the supply chain. FDA has been an active observer and participant in GSI standards 

development related to healthcare and drug products. According to documentation from GS 1, 

the GTIN is used worldwide by twenty-three industry sectors, including healthcare, and has been 

adopted by sixty-five countries to uniquely identify pharmaceutical products. 
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AGENDA 

1. Welcome and Introductions - Brian Stiger 

2. ePEI Overview - Brian Stiger 

3. SB 1111 (Negrete McLeod) Walkthrough - Luis 
Portillo 

4. SB 1111 (Negrete McLeod) Possible Amendments -
Bill Gage 

5. Moving Forward - Luis Portillo 

6. Adjournment 



58 1111 - The Consumer Health Protection Enforcement Act 

Preface - Title & Intent Language 

1. Information Provided on the Internet 

2. Director's Authority to Audit Enforcement Programs of Healing Arts 
Boards 

3. Cost Recovery for Actual Costs of Investigation and Enforcement and 
Probation Monitoring 

4. Allow Boards to Contract with Collection Agency 

5. Allow Healing Arts Boards to Hear Appeals of Citations and Fines 

6. Authority for Healing Arts Boards to Contract for Investigative 
Services with 
Medical Board and Attorney General's Office· 

7. Create Within the Division of Investigation a Health Quality 
Enforcement Unit 

8. Authority for Medical Board, Division of Investigations and Dental 
Board to hire non-sworn investigators. Allows Board of Registered 
Nursing to Hire sworn and non-Investigators, Nurse Consultants and 
Other Personnel 

9. New Enforcement Article for all Healing Arts Care Boards 

10. Authority for Executive Officers to Adopt Default Decisions and 
Stipulated Surrenders 

11. Authority for Healing Arts Boards to Enter Into Stipulated Settlements 
Without Filing an Accusation 

12. Director's Authority to Issue a cease practice order in cases of 
immanent harm. 



13. Automatic Suspension of License While Incarcerated 

14. Mandatory Revocation for Acts of Sexual Exploitation and 
Registration as Sex Offender 

15. Prohibition of Gag Clauses in Civil Dispute Settlement Agreements 

16. Access to Medical Records/Documents Pursuant to Investigations 

17. Access to Records/Documents from Governmental Agencies 

18. Access to Records/Documents Prior to Payment Received 

19. Employer of Health Care Practitioner Reporting Requirements 

20. Annual Enforcement Reports by Boards to the Department and 
Legislature 

21. Enforcement Timeframes for the Attorney General's Office 

22. Misdemeanor for Violation of Article 10.1 

23. Ability to Deny or Provide Limited License for Mental Illness or 
Physical Illness. 

24. Require Boards to Check Information Maintained by the National 
Practitioner Databank 

25. Conviction of Sexual Misconduct - Crime Substantially Related 

26. Unprofessional Conduct for Drug Related Offenses 

27. Unprofessional Conduct for Failure to Cooperate with Investigation of 
Board 

28. Reporting by Licensee of Arrest, Conviction or Disciplinary Action 

29. Report of Crime or Personal Injury Judgment by Clerk of the Court 

30. Report of Charges of Felony by DA, City Attorney, or Clerk of Court 



31. Report of Preliminary Hearing Transcript of Felony by Clerk of Court 

32. Notification of Future Arrests or Convictions from DOJ 

33. Authority of Department to Adjust Fee Maximums Consistent with 
CPI 

34. Unlicensed Practice - Public Crime 

35. Sunset Dates for Diversion Programs 

36. Requirement for a New Information Technology System-

37. Adopt Vertical Enforcement/Prosecution Model for Healing Arts 
Boards 

POSSIBLE FUTURE AMENDMENTS 

1. Create Health Quality Hearing Panel at OAH to hear Health Care 
Cases 

2. Eliminate Authority of Boards to Adopt or Non-Adopt ALJ Decision 

3. Allow Boards to Conduct Disciplinary Hearings 

4. No Transfer of Board's Special (Reserve) Funds to General Fund 

. 5. Create Individual Board "Emergency Reserve Enforcement Fund" 
(use unencumbered/reserve funds for enforcement purposes only) 



Preface - Title & Intent Language 

THE PEOPLE OF THE STATE OF CALIFORNIA DO ENACT AS FOLLOWS: 

SECTION 1. This act shall be 'mown and may be cited as the Consumer Health Protection 
Enforcement Act. 

SEC. 2. (a) The Legislature finds and declares the following: 
0) In recent years. it has been reported that many oOhe healing arts boards within the 

~partl11.ent of Consumer Affttirs take. on avera,?;e. more than three years to investigate and 
prosecute violations o(law. a timetrame that does not adequately protect consumers. 

(2) The excessive amount oOime that it takes healing arts boards to investigate and 
prosecute licensed 12Io[essionals who have violated the law has been caused. in part. by legal 
and procedural impediments to the enforcement program.s. 

(3) Both consumers and licensees have an interest in the quick resolution of complaints and 
disciplinary actions. Consumers need prompt action against licensees who do not comply 
with professional standards. and licensees have an interest in timely review of consumer 
complaints to keep the trust oOheir patients. 

(b) It is the intent oOhe Legislature that the changes made by this act will improve 
efficiency and increase accountability within the healing arts boards ofthe Department of 
Consumer Affairs. and will remain consistent with the long-held paramount goal of 
consumer protection. 

(c) It is further the intent ofthe Legislature that the chan'?;es 711.ade bv this act will provide 
the healing arts boards within the Department of Consumer Affairs with the re,?;ulatory tools 
and authorities necessary to reduce the average timetrame {or investigating and prosecuting 
violations o(law by healing arts 12ractitioners to betvveen 12 and 18 inonths. 



(1) Information Provided on the Internet 

Existing law (Section 27 of the B&P Code) requires certain specified boards within 
the Department of Consumer Affairs (DCA) to disclose on the Internet information on 
their respective licensees. This includes: 

(1) The status of every license. 
(2) Suspensions and revocations of licenses issued and other related 

enforcement action. 
(3) Licensee's address of record. However, the licensee may provide a post 

office box number or other alternate address, instead of his or her home 
address as the address of record. 

The information shall not include personal information, including home telephone 
number, date of birth or social security number. 

Boards and Bureaus currently required to disclose this information on the Internet 
include: 

(1) Acupuncture Board 
(2) Board of Behavioral Sciences 
(3) Dental Board 
(4) Board of Optometry 
(5) Board for Professional Engineers and Land Surveyors 
(6) Structural Pest Control Board 
(7) Bureau of Automotive Repair 
(8) Bureau of Electronic and Appliance Repair 
(9) Cemetery and Funeral Bureau 
(10) Contractors State Licensing Board 

Existing law also requires the Medical Board of California (MBC) to disclose on the 
Internet the following information regarding physicians and surgeons: 

(1) With regard to the status of the license, whether or not the licensee is in good 
standing, or subject to a temporary restraining order, interim suspension 
order or to any enforcement actions as specified. 

(2) With regard to prior discipline, whetheror not the licensee has been subject 
to discipline by the board or by the board of another state or jurisdiction. 

(3) Any felony convictions reported to the MBC after a specified date. 
(4) All current accusations filed by the Attorney General as defined. 
(5) Any malpractice judgment or arbitration award reported tothe board after a 

specified date. 
(6) Any hospital disciplinary actions that resulted in the termination or revocation 

of a licensee's hospital staff privileges for a medical disciplinary cause or 
reason. 

(7) Any misdemeanor convictions that results in a disciplinary action or an 
accusation that is not subsequently withdrawn or dismissed. 

(8) Appropriate disclaimers and explanatory statements including an explanation 
of what types of information are not disclosed. 



Generally allows this information to be posted for a period of 10 years, unless 
otherwise provided. 

This bill will additionally require all the other specified healing arts boards to 
disclose the above information on the .Internet by adding these boards to the existing 
list of boards under Section 27 of the B&P Code and adding a new section (Section 
720.32 of the B&P Code) which is similar to similar to those disclosures provided 
under Section 2027 for physiCians and surgeons. 

Reason for this Change: There is no reason why all boards under the DCA 
should not be subject to same basic requirements for disclosure over the Internet 
that other boards and bureaus are currently required to disclose to the public. One 
of the issues raised by the LA Times is that the public is unaware of problem 
licensees; whether they have had prior disciplinary action taken against them or 
whether their license is currently in good standing. There were instances in which 
the LA Times looked up on the Internet or the Board's website and never saw prior 
disciplinary or criminal convictions of nurses. (It should be noted that most boards 
and bureaus under DCA have websites but there is not always consistency in 
information being provided by boards not listed under Section 27 of the B&P Code, 

. or by boards not required to make disclosures similar to those required of the 
Medical Board under Section 2027.) 

Concerns Raised: 
• Nursing Groups: Expressed concerns with posting the licensees addresses 

on the internet raises privacy concerns. They feel that nurses work from 
various locations and have no choice but to use their home address as their 
address of record. This requirement could open them up to danger by 
stalkers. They also feel the use of a P.O. Box would be too burdensome and 
costly on the licensee. 

• Psych Techs: While their licensees work in one location it's typically a prison 
or mental institution. These institutions will not allow their licensees to receive 
their personal mail at their facility. The licensee would then use their home 
address which they feel could put them at risk. Ensure that these provisions 
will not require posting of any address. 

• Behavioral Sciences: B&P Section 27 (b) (2) needs to be amended to include 
reference to all of BBS' licensees. 

• SLPAHADB: Add clarifying language to allow the boards to display 
information about former licensees. 

Bill Language: 
SEC. 3. Section 27 ofthe Business and Professions Code is amended to read: 
27. (a) -EaeB-- Even~ entity specified in subdivision (b) shall provide on the Intemet 

infonnation regarding the status of every license issued by that entity in accordance with the 
CalifoTI1ia Public Records Act (Chapter 3.5 (commencing with Section 6250) of Division 7 
of Title 1 of the Govemment Code) and the Infonnation Practices Act of 1977 (Chapter 1 
(commencing with Section 1798) of Title l.8 of Part 4 of Division 3 of the Civil Code). The 
public information to be provided on the Intemet shall include infonnation on suspensions 
and revocations of licenses issued by the entity and other related enforcement action taken by 



the entity relative to persons, businesses, or facilities subject to licensure or regulation by the 
entity. In providing information on the Internet, each entity shall comply with the 
Department of Consumer Affairs Guidelines for Access to Public Records. The information 
may not include personal information, including home telephone number, date of birth, or 
social security number. Each entity shall disclose a licensee's address of record. 
However, each entity shall allow a licensee to provide a post office box number or other 
alternate address, instead of his or her home address, as the address of record. This section 
shall not preclude an entity from also requiring a licensee, who has provided a post office 
box number or other alternative mailing address as his or her address of record, to provide a 
physical business address or residence address only for the entity's internal administrative use 
and not for disclosure as the licensee's address of record or disclosure on the Internet. 

(b) Each of the following entities within the Department of Consumer Affairs shall comply 
with the requirements of this section: 

(1) Th_e Acupuncture Board shall disclose information on its licensees. 
(2) The Board of Behavioral Sciences shall disclose information on its licensees, including 

marriage and family therapists, licensed clinical social workers, and licensed educational 
psychologists. 

(3) The Dental Board of California shall disclose information on its licensees. 
(4) The State Board of Optometry shall disclose infonnation regarding certificates of 

registration to practice optometry, statements oflicensure, optometric corporation 
registrations, branch office licenses, and fictitious name permits of its licensees. 

(5) The Board for Professional Engineers and Land Surveyors shall disclose information on 
its registrants and licensees. 

(6) The Structural Pest Control Board shall disclose information on its licensees, including 
applicators, field representatives, and operators in the areas of fumigation, general pest and 
wood destroying pests and organisms, and wood roof cleaning and treatment. 

(7) The Bureau of Automotive Repair shall disclose information on its licensees, including 
auto repair dealers, smog stations, lamp and brake stations, smog check technicians, and 
smog inspection certification stations. 

(8) The Bureau of Electronic and Appliance Repair shall disclose information on its 
licensees, including major appliance repair dealers, combination dealers (electronic and 
appliance), electronic repair dealers, service contract sellers, and service contract 
administrators. 

(9) The Cemetery and Funeral Bureau shall disclose information on its licensees, including 
cemetery brokers, cemetery salespersons, cemetery managers, crematory managers, cemetery 
authorities, crematories, cremated remains disposers, embalmers, funeral establishments, and 
funeral directors. 

(10) The Professional Fiduciaries Bureau shall disclose information on its licensees. 
(11) The Contractors' State License Board shall disclose information on its licensees in 

accordance with Chapter 9 (commencing with Section 7000) of Division 3. In addition to 
infonnation related to licenses as specified in subdivision (a), the board shall also disclose 
infonnation provided to the board by the Labor Commissioner pursuant to Section 98.9 of 
the Labor Code. 

(12) The Board of Psychology shall disclose information on its licensees, including 
psychologists, psychological assistants, and registered psychologists. 

(13) The Bureau for Private Postsecondary Education shall disclose information on private 
postsecondary institutions under its jurisdiction, including disclosure of notices to comply 
issued pursuant to Section 94935 ofthe Education Code. 



(14) The Board of Registered Nursing shall disclose infOrmation on its licensees. 
(15) The Board of Vocational Nursing and Psychiatric Technicians ofthe State of 

California shall disclose information on its licensees. 
(16) The Veterinary Medical Board shall disclose information on its licensees and 

registrants. 
(17) The Physical Therapv Board of California shall disclose information on its licensees. 
08) The California State Board of Pharmacy shall disclose information on its licensees. 
09) The Speech-Language Pathology and Audiology and Hearing Aid Dispensers Board 

shall disclose information on its licensees. 
(20) The Respiratory Care Board of California shall disclose information on its licensees. 
(21) The California Board OfOccuRational Therapy shall disclose infOrmation on its 

licensees. 
(22) The Naturopathic Medicine Committee ofthe Osteopathic Medical Board of 

California shall disclose information on its licensees. 
(23) The Physician Assistant Committee of the Medical Board of CalifOrnia shall disclose 

information on its licensees. 
(24) The Dental Hygiene Committee of California shall disclose i11:{Ormation on its 

licensees. 
( c) "Intemet" for the purposes of this section has the meaning set forth in paragraph (6) of 

subdivision# {f) of Section 17538. 

Add Section 720.28 to the Business and Professions Code~ to read: 
720.28. Unless otherwise provided, on.or after July 1,2013, every healing arts board shall 

post on the Intemet the following infonnation in its possession, custody, or control regarding 
every licensee for which the board licenses: 

(a) With regard to the status of every healing arts license, whether or not the licensee is in 
good standing, subject to a temporary restraining order, subject to an interim suspension 
order, subject to a restriction or cease practice ordered pursuant to Section 23 of the Penal 
Code, or subject to any of the enforcement actions described in Section 803.1. 

(b) With regard to prior discipline of a licensee, whether or not the licensee has been 
subject to discipline by the healing mis board or by the board of another state or jurisdiction, 
as desclibed in Section 803.1. 

( c) Any felony conviction of a licensee repolied to the healing mis board after January 3, 
1991. 

(d) All cunent accusations filed by the Attomey General, including those accusations that 
are on appeal. For purposes of this paragraph, "cunent accusation" means an accusation that 
has not been dismissed, withdrawn, or settled, and has not been finally decided ,upon by an 
administrative law judge and the board unless an appeal of that decision is pending. 

(e) Any malpractice judgment or arbitration award imposed against a licensee and repOlied 
to the healing arts board after January 1, 1993. 

(f) Any hospital disciplinary action imposed against a licensee that resulted in the 
tennination or revocation of a licensee's hospital staff plivileges for a medical disciplinary 
cause or reason pursuant to Section 720.18 or 805. 

(g) Any misdemeanor conviction of a licensee that results in a disciplinary action or an 
accusation that is not subsequently withdrawn or dismissed. 

(h) Appropliate disclaimers and explanatory statements to accompany the above 
infolmation, including an explanation of what types of infonnation are not disclosed. These 



disclaimers and statements shall be developed by the healing arts board and shall be adopted 
by regulation. 



(2) Director's Authority to Audit Enforcement Programs of 
Healing Arts Boards 

EXisting law (Section 116 of the B&P Code) authorizes the Director of DCA to audit 
and review, among other things, inquiries and complaints regarding licensees, 
dismissals of disciplinary cases, and discipline short of formal accusation by the 
Medical Board of California and the California Board of Podiatric Medicine. 

This bill will additionally authorize the Director to audit and review the 
aforementioned activities by any of the healing arts boards. 

Reason for this Change: There is no reason why the Director should only be 
limited to auditing and taking specific actions on behalf of consumers for only the 
Medical Board and the Podiatric Board. The Director should be authorized to take 
any of the aforementioned actions and audit any of the healing arts boards as 
necessary. This could be in addition to any reviews or audits by the Legislature and 
would allow the Director to make recommendations for changes to the board's 
disciplinary/enforcement system. 

Concerns Raised: 
• CMA: Wants the audits to be done by uninterested third parties. 
• CDA: Wondered if legislation was really needed. 
• ANAC: Wants clarifying language that statesthat the recommendations 

would in fact be recommendations to the board and not mandates. 

Bill Language: 
SEC. 4. Section 116 of the Business and Professions Code is amended to read: 
116. (a) The director or his or her desi~ may audit and review, upon his or her own 

initiative, or upon the request of a consumer or licensee, inquiries and complaints regarding 
licensees, dismissals of disciplinary cases, the opening, conduct, or closure of 
investigations, infonnal conferences, and discipline Shmi of fonnal accusation by flJJ:;LQ[ the 
Medical Board of California, the allied health professional boards, and the Califomia 
Bom·d of Podiatlic Medicine. healing arts boards defined in Section 720. The director may 
make recommendations for changes to the disciplinary system to the appropriate board, the 
Legislature, or both. 

(b) The director shall rep01i to the Chairpersons of the Senate Business and Professions 
Committee and the Assembly Health Committee am1Ually ,commencing Mm·ch 1,1995, 
regarding his or her findings from any audit, review, or monitming and evaluation conducted 
pursuant to this section. 



(3) Cost Recovery for Actual Costs of Investigation, Prosecution 
and Probation Monitoring 

Existing law (Section 125.3 of the B&P Code) specifies that in any order issued in 
resolution of a disciplinary proceeding before any board (other than the Medical 
Board) with the DCA, the administrative law judge may direct the licensee found to 
have committed a violation of the licensing act to pay a sum not to exceed the 
reasonable costs of the investigation and enforcement of the case. The costs shall 
include the amount of investigative and enforcement costs up to the date of the 
hearing, including, but not limited to, charges imposed by the Attorney General. 
Provides that the Medical Board shall not be able to collect from a physician and 
surgeon investigation and prosecution costs. 

This bill will allow boards (other than the Medical Board) to receive the actual costs 
of the investigation and enforcement of a disciplinary case or for a citation issued by 
the board. The board shall also be able to receive probation monitoring costs for a 
licensee who is placed on probation by the administrative law judge. 

Reason for this Change: According to the DCA, current law allows boards to only 
collect reasonable costs of investigation. This can create a problem, as the 
reasonable cost is determined by an Administrative Law Judge, and is often 
significantly less than the actual cost of the investigation. This can be especially 
damaging to small boards, becau?e one or two very expensive investigations can 
take up a significant amount of their appropriation and their fund reserves. 
Authorizing boards to collect the actual costs of an investigation will prevent boards 
from losing significant funds on drawn-out cases. Additionally, making the 
respondent responsible for the actual cost of an investigation is fairer to licensees 
who obey the law, as this can help prevent boards from paying for higher 
investigation costs by increased licensing fees. 

Further, while some boards have explicit statutory authority to recover costs 
associated with probation monitoring, not all boards do. Such a requirement can be 
made a term of probation without statutory authority, but the statutory authority will 
give boards more explicit authority, lead to quicker resolution of probation terms, and 
authorize boards to refuse to renew the license of a licensee who has not paid 
probation costs. 

Concerns Raised: 
• CMA: Wants to make sure the expansion of costs recovery into probation also 

exempts the Medical Board 
• CHA: wants to make sure cost recovery doesn't apply if no wrong doing is 

found. 
• CPIL: Having the cut-off date for cost recovery should be when the hearing 

convenes. Clarify when costs stop accumulating. 
• Psych Techs/Osteopaths: Concern with 125.3 (e) that would require payment 

within 30 days. Thinks that allowances should be made for payment plans. 



• Psych Techs: Have experience where they were able to identify 
unreasonable, but under this bill they would have to be paid. 

• UNAC: Thinks that this could open itself up to abuse and inflated costs. Also, 
wanted to know if there is a cost maximum. Suggested that instead we may 
want to keep reasonable costs but add language that an ALJ cannot consider 
outside factors when considering reasonable costs. 

• Behavioral Sciences: Feels that boards could have incentive to raise costs of 
investigations as a way to force a settlement 

• MFT: Feels boards would not have an incentive to control costs and could 
dissuade licensees from going to hearing; 30 days timeframe must include 
repayment language. Also concern that inefficiency by the AG could be 
passed on to licensees and this is punitive. 

• SLPAHADB: Concern that boards will often calculate a licensees costs of 
probation programs by taking th~ overall costs and dividing by number of 
individuals participating. To require actual costs may create problems. Also, 
language seems to imply that the judge will decide amount of probation costs 
even before the probation has been served. 

• ANAC: Can prevent nurses from defending themselves; 
• Pharmacy Groups: DCA must provide data on what is being recouped. 
• General: Clarify that these provisions will not apply to citations. 

Bill Language: 
SEC. 5 .. Section 125.3 ofthe Business and Professions Code, as amended by Section 2 of 

Chapter 223 of the Statutes of2006, is amended to read: 
125.3. (a) ill Except as otherwise provided by law, in any order is~med in resolution of a 

penalty or disciplinary proceeding or hearing on a citation issued pursuant to Section 125.9 
or regulations adopted thereto, before any board within the department or before the 
Osteopathic Medical Board, upon request of the entity bringing the proceeding specified in 
Section 101, the board or the administrative law judge may direct a licentiate any licensee 
Q!....f!J2J2.licant found to have committed a violation or violations of the licensing act law to 
pay to the board a sum not to exceed the . reasonable actual costs of the investigation, 
prosecution, and enforcement of the case. 

(2) In an order issued pursuant to paragraph a) that places a license on probation, the 
administrative law judge may direct a licensee to pay the board's actual costs o[711,onitoring 
that licensee while he or she remains on probation, ifso requested by the entity bringing the 
proceeding. The board shall provide the administrative law judge with a good faith estimate 
o(the probation monitoring costs at the time o(the request . 

. (b) In the case of a disciplined licentiate that is a corporation or a partnership, the order 
may be made against the licensed corporate entity or licensed parinership. 

( c) A celiified copy of the actual costs, or a good faith estimate of costs where actual costs 
are not available, signed by the entity bringing the proceeding or its designated representative 
shall be prima facie evidence of reasonable actual costs of investigation --afl4- , prosecution 
, and enforcement of the case. The costs shall include the amount of investigative J 

prosecution, and enforcement costs up to the date of the hearing, including, but not limited 
to, charges imposed by the Attomey General. 

(d) The administrative law judge shall make a proposed finding of the amount of 
reasonable actual costs of investigation --aB:6-- J prosecution, and enforcement of the case 



and probation monitoring costs when requested pursuant to subdivision (a). The finding of 
the administrative law judge with regard to costs shall not be reviewable by the board to 
increase --the- any cost award. The board may reduce or eliminate the cost award, or remand 
to the administrative law judge if the proposed decision fails to make a finding on costs 
requested pursuant to subdivision (a). 

( e) If an order for recovery of costs is made -arul- , payment is due and payable 30 days 
after the effective date ofthe order. If timely payment is not made as directed in the board's 
decision, the board may enforce the order for repayment in any appropriate court. This right 
of enforcement shall be in addition to any other rights the board may have as to any licentiate 
to pay costs. 

(f) In any action for recovery of costs, proof of the board's decision shall be conclusive 
proof of the validity of the order of payment and the terms for payment. 

(g) (1) Except as provided in paragraph (2), the board shall not renew or reinstate the 
license of any licentiate who has failed to pay all of the costs ordered under this section. 

(2) Notwithstanding paragraph (1), the board may, in its discretion, conditionally renew or 
reinstate for a maximum of one year the license of any licentiate who demonstrates financial 
hardship and who enters into a formal agreement with the board to reimburse the board 
within that one-year period for the unpaid costs . 
. (h) All costs recovered under this section shall be considered a reimbursement for costs 

incurred and shall be deposited in the fund of the board recovering the costs to be available 
upon appropriation by the Legislature. 

(i) Nothing in this section shall preclude a board from including the recovery ofthe costs of 
investigation, prosecution, and enforcement of a case in any stipulated settlement. 

(j) This section does not apply to any board if a specific statutory provision in that board's 
licensing act provides for broader authority for the recovery of costs in an administrative 
disciplinary proceeding. 

(k) Notwithstanding the provisions of this section, the Medical Board of California shall 
not request nor obtain from a physician and surgeon, investigation and prosecution costs for a 
disciplinary proceeding against the licentiate. The board shall ensure that this 
subdivision is revenue neutral with regard to it and that any loss of revenue or increase in 
costs resulting from this subdivision is offset by an increase in the amount of the initial 
license fee and the biennial renewal fee, as provided in subdivision (e) of Section 
2435. 

OJ For purposes ofthis chapter, costs o(prosecution shall include, but not be limited to, 
costs o(attorneys, expert consultants, witnesses, any administrative filing and service fees, 
and any other cost associated with the prosecution ofthe case. 

SEC. 6. Section 125.3 of the Business and Professions Code, as added by Section 1 of 
Chapter 1059 of the Statutes of 1992, is repealed. 

125.3. (a) Except as otherwise provided by 13:','1, in any order issued in resolution ofa 
disciplinary proceeding before any board within the department or before the Osteopathic 
Medical Board, upon request of the entity bringing the proceeding may request the 
administrative 1m\' judge to direct a licentiate found to have committed a violation or 
violations of the licensing act to pay a sum not to exceed the reasonable costs of the 
investigation and enforcement of the case. 

(b) In the case of a disciplined licentiate that is a corporation or a partnership, the order 
may be made against the licensed corporate entity or licensed partnership. 

I 



(c) Ix certified copy of the actual costs, or a good faith estimate of co sts where actual costs 
are not available, signed by the entity bringing the proceeding or its designated representative 
shall be prima facie evidence of reasonable costs of investigation and 
prosecution of the case. The costs shall include the amount of investigative and enforcement 
costs up to the date of the hearing, including, but not limited to, charges imposed by the 
Attorney General. 

(d) The administrative law judge shall make a proposed finding of the amount of 
reasonable costs of investigation and prosecution of the case when requested pursuant to 
subdivision (a). The finding of the administrative la'll judge ',vith regard to costs shall not be 
l'eviewable by the board to increase the cost award. TIle board may reduce or eliminate the 
cost mvard, or remand to the administrative lmv judge \-'(here the proposed decision fails to 
make a finding on costs requested pursuant to subdivision (a). 

(e) 'ln1ere an order for recovery of costs is made and timely payment is not made as 
directed in the board's decision, the board may enforce the order for repayment in any 
appropriate court. TIlis right of enforcement shall be in addition to any other lights the 
board may have as to any licentiate to pay costs. 

(f) In any action forrecovery of costs, proof of the board's decision shall be conclusive 
proofofthe validity of the order of payment and the tenns for payment. 

(g) (1) Except as provided in paragraph (2), the board shall not renew or reinstate the 
license of any licentiate who has failed to pay all of the costs ordered under this section. 

(2) Not'vvithstanding paragraph (1), the board may, in its discretion, conditionally renew or 
reinstate for a maximum of one year the license of any licentiate who demonstrates financial 
hardship and who enters into a fonnal agreement '.vith the board to reimburse the board 
within that one year period for the unpaid costs. 

(h) All costs recovered under this section shall be considered a reimbursement for costs 
incurred and shall be deposited in the fund of the board recov61ing the costs to be available 
upon appropriation by the Legislature. 

(i) Nothing in this section shall preclude a board from including the recovery ofthe 60sts of 
investigation and 61lforcement of a case in any stipulated settlement. 

(j) TI1is section does not apply to any board if a specific statutory provision in that board's 
licensing act provides for recovery of costs in an administrative disciplinary proceeding. 



(4) Allow Boards to Contract with Collection Agency 

This bill adds a new section (Section 125.4 of the B&P Code) which will allow a 
board to contract with a collection service for the purpose of collecting outstanding 
fees, fines, or cost recovery amounts. 

Reason for this Change: All of the Department's boards are authorized to issue 
administrative citations, which may include an administrative fine, to licensees for 
violations of law, and to non-licensees for unlicensed activity. However, most 
boards come far from ever collecting all administrative fines due to them. In order to 
improve effectiveness in boards' fine collection efforts, the Department will procure a 
contract with a collection agency that can serve all boards. Legislation is needed to 
allow the department the ability to provide the collection agency with social security 
numbers. 

Concerns Raised: 
• CMA: wonders if this is really necessary 
• UNAC: Wanted to make sure this would only be applied after appeals are 

exhausted/final order. 
• SLPAHADB: Need to be expanded to apply to individuals who never had a 

licensee or former licensees. 

Bill Language: 
SEC. 7. Section 125.4 is added to the Business and Professions Code, to read: 
125.4. Notwithstanding any other provision oflaw, a board may contract with a collection 

agency for the purpose of collecting outstanding fees, fines, or cost recovery amounts from 
any person who owes that money to the board, and, for those purposes, may provide to the 
collection agency the p"ersonal infOrmation ofthat person, including his or her birth date, 
telephone number, and social security number. The contractual agreement shall provide that 
the collection agency may use or release personal infOrmation only as authorized by the 
contract, and shall provide safeguards to ensure that the personal infOrmation is protected 
from unauthorized disclosure. The contractual agreement shall hold the collection agency 
liable fOr the unauthorized use or disclosure of personal infOrmation received 01~ collected 
under this section. 



(5) Allow Healing Arts Boards to Hear Appeals of Citation and 
Fines 

Existing law (Section 125.9 of theB&P Code) allows boards to establish by 
regulation a system for the issuance to a licensee of a citation which may contain an 
order of abatement or an order to pay an administrative fine assessed by the board 
where the licensee is in violation of the applicable licensing act or any regulation. 
Specifies that in no event shall the fine assessed exceed $5,000 for each violation. 
In assessing the fine, the board shall give due consideration to the appropriateness 
of the amount of the fine with respect to such factors such as the gravity of the 
violation, the good faith of the licensee, and the history of previous violations. The 
licensee shall be provided an opportunity to contest the finding of a violation and the 
assessment of a fine at a hearing conducted in accordance with the Administrative 
Procedures Act (APA). 

This bill will allow the healing arts boards to appoint two members of the board to 
conduct a hearing to hear an appeal of the citation decision and assessment of a 
fine, The board would not be required to conduct the hearing in accordance with the 
APA. 

Reason for this Change: According to the Department, all boards are authorized 
to issue administrative citations, which may include an order of abatement or a fine 
of up to $5,000, so long as the board has regulations in place establishing a system 
for the issuance of the citations. Existing law permits a licensee who is issued a 
citation to appeal the citation and request a hearing pursuant to the APA. However, 
an ad ministrative hearing can impose a large cost on a board; a board can spend 
$8,000 on legal costs to uphold a $600 fine. 

In lieu of the APA hearing process, the Department proposes establishing an appeal 
process wherein a licensee who appeals the citation would be granted a hearing 
before the executive officer and two board members of the board that issued the 
citation. This process would still provide licensees with due process, but on a more 
appropriate-and less resource consuming-level than a full APA hearing. 

The Department's proposed statutory amendments would allow boards to continue 
to utilize the APA hearing process, at their discretion. This is necessary because 
some boards issue many administrative citations, and hearing them all before board 
members would be unreasonable. 

Concerns Raised: 
• CMA: Has concern that some cite and fines look like disciplinary actions. 

Since these appear on the website they are not comfortable with appeals 
being heard by the board. The want to keep the current process. 
Recommends that we may want to look at what is a cite and fine, make clear 
what they are and look at the process. Due proces~ is important. 

• ANAC: Concerned that the EO would be part of the committee hearing the 
appeal; thinks the decision to have a telephone conference should be made 



by the licensee and not the board. For the appeal process, one member must 
include a licensee. 

• Behavioral Sciences: Feels that this does not provide due process. 
• Vet Med: Feels board should not be utilized to hear appeals. 
• MFT: Public members may not have the expertise to hear these issues; also 

has due process implications even if appeal to superior court is available. 
• Psych Techs: Concern with EO as part of the committee. 

Bill Language: 
SEC. 8. Section 125.9 of the Business and Professions Code is amended to read: 
125.9. (a) Except with respect to persons regulated under Chapter 11 (commencing with 

Section 7500), and Chapter 11.6 (commencing with Section 7590) of Division 3, any board, 
bureau, -er- commission , or committee within the department, the board created by the 
Chiropractic Initiative Act, and the Osteopathic Medical Board of California, may establish, 
by regulation, a system for the issuance to a licensee of a citation which that may contain· 
an order of abatement or an order to pay an administrative fine assessed by the board, bureau, 
ef- commission , or committee where the licensee is in violation of the applicable licensing 
act or any regulation adopted pursuant thereto. 

(b) The system shall contain the following provisions: 
(1) Citations shall be in writing and shall describe with particularity the nature of the 

violation, including specific reference to the provision oflaw determined to have been 
violated. 

(2) Whenever appropriate, the citation shall contain an order of abatement fixing a 
reasonable time for abatement of the violation. 

(3) In no event shall the administrative fine assessed by the board, bureau, -er-commission 
, or committee exceed five thousand dollars ($5,000) for each inspection or 
each investigation made with respect to the violation, or five thousand dollars ($5,000) for 
each violation or count if the violation involves fraudulent billing submitted to an insurance 
company, the Medi-Cal program, or Medicare. In assessing a fine, the board, bureau,-Bf 
commission , or committee shall give due consideration to the appropriateness of the 
aInount of the fine with respect to factors such as the gravity of the 
violation, the good faith of the licensee, and the history of previous violations. 

(4) A citation or fine assessment issued pursuant to a citation shall inform the licensee that. 
ifhe or she desires a hearing to contest .l!J2peal the finding of a violation, that hearing shall 
be requested by written notice to the board, bureau, -er- commission , or committee within 
30 days of the date of issuance of the citation or assessment. If a hearing is not requested 
pursuant to this section, payment of any fine shall not constitute an admission of the violation 
charged. Hearings shall be held pursuant to Chapter 5 (commencing with Section 11500) of 
Part 1 of Division 3 of Title 2 of the Government Code or, at the discretion ora healing arts 
board, as defined in Section 720, pursuant to paragraph (5) . 

(5) CA) ]fthe healing arts board is a board or committee, the executive officer and two 
members ofthat board or committee shall hear the a.12J2.eal and issue a citation decision. A 
licensee desiring to appeal the citation decision shall file a written appeal orthe citation 
decision with the board or committee within 30 days o(issuance orthe decision: The appeal 
shall be considered bv the board or committee itselrand shall issue a written decision on the 
appeal. The melnbers ofthe board or committee who issued the citation 
decision shall not participate in the appeal before the board or comm.ittee unless one or both 
ofthe members are needed to establish a quorum to act on the appeal. 



(B) If the healing arts board is a bureau, the director shall appoint a designee to hear the 
appeal and issue a citation decision. A licensee desiring to appeal the citation decision shall 
file a written appeal oUhe citation decision with the bureau within 30 
davs oUssuance oOhe decision. The appeal shall be considered bv the director or his or her 
designee who shall issue a written decision on the appeal. 

(C) The hearings specified in this paragraph are not subject to the provisions of Chapter 5 
(commencing with Section 11500) of Part 1 of Division 3 of Title 2 o(the Government Code. 

(D) A healing arts board may adopt regulations to implement this paragraph, which may 
include the use oOelephonic hearings. 
-f§j 
~ Failure of a licensee to pay a fine within 30 days ofthe date of assessment, unless the 
citation is being appealed, may result in disciplinary action being taken by the board, bureau, 
er-commission, or conunittee. Where a citation is not contested and a fine is not paid, the full 
amount of the assessed fine shall be added to the fee for renewal of the 
license. A license shall not be renewed without payment of the renewal fee and fine. 

(c) The system may contain the following provisions: 
(1) A citation may be issued without the assessment of an administrative fine. 
(2) Assessment of administrative fines may be limited to only particular.violations of the 

applicable licensing act. 
(d) Notwithstanding any other provision of law, if a fine is paid to satisfy an assessment 

based on the finding of a violation, payment of the fine shall be represented as satisfactory 
resolution of the matter for purposes of public disc~osure. 

(e) Administrative fines collected pursuant to this section shall be deposited in the special 
fund of the particular board, bureau, -er- commission , or committee. 



(6) Authority for Healing Arts Boards to Contract for Investigative 
Services with Medical Board and Attorney General's Office 

Existing law (Section 155 of the B&P Code) specifies that the director may employ 
such investigators, inspectors, and deputies as are necessary to investigate and 
prosecute all violations of any law and that it is the intent of the Legislature that 
inspectors used by boards shall not be required to be employees of the Division of 
Investigation, but may be either employees, or under contract to the boards. 

This bill will allow the healing arts boards to contract with either the Medical Board 
or with the Department of Justice to provide investigative services as determined 
necessary by the executive officer of the board. 

Reason for this Change: Healing Arts boards should be provided with the 
greatest flexibility in obtaining investigative services and in completing cases in a 
timely manner. By allowing Healing Arts boards to contract with the Medical Board 
or the Department of Justice, or to utilize the investigative services of the Division of 
Investigation, boards will be provided with the broadest opportunity to move cases 
forward in a more expeditious manner. 

Concerns Raised: 
• CMA: Has concern that it could pull away investigations from the Medical 

Board. 
• CHA: Wonders if there a possibilityJoLa_co[1flict of intere~t? 
• Pharmacy Groups: Feels their investigations should not be done by medical 

board. Recommends limiting the type of cases that could be investigated by 
medical board. 

Bill Language: 
SEC. 9. Section 1550fthe Business and Professions Code is amended to read: 
155. (a) In accordance with Section 159.5, the director may employ such investigators, 

inspectors, and deputies as are necessary properly to investigate and prosecute all violations 
of any law, the enforcement of which is charged to the department or to any board, agency, 
or commission in the department. 

(b) It is the intent of the Legislature that inspectors used by boards, bureaus, or 
commissions in the department shall not be required to be employees of the Division of 
Investigation, but may either be employees of, or under contract to, the boards, bureaus, or 
commissions. Contracts for services shall be consistent with Article 4.5 (commencing with 
Section 19130) of Chapter 6 of Part 2 of Division 5 of Title 2 ofthe Govermnent Code. All 
civil service employees currently employed as inspectors whose functions are 
transferred as a result ofthis section shall retain their positions, status, and rights in 
accordance with Section 19994.10 of the Govemment Code and the State Civil Service Act 
(Part 2 (commencing with Section 18500) of Division 5 of Title 2 of the Govemment Code). 

(c) Investigators used by any healing arts board, as defined in Section 720, shall not be 
required to be employees oOhe Division o(Investigation and the healing arts board may 
contract for investigative services provided bv the Medical Board of California or provided 
by the Department of Justice. -

---Eef 
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-.i!il Nothing in this section limits the authority of, or prohibits, investigators in the 
Division of Investigation in the conduct of inspections or investigations of any licensee, or in 
the conduct of investigations of any officer or employee of a board or the department at the 
specific request of the director or his or her designee. 



(7) Create Within the Division of Investigation a Health Quality 
Enforcement Unit 

Existing law (Section 159.5 of the B&P Code) specifies that within the DCA there is 
the Division of Investigation and that the Division is in charge of a person with the 
title of chief of the Division. Also provides that all personnel that provide 
investigative services shall have peace officer status. 

This bill will create within the division a special unit titled the "Health Quality 
Enforcement Unit to focus on heath care quality cases and to work closely with the 
Attorney General's Health Quality Enforcement Section in investigation and 
prosecution of complex and varied disciplinary actions against licensees of the 
various healing arts boards. 

Reason for this Change: It has been argued by the Center for Public Interest Law 
and others that because of the critical importance of the board's public health and 
safety functions, the complexity of cases involving misconduct of health care 
practitioners, and the evidentiary burden in the board's disciplinary cases, that using 
a vertical enforcement and prosecution model for those investigations could be more 
effective and efficient in pursuing disciplinary actions against health care licensees. 
(See discussion regarding vertical enforcement and prosecution under Item # 29.) 

Concerns Raised: 
• None 

Bill Language: 
SEC. 10. Section 159.5 ofthe Business and Professions Code is amended to read: 
159.5. There is in the department the Division ofInvestigation. The division is in the 

charge of a person with the title of chief of the division. There is in the division the Health 
Quality Enforcement Unit. The primary responsibility ofthe unit is to investigate complaints 
against licensees and applicants within the jurisdiction ofthe healing arts boards specified in 
Section 720. 

Except as provided in Section 16 of Chapter 1394 of the Statutes of 1970, all positions for 
the personnel necessary to provide investigative services, as specified in Section 160 ofthis 
code and in subdivision (b) of Section 830.3 of the Penal Code, to the agencies in the 
department shall be in the division and the personnel shall be appointed by the director. 
Ho',vever, if, pursuant to the Governor's Reorganization Plan No.2 of the 1970 Regular 
Session, any agency has any investigative, inspectional, or auditing positions of 
its o\vn, the agency shall retain those positions until the director determines, after 
consultation with, and consideration of, the vie',vs of the partiCUlar agency concerned, that the 
positions should be trm1srerred to the division in the interests of efficient, economical, m1d 
effective service to the public, at vA1ich time they shall be so transferred. 



(8) Authority of the Board of Registered Nursing to Hire 
Investigators, Nurse Consultants and Other Personnel 

Existing law (Section 160 of the B&P Code) specifies that those investigators of the 
Division of Investigation of DCA, the Medical Board and the Dental Board shall have 
the authority and status of peace officers. Also provides that the Board of 
Registered Nursing (BRN) may employ personnel as it deems necessary (Section 
2715 of the B&P Code). 

This bill will allow the BRN to hire a certain number of investigators for the Board 
with the authority and status of peace officers rather than only being able to rely on 
those peace officer investigators under the Division of Investigation. Will also permit 
the BRN to employ investigators, nurse consultants, and other personnel as it deem 
necessary and that investigators employed by the Board provided appropriate 
training. 

Reason for this Change: It is the opinion of the BRN and others that the Board 
could pursue investigations more quickly if they were able to hire both sworn (peace 
officer) and non-sworn investigators, as well as nurse consultants and not always 
have to rely on the Division of Investigation. 

Concerns Raised: 
• CMA: is concerned that non-sworn investigators could cause problems. Not 

sure that we need language to do this. 
• UNAC: Wants to make sure investigators are not contracted out. 

Bill Language: 
SEC. 11. Section 160 of the Business and Professions Code is amended to read: 
160. (gl The Chief and -alt- designated investigators of the Division of Investigation of 

the department and all ,designated investigators of the Medical Board of Califol11ia -and--,
designated investigators of the Dental Board of Dental Examiners California, and 
designated investigators ofthe Board of Registered NU7~sing have the authority of peace 
officers while engaged in exercising the powers granted or perfol111ing the duties imposed 
upon them or the division in investigating the laws administered by the various boards 
comprising the depmiment or commencing directly or indirectly any criminal prosecution 
arising from any investigation cqnducted under these laws. All persons herein refelTed to 
shall be deemed to be acting within the scope of employment with respect to all acts and 
matters in this section set fOlih. 

(b) The Division o[Jnvestigation, the Medical Board of California, the Dental Board of 
California, and the Board o(Registered Nursing Inav elnplov investigators who are not peace 
officers to provide investigative services. 

SEC. 28 .. Section 2715 of the Business and Professions Code is amended to read: 
2715. The board shall prosecute all persons guilty of violating the provisions of this 

chapter. 
Except as provided by Section 159.5, the 

. 
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The board, in accordance with the provisions of the Civil Service Law, may employ --ffiieh 
investigators, nurse consultants, and other personnel as it deems necessary to carry into 
effect the provisions of this chapter. Investigators employed bv the board shall be provided 
special training in investigating nursing practice activities. 

The board shall have and use a seal bearing the name "Board of Registered Nursing." The 
board may adopt, amend, or repeal, in accordance with the provisions of Chapter 4.5 
(commencing with Section 11371), 1137]) of Part -l-;- 1...QLDivision -;, I2f Title 2 of 
the Government Code, such rules and regulations as may be reasonably necessary to enable 
it to carry into effect the provisions ofthis chapter. 

SEC. 39. Section 830.3 of the Penal Code is amended to read: 
830.3. The following persons are peace officers whose authority extends to any place in 

the state for the purpose of perfonning their primary duty or when making an arrest pursuant 
to Section 836 of the Penal Code as to any public offense with respect to which there is 
immediate danger to person or property, or of the escape of the perpetrator ofthat offense, or 
pursuant to Section 8597 or 8598 of the Government Code. These peace officers may carry 
fireanns only if authorized and under those tenns and conditions as specified by their 
employing agencies: 

(a) Persons employed by the Division ofInvestigation ofthe Department of Consumer 
Affairs and investigators of the Medical Board of California -aE:€l- -L the Board of Dental 
Examiners Board of CalifOrnia , and the Board ofReglstered Nursing who are designated 
by the Director of Consumer Affairs, provided that the primary duty of these peace officers 
shall be the enforcement of the law as that duty is set forth in Section 160 of the Business and 
Professions Code. 

(b) Voluntary fire wardens designated by the Director of Forestry and Fire Protection 
pursuant to Section 4156 of the Public Resources Code, provided that the primary duty of 
these peace officers shall be the enforcement of the law as that duty is set forth in Section 
4156 of that code. 

(c) Employees of the Department of Motor Vehicles designated in Section 1655 of the 
Vehicle Code, provided that the primary duty of these peace officers shall be the enforcement 
ofthe law as that duty is set forth in Section 1655 of that code. 

(d) Investigators of the California Horse Racing Board designated by the board, provided 
that the primary duty of these peace officers shall be the enforcement of Chapter 4 
(commencing with Section 19400) of Division 8 of the Business and Professions Code and 
Chapter 10 (commencing with Section 330) of Title 9 of Part 1 of this code. 

(e) The State Fire Marshal and assistant or deputy state fire marshals appointed pursuant to 
Section 13103 of the Health and Safety Code, provided that the primary duty of these peace 
officers shall be the enforcement of the law as that duty is set forth in Section 13104 of that 
code. 

(f) Inspectors of the food and drug section designated by the chief pursuant to subdivision 
(a) of Section 106500 of the Health and Safety Code, provided that the primary duty of these 
peace officers shall be the enforcement ofthe law as that duty is set forth in Section 106500 
of that code. 

(g) All investigators ofthe Division of Labor Standards Enforcement designated by the 
Labor Commissioner, provided that the primary duty of these peace officers shall be the 
enforcement of the law as prescribed in Section 95 of the Labor Code. 

(h) All investigators of the State Departments of Health Care Services, Public Health, 
Social Services, Mental Health, and Alcohol and Drug Programs, the Department of Toxic 

. 



Substances Control, the Office of Statewide Health Planning and Development, and the 
Public Employees' Retirement System, provided that the primary duty of these peace officers 
shall be the enforcement of the law relating to the duties of his or her department or office. 
Notwithstanding any other provision oflaw, investigators of the Public Employees' 
Retirement System shall not carry firearms. 

(i) The Chief of the Bureau of Fraudulent Claims of the Department of Insurance and those 
investigators designated by the chief, provided that the primary duty of those investigators 
shall be the enforcement of Section 550. 

(j) Employees of the Department of Housing and Community Development designated 
under Section 18023 of the Health and Safety Code, provided that the primary duty of these 
peace officers shall be the enforcement of the law as that duty is set forth in Section 18023 of 
that code. 

(k) Investigators of the office ofthe Controller, provided that the' primary duty ofthese 
investigators shall be the enforcement of the law relating to the duties of that office. 
Notwithstanding any other law, except as authorized by the Controller, the peace officers 
designated pursuant to this subdivision shall not carry fireanns. 

(1) Investigators of the Department of Corporations designated by the Commissioner of 
Corporations, provided that the primary duty of these investigators shall be the enforcement 
of the provisions of law administered by the Department of Corporations. Notwithstanding 
any other provision oflaw, the peace officers designated pursuant to 
this subdivision shall not carry firearms. 

(m) Persons employed by the Contractors' State License Board designated by the Director 
of Consumer Affairs pursuant to Section 7011.5 of the Business and Professions Code, 
provided that the primary duty of these persons shall be the enforcement of the law as that 
duty is set forth in Section 7011.5, and in Chapter 9 (commencing with Section 7000) of 
Division 3, of that code. The Director of Consumer Affairs may designate as peace officers 
not more than three persons who shall at the time of their designation be assigned to the 
special investigations unit of the board. Notwithstanding any other provision oflaw, the 
persons designated pursuant to this subdivision shall not carry fireanns. 

(n) The Chief and coordinators of the Law Enforcyment Division of the Office of 
Emergency Services. 

(0) Investigators of the office of the Secretary of State designated by the Secretary of State, 
.provided that the primary duty of these peace officers shall be the enforcement of the law as 
prescribed in Chapter 3 (commencing with Section 8200) of Division 1 of Title 2 of, and 
Section 12172.5 of, the Govenunent Code. Notwithstanding any other provision of law, the 
peace officers designated pursuant to this subdivision shall not carry firean11S. 

(p) The Deputy Director for Security designated by Section 8880.38 of the Govei1U11ent 
Code, and all lottery security persOlU1el assigned to the California State Lottery and 
designated by the director, provided that the primary duty of any of those peace officers shall 
be the enforcement ofthe laws related to assuring the integrity, honesty, and fairness ofthe 
operation and administration of the Califomia State Lottery. 

(q) Investigators employed by the Investigation Division of the Employment Development 
Department designated by the director of the depmiment, provided that the primary duty of 
those peace officers shall be the enforcement of the law as that duty is set forth in Section 
317 of the Unemployment Insurance Code. 

Notwithstanding any other provision oflaw, the peace officers designated pursuant to this 
subdivision shall not carry fireanns. 



(r) The chief and assistant chief of museum security and safety of the California Science 
Center, as designated by the executive director pursuant to Section 4108 of the Food and 
Agricultural Code, provided that the primary duty of those peace officers shall be the 
enforcement of the law as that duty is set forth in Section 4108 of the Food and Agricultural 
Code. 

(s) Employees of the Franchise Tax Board designated by the board, provided that the 
primary duty of these peace officers shall be the enforcement of the law as set forth in 
Chapter 9 (commencing with Section 19701) of Part 10.2 of Division 2 of the Revenue and 
Taxation Code. 

(t) Notwithstanding any other provision ofthis section, a peace officer authorized by this 
section shall not be authorized to carry firearms by his or her employing agency until that 
agency has adopted a policy on the use of deadly force by those peace officers, and 
until those peace officers have been instructed in the employing agency's policy on the use of 
deadly force. 

Every peace officer authorized pursuant to this section to carry firearms by his or her 
employing agency shall qualify in the use of the firearms at least every six months. 

(u) Investigators of the Department of Managed Health Care designated by the Director of 
the Department of Managed Health Care, provided that the primary duty of these 
investigators shall be the enforcement of the provisions of laws administered by the Director 
of the Department of Managed Health Care. Notwithstanding any other 
provision oflaw, the peace officers designated pursuant to this subdivision shall not carry 
firearms. . 

(v) The Chief, Deputy Chief, supervising investigators, and investigators ofthe Office of 
Protective Services of the State Department of Developmental Services, provided that the 
primary duty of each of those persons shall be the enforcement of the law relating to the 
duties of his or her department or office. 



(9) New Enforcement Article for all Healing Arts Care Boards 

This bill creates a new article (commencing with Section 720 of the B&P Code) that 
deals with health care licensing enforcement by all of the "healing arts boards." It 
lists all the boards which are considered as a "healing arts board." 

Reason for this Change: Many of the requirements that now only apply to the 
Medical Board and the Podiatric Board will now have general application to all 
healing arts boards by creating a new article in the B&P Code and including those 
provisions which should apply to all Healing Arts boards. This article will also 
include new provisions which will have general application to all healing arts boards. 

Concerns Raised: 
• None 

Bill Language: 
SEC. 12. Aliic1e 10.1 (commencing with Section 720) is added to Chapter 1 of Division 2 

of the Business and Professions Code, to read: 

Article 10.1. Healing Arts Licensing Enforcement 

720. ra) Unless othervvise provided, as used in this article, the term. "healing arts board" 
shall include all ofthe following: 

(J) The Dental Board of California; 
(2) The Medical Board of California. 
(3) The State Board of Optometry. 
(4) The California State Board of Pharmacy. 
(5) The Board of Registered Nursing. ' 
(6) The Board ofBehaviOl)al Sciences. 
(7) The Board of Vocational Nursing and Psychiatric Technicians of the State of 

California. 
(8) The Res12iratory Care Board of California. 
(9) The Acupuncture Board. 
(J 0) The Board of Psychology. 
(J 1) The California Board of Podiatric Medicine. 
(12) The Phvsical TheraRY Board of California. 

--1lJl The Physician Assistant Committee ofthe Medical Board of California. 
(14) The Speech-Language Pathology and Audiology and Hearing Aid Dispensers Board 
(15) The California Board of Occupational Therapv. 
(16) The Osteopathic Medical Board o(California. 
(17) The Naturopathic Medicine Committee o(th.e Osteopathic 

Medical Board of California. 
(18) The Dental Hvgiene Committee o(California. 
(19) The Veterinary Medical Board 
(b) Unless otherwise provided, as used in this article, "board ll means all healing arts 

boards described under subdivision (a) and "licensee" means a licensee ofa healing a'rts 
board described in subdivision (aj, 



(10) Authority for Executive Officers to Adopt Default Decisions 
and Stipulated Surrenders 

This bill adds a new section (Section 720.2 of the B&P Code) that would authorize 
the executive officer of specified healing arts boards, where a disciplinary action has 
been filed by the board, to revoke the license of a licensee if they have failed to file a 
notice of defense, appear at the hearing, or has agreed to surrender his or her 
license, to adopt a proposed default decision or a proposed settlement agreement. 

Reason for this Change: According to the Attorney General's Office (AG) a 
majority of filed cases settle and the receipt of a Notice of Defense can trigger. either 
settlement discussions or the taking of a Default Decision. Stipulated settlements 
are a more expeditious and less costly method of case resolution. The executive 
officer of the board can provide summary reports of all settlements to the board and 
the board can provide constant review and feedback to the executive officer so that 
policies can be established and adjusted as necessary. Also, there have been 
instances of undue delays between when a fully-signed settlement has been 
forwarded to the board's headquarters and when it has been placed on the board's 
agenda for a vote. Delegating this authority to the executive officer will result in a 
final disposition of these matters much quicker. The fact that BRN, for example, has 
reduced the number of its annual meetings has only increased the need for this. 

According to the Center for Public Interest law (CPll), it is taking the AG too long to 
prepare a proposed default decision .. In 2004-2005, it was taking the AG almost 6 
months to file a proposed default decision. In 2008-2009 it was down to about 2.5 
months. As argued by CPll, filing a proposed default decision is "not rocket 
science" and should only take a matter of hours. 

Concerns Raised: 
• CAMFT: This leaves no room for administrative error wherein the 

administrative action notices were lost in the mail or sent to the wrong 
address. 

• Chiropractic Board: Should the language be permissive to allow the board to 
delegate the authority to the executive officer, rather than automatically 
granting the authority. 

Bill language: 

Add Section 720.2 to the B&P Code, to read: 
720.2. ra) The executive officer or executive director ora healing arts board may adopt a 

proposed default decision where an administrative action to revoke a license has been filed 
and the licensee has failed to file a notice orde(ense or to appear at the hearing and a 
proposed default decision revoking the license has been issued. 

(b) The executive officer or executive director ora healing arts board may adopt a 
proposed settlement agreement where an administrative action to revoke a license has been 
filed by the healing arts board and the licensee has agreed to surrender his or her license. 



(11) Authority for Healing Arts Boards to Enter Into Stipulated 
Settlements Without Filing an Accusation 

This bill adds a new section (Section 720.4 of the B&P Code) that would authorize a 
healing arts board to ~nter into a settlement with a licensee or applicant prior to the 
board's issuance of an accusation or statement of issues against the licensee. 
Specifies that no person who enters into a settlement with the board may petition to 
modify the terms of the settlement or petition for early termination of probation if 
probation is part of the settlement and that any settlement shall be considered 
discipline and a public record and shall be posted on the board's Internet site. 

Reason for this Change: According to the Department, the APA requires a board 
to file an accusation or statement of issues against a licensee before the board can 
reach a stipulated settlement with the licensee. While many licensees will not agree 
to a stipulated settlement without the pressure of a formal accusation having been 
filed, boards have experienced licensees who are willing to agree to a stipulated 
settlement earlier on in the investigation stage of the enforcement process. 

Existing law would be clarified to ensure that a board can enter into a legally binding 
stipulated settlement prior to filing a formal accusation or drafting a statement of 
issues. Such a stipulated settlement could include revocation, surrender, probation, 
citation and fine, or any other form of discipline, qnd would be a public record. The 
Department's proposed legislative language would also provide that if the stipulation 
includes probation, that the terms and conditions may not be modified, nor can the 
respondent petition for early termination of probation. 

Concerns Raised: 
• CMA: wonders if this could raise unintended consequences that discourage 

people not to challenge or feel forced to do this. Wants added safeguards to 
prohibit coercion. 

• CPIL: They want the defendant to stipulate to some type of violation. Need to 
define what the basis of the discipline is and the allegations. Since b.) doesn't 
have not with withstanding the person could petition for reinstatement based 
on other parts of law, need to add the not withstanding; CPIL further notes 
that specificity of the settlement may need to be specified in the bill. 

• ANAC/Psych Techs: concerned that the agreement cannot be changed down 
the line. 

• BRN: Licensees could try to enter into agreement before the investigation is 
completed in order to stop the board from discovering other violations. 

• BRN: What if subsequent violations are discovered co'uld, could action still be 
taken? 

• Osteopathic Physician Assn: These provisions seems to put a huge pressure 
on the licensee to settle and could have malpractice implications. This "no 
return" policy (provisions preventing modifications) must be looked at 
carefully. 



Bill Language: 
Add Section 720.4 to the B&P Code, to read: 

720.4. (a) Notwithstanding Section 11415.60 o{the Government Code. a healing arts 
board may enter into a settlement with a licensee or applicant prior to the board's issuance 
o(an accusation or statement ofissues against that licensee or applicant. as applicable. 

(b) No 12erS0l1 who enters a settlement pursuant to this section may petition to modify the 
terms o{the settlement or petition for early termination o(probation. i(probation is part o( 
the settlement. 

(c) Any settlement executed pursuant to this section shall be considered discipline and a 
public record and shall be posted on the app}icable board's Internet Web site. 



(12) Director's Authority to Issue a cease practice order in cases of 
imminent harm. 

This bill adds a new section (Section 720.6 of the B&P Code) that would authorize 
the director of DCA to issue a temporary order to suspend the license of a licensee if 
the director received evidence from a board that the licensee has engaged in 
conduct that poses an imminent risk of serious harm to the public health, safety, or 
welfare, or the licensee has failed to comply with a request to inspect or copy 
records made pursuant to (Section 720.16). Provides that the licensee shall have an 
opportunity to present oral or written arguments before the director and shall receive 
notice of the hearing before the director at least twenty-four hours in advance. 
Specifies that a licensee who fails or refuses to comply with an order of the director 
to cease practice would be subject to revocation or suspension of their license by 
the board and could be assessed an administrative fine not to exceed $25,000. 
Provides that the order to cease practice shall be vacated within 120 days or until 
the board files a petition for an interim suspension. Requires the board to review the 
basis for the suspension and determine if the suspension should be continued or 
vacated and provide such information to the director. The temporary suspension 
order of the director is subject to judicial review. The order to suspend practice shall 
be posted on the board's website. 

Reason for this Change: According to the DCA, under existing law, the Interim 
Suspension Order (ISO) process provides boards with an avenue for expedited 
enforcement when action must be taken swiftly. Currently, the ISO process can take 
weeks to months to achieve, allowing licensees who pose an egregious risk to the 
public to continue to practice for an unacceptable amount of time. To ensure the 
public is protected, the DCA is proposing that the Director be given the authority to 
issue a cease practice or restricted practice order, upon the request of an executive 
officer. The order would be in effect for up to 120 days, giving the board more time 
to gather further evidence to support a petition for an ISO. This would allow boards 
to expeditiously remove licensees from practice if necessary to protect the public 
while the investigation continues forward. 

Concerns Raised: 
• CMA: Has strong concerns, would rather work to fix the ISO process. 
• CPIL: Wants to make sure that the Director can't be lobbied. Wants to make 

sure hearings are done papers and not actual hearing. Thinks 120 days 
seems like a lot. Define imminent so that they know what the standard 
means. CPIL reiterates that these provisions cannot trump due process 
rights. 

• ANAC/Psych Techs: What is an imminent risk? Twenty-four hours is too short 
notice, and where do they appear? What is the standard of review by the 
director? ANAC opposes giving the authority to the Director and instead 
should be given to the BRN EO and the board. 

• BehavioralSciences: Likes that in an ISO the judge would remain in the 
process; recommends that we look at extending or adjusting the timeframes. 
Has concern about a false accusation; need to better define the level of 



evidence required - evidence is too broad and twenty-four hours notice prior 
to hearing is inadequate. 

• Veterinary Medicine: Has due process concerns. 
• BRN: Provisions to issue a cease practice order for failing to inspect or copy 

records does not meet the immanent risk standard. 
• BRN: In (e) immediately may not be the best word 
• Osteopaths/PT/Psychologists Associations: Provisions have due process 

implications 
• MFTs: concern that the provisions does not protect separation of powers; due 

process is important; 24-hours requirement is grossly inadequate 
• Psychiatrists: Concern with the use of hearsay/level of evidence or the 

evidentiary standard. 
• CHA: What are these "special circumstances" cases? 

Bill Language: 
Add Section 720.6 to the B&P Code, to read: 

720.6. (a) Notwithstanding any other provision o(law. upon receipt of evidence that a 
licensee ofa healing arts board has engaged in conduct that poses an imminent risk of 
serious harm to the public health. safetv. or welfare. or has failed to comply with a request to 
inspect or copy records made pursuant to Section 720.16. the executive officer ofthat board 
may petition the director to issue a temporary order that the licensee cease all practice and 
activities that require a license by that board. 

(b) (1) The executive officer of the healing arts board shall. to the extent practicable. 
provide telephonic. electronic mail. message. or facsimile written notice to the licensee ofa 
hearing on the petition at least 24 hours prior to the hearing. The licensee and his or her 
counsel and the executive officer or his or her designee shall have the opportunity to present 
oral or written argument before the director. After presentation oOhe evidence and 
consideration of any arguments presented. the director may issue an order that the licensee 
cease all practice and activities that require a license by that board when. in the opinion of 
the director. the action is necessary to protect the public health. safety. or welfare. 

(2) The hearing specified in this subdivision shall not be subject to the provisions of 
Chapter 5 (commencing with Section 11500) of Part 1 of Division 3 of Title 2 oOhe 
Government Code. . 

(c) Any order to cease practice issued pursuant to this section shall automatically be 
vacated within 120 days ofissuance. or until the healing arts board. pursuant to Section 494. 
files a petition for an interim suspension order and the rzetition is denied or granted. 
whichever occurs first. 

(d) A licensee who fails or re(ilses to comply with an order of the director to cease practice 
pursuant to this section is subject to disciplinary action to revoke or suspend his or her 
license by his or her respective healing arts board and an administrative fine assessed bv the 
board not to exceed twenty-five thousand dollars ($25.000). The remedies provided herein 
are in addition to any other authority of the healing arts board to sanction a licensee for 
practiCing or engaging in activities subject to the jurisdiction oOhe board without proper 
legal authority. 

(e) Upon receipt of new information. the executive officer for the healing arts board who 
requested the temporary suspension order shall review the basis for the license suspension to 
determine ifthe grounds for the suspension continue to exist. The executive officer shall 



immediately noti& the director iOhe executive officer believes that the licensee no longer 
poses an imminent risk of serious harm to the public health, safetv, or welfare or that the 
licensee has complied with the request to inspect or COPy records pursuant to Section 720.16. 
17ze director shall review the infOrmation trom the executive officer and may vacate the 
suspension order, ifhe or she believes that the suspension is no longer necessary to protect 
the public health, safety, or welfare. 

(0 Anv petition and order to cease practice shall be displayed on the Internet Web site of 
the applicable healing arts board, except that iOhe petition is not granted or the director 
vacates the suspension order pursuant to subdivision (e), the petition and order shall be 
removed trom the respective board's Internet Web site. 

(g) I[the position of director is vacant, the chiefdeputy director oOhe departm.ent shall 
fulfill the duties of this section. 

(b) Temporary suspension orders shall be subiect to iudicial review pursuant to Section 
1094.5 oOhe Code of Civil Procedure and shall be heard only in the superior court in, and 
for, the Counties of Sacramento, San Francisco, Los Angeles, or San Die~ 



(13) Automatic Suspension of License While Incarcerated 

This bill adds a new section (Section 720.8 of the B&P Code) that would provide 
that the license of a licensee shall be suspended automatically if the licensee is 
incarcerated after the conviction of a felony, regardless of whether the conviction 
has been appealed, and would require the board to notify the licensee of the 
suspension and of his or her right to a specified (due process) hearing. The board 
would be required to review the license suspension immediately upon receipt of 
court documents regarding the conviction to determine if the felony of which the 
licensee was convicted was substantially related to the qualifications, functions, or 
duties of the licensee. Specifies that the conviction of certain serious crimes are 
conclusively presumed to be substantially related. Provides that the board may set 
aside or decline to impose suspension of the license when it appears to be in the 
interest of justice to do so, with due regard to maintaining the integrity of and 
confidence in the practice regulated by the board. 

Reason for this Change: This new section is identical to Section 2236.1 of the 
B&P Code which is applicable to physicians and surgeons and podiatrists. There is 
no reason why other health professionals should not be subject to the same 
requirements regarding suspension of their license if they are convicted of a felony 
and incarcerated. Automatic license suspension is needed to prevent health care 
professional from practicing while in prison or while released pending appeal of their 
convictions. Years may pass before a convicted licensee's license can be revoked. 
According to the LA Times, "in some cases, nurses with felony records continue to 
have spotless licenses - - even while serving time behind bars." The LA Times 
gave examples of at least five nurses who had felony convictions and yet continued 
to have a license in good standing. 

Concerns Raised: 
• Dental Association: Wants tei know what the due process is. 
• Behavioral Sciences: Recommends that the notification be in writing. 
• Veterinary Medicine: Wonder if it only apply to felonies 
• General: Section 720.8 say's office of Administrative Law rather than Office of 

Administrative Hearings 

Bill Language: 

Add Section 720.8 to the B&P Code, to read: 
720.8. (a) The license ofa licensee ofa healing arts board shall be suspended 

automatically during any time that the licensee is incarcerated after conviction ofa felony, 
regardless of whether the conviction has been appealed. The healing arts board shall, 
immediately upon receipt oUhe certified copy o[the record o[conviction, determine whether 
the license of the licensee has been automatically suspended by virtue of his or her 
incarceration, and ifso, the duration oUhat suspension. The healing arts board shall notiry 
the licensee o[the license suspension and of his or her right to elect to have the issue of 
penalty heard as provided in subdivision (d). 



(b) Upon receipt oUhe certified copy ofthe record of conviction, ifafter a hearing before 
an administrative law judge {i-om the Office of Administrative Law it is determined that the 
felony for which the licensee was convicted was substantially related 
to the qualifications, {imctions, or duties ofa licensee, the board shall suspend the license 
until the time (or appeal has elapsed, £f110 appeal has been taken, or until the judgment of 
conviction has been affirmed on appeal or has otherwise become final, and until further 
order ofthe healing arts board. 

(c) Notwithstanding subdivision (b), a conviction ofa charge of violating any federal 
statute or regulation or any statute or regulation ofthis state, regulating d~ngerous drugs or 
controlled substances, or a conviction of Section 187, 261, 262, or 288 ofthe Penal Code, 
shall be conclusively presumed to be substantially related to the qualifications, functions, or 
duties ofa licensee and no hearing shall be held on this issue. However, upon its own motion 
or for good cause shown, the healing arts board may decline to impose or may set aside the 
suspension when it appears to be in the interest oUustice to do so, with due regard to 
maintaining the integritv of and confidence in, the practice regulated by the healing arts 
board. 

(d) (1) Discipline may be ordered against a licensee in accordance with the laws and 
regulations oUhe healing arts board when the time {or aJ2J2.eal has elapsed, the judgment of 
conviction has been affirmed on a12J2.eal, or an order granting probation is made suspending 
the imposition of sentence , irrespective ofa subsequent order under Section 1203.4 ofthe 
Penal Code allowing the person to withdraw his or her plea of guilty and to enter a plea of 
not guilty, setting aside the verdict ofguilty, or dismissing the accusation, complaint, 
information, or indictment. 

(2) The issue of pena I tv shall be heard bv an administrative law judge trom the Office of 
Administrative Law. The hearing shall not be had until the judgment o[conviction has 
become final or, irrespective ofa subsequent order under Section 1203.4 oUhe Penal Code, 
an order granting probation has been made suspending the il11position ofsentence; except 
that a licensee may, at his or her option, elect to have the issue ofpenalty decided be{ore 
those time periods have elapsed. Where the licensee so elects, the issue of penalty shall be 
heard in the manner described in subdivision (b) at the hearing to determine whether the 
conviction was substantiallv related to the qualifications, {imctiol1s, or duties ofa licensee. If 
the conviction ofa licensee who has Inade this election is overturned on ap-peal, any 
discipline ordered pursuant to this section shall automatically cease. Nothing in this 
subdivision shall prohibit the healing arts board (i'0111 pursuing disciphnarv action based on 
any cause other than the overturned conviction. 

ee) The record ofthe proceedings resulting in a conviction, including a transcript o(the 
testimonv zn those proceedings, may be received in evidence. 
m Any other provision of law setting {orth a procedure {or the suspension or revocation o[ 

a license issued bv a healing arts board shall not am?!v to proceedings conducted pursuant to 
this section. 



(14) Mandatory Revocation for Acts of Sexual Exploitation 
and Registration as Sex Offender 

This bill adds a new section (Section 720.10 of the B&P Code) that a decision 
issued by an administrative law judge that contains a finding that a health care 
practitioner engaged in any act of sexual exploitation, as defined in Section 729 of 
the B&P Code, with a patient, or has committed an act of been convicted of a sex 
offense as defined in Section 44010 of the Education Code, shall contain an order of 
revocation. The revocation shall not be stayed by the administrative law judge. Also 
adds a new section (Section 720.12 of the B&P Code) that would require the board 
to deny a license to an applicant or revoke the license of a licensee who has been 
required to register as a sex offender. 

Reason for this Change: The new section 720.10 is similar to language which 
currently exists for physicians (Section 2246 of the B&P Code), for psychologists 
(Section 2960.1 of the B&P Code), for respiratory care therapists (Section 3752.7 of 
the B&P Code), for marriage and family therapists (Section 4982.26 of the B&P 
Code), and for clinical social workers (Section 4992.33 of the B&P Code). The new 
section 720.12 is similar to language which currently exists for physicians (Section 
2221 (d) and Section 2232 of the B&P Code), for dentists (Section 1687 of the B&P 
Code), for physical therapists (Section 2660.5 of the B&P Code) and for 
psychologists (Section 2964.3 of the B&P Code). There is no reason why other 
health professionals should not be subject to the same requirements for revoking a 
license for acts of sexual exploitation or conviction of a sex offense, or denying or 
revoking a license of a person who is a registered sex offender. 

Concerns Raised: 
• Dental Association: there may be issues. 

Bill Language: 
Add Section 720.10 to the B&P Code, to read: 

720.10. Except as other'vvise provided. any proposed decision or decision issued under this 
article in accordance with the procedures set forth in Chapter 5 (commencing with Section 
11500) of Part 1 of Division 3 of Title 2 of the Government Code. that contains any finding of 
fact that the licensee or registrant engaged in any act of sexual contact. as defined in 
subdivision (c) of Section 729. with a patient. or has cOl1llnitted an act or been convicted ofa 
sex offense as defined in Section 44010 ofthe Education Code. shall contain an order of 
revocation. The revocation shall not be stayed by the administrative law judge. Unless 
othervvise provided in the laws and regulations ofthe healing arts board. the patient shall no 
longer be considered a patient ofthe licensee when the order fOr medical services and 
procedures provided by the licensee is terminated. discontinued . .or not renewed by the 
]2rescribing J2.hysician and surgeon. 

Add Section 720.12 to the B&P Code, to read: 
720.12. (a) Except as othervvise provided. with regard to an individual who is required to 

register as a sex o[[ender pursuant to Section 290 ofthe Penal Code, or the equivalent in 



another state or territory, under militarv law, or under (ederallaw, the healing arts board 
shall be subiect to the following requirements: 

(1) The healing arts board shall denv an application bv the individual for licensure in 
accordance with the procedures set forth in Chapter 5 (commencing with Section 11500) of 
Part 1 of Division 3 of Title 2 o[the Government Code. 

(2) If the individual is licensed under this division, the healing arts board shall promptlv 
revoke the license o[the individual in accordance with the procedures set forth in Chapter 5 
(commencing with Section 11500) of Part 1 of Division 3 of Title 2 ofthe Government Code. 
The healing arts board shall not stay the revocation and place the license on probation. 

(3) The healing arts board shall not reinstate or reissue the individual's license. The 
healing arts board shall not issue a stay oflicense denial and place the license on probation. 

(b) This section shall not apply to any ofthe following: 
(1) An individual who has been relieved under Section 290.5 o[the Penal Code of his or 

her duty to register as a sex offender, or whose duty to register has otherwise been formally 
terminated under California law or the law ofthe jurisdiction that requires his or her 
registration as a sex offender. 

(2) An individual who is required to register as a sex offender pursuant to Section 290 of 
the Penal Code solely because ofa misdemeanor conviction under Section 314 o[the Penal 
Code. However, nothing in this paragraph shall prohibit the healing arts board tram 
exercising its discretion to discipline a licensee under any other provision ofstate law based 
upon the licensee's conviction under Section 314 o[the Penal Code. 

(3) Any administrative adjudication proceeding under Chapter 5 (commencing with Section 
11500) of Part 1 of Division 3 of Title 2 of the Government Code that is fullv adjudicated 
prior to January 1,2008. A petition for reinstatement ofa revoked or surrendered license 
shall be considered a new proceeding for purposes ofthis paragraph, and the prohibition 
against reinstating a license to an individual who is required to .register as a sex offender 
shall be applicable. 



(1S) Prohibition of Gag Clauses in Civil Dispute Settlement 
Agreements 

This bill adds a new section (Section 720.14 of the B&P Code) that would prohibit a 
licensee from including, or permitting to be included, any provision in a civil dispute 
settlement agreement which would prohibit a person from contacting, cooperating 
with, or filing a complaint with a board based on any action arising from his or her 
practice. (This is known as a "gag clause" in a malpractice settlement.) 

Reason for this Change: The new section 720.14 is similar to language which 
currently exists for physicians (Section 2220.7 of the B&P Code). AB 249 (Eng, 
2007) would have extended this prohibition to all healing arts professionals but was 
vetoed by the Governor. There is no reason why other health professionals should 
not be subject' to the same prohibition which would prevent them from including a 
"gag clause" in a malpractice settlement and thus preventing a board from receiving 
information about a practitioner who may have violated the law. The use of gag 
clauses still persists. Gag clauses are sometimes used to intimidate injured victims 
so they refuse to testify against a licensee in investigations. Gag clauses can cause 
delay and thwart a boards effortto investigate possible cases of misconduct, thereby 
preventing the board from performing its most basic function - protection of the 
public. Gag clauses increase costs to taxpayers, delay action by regulators, and 
tarnish the reputation of competent and reputable licensed health professionals. 
California should not allow repeat offenders who injure patients to hide their illegal 
acts from the authority that grants them their license to practice as a healthcare 
professional. 

Concerns Raised: 
• Pharmacy Groups: may have concerns. 

Bill Language: 

Add Section 720.14 to the B&P Code, to read: 
720.14. Ca) A licensee ora healing arts board shall not include or permit to be included 

any oOhe following provisions in an agreement to settle a civil dis[tute arising trom his or 
her practice, whether the agreement is made before or after the filing oran action: 

a) A provision that prohibits another pw;ty to the dispute trOln contacting or cooperating 
with the healing arts board. 

(2) A J2.rovision that J2.rohibits another party to the disJ2.ute trom filing a comJ2.laint with the 
healing arts board. 

(3) A provision that requires another party to the dispute to withdraw a complaint he or 
she has filed with the healing arts board. 

(b) A provision described in subdivision Ca) is void as against public policy. 
ec) A violation o(this section constitutes unJ2.ro{essional conduct and may subject the 

licensee to disciplinarv action. 
Cd) Ira board complies with Section 2220.7, that board shall not be sub;ect to the 

requirements ofthis section. 



(16) Access to Medical Records/Documents Pursuant to 
Investigations 

This bill adds a new section (Section 720.16 of the B&P Code) that would authorize 
the Attorney General and his or her investigative agents and boards to inquire into 
any alleged violation of the laws under the board's jurisdiction and to inspect 
documents subject to specified procedures. Specifies that if a board complies with 
Section 2225 of the B&P Code they are not subject to this new section. 

Adds new section (Section 720.18 of the B&P code) that would subject a licensee or 
a health facility to civil and criminal penalties if they fail to comply with a patient's 
medical record request, as specified, within 15 days, or if they fail or refuse to 
comply with a court order mandating release of record. Provides that this new 
section shall not apply to a licensee who does not have access to, or control over, 
certified medical records. Specifies that if a board complies with Section 2225.5 of 
the B&P Code they are not subject this new section. . 

Reason for this Change: New sections 720.16 and 720.18 are similar to language 
which currently exists for phYSicians and surgeons and podiatrists (Sections 2225 
and 2225.5 of the B&P Code) and section 720.18 is also similar to language which 
currently exists for dentists and psychologists (Sections 1684.5 and 2969 of the B&P 
Code). When a board or the Attorney General is trying to obtain important 
documents and medical records pursuant to a disciplinary action of a licensee, 
requirements for obtaining these documents and records should be consistent with 
those of other health care practitioners. Language has been included which protects 
those licensees who may not be responsible for medical records or have no access 
or control over these records. Also, medical records can only be obtained under two 
circumstances: (1) The patient has given written authorization'for release of the 
records to a board; and, (2) the board or the Attorney General have sought a court 
order and the court has issued a subpoena mandating the release of records. Under 
both circumstances penalties would apply if the records are not supplied by those 
who have both possession and control over the records. 

Concerns Raised: 
• CHA: Wants to make sure patients give consent 
• CPA (Psychiatrists): Mental health records are not similar to physical records 

and mental health records need to be more protected and wants to include 
patient protections and safeguards. Thinks that the language should be 
consistent with those of other health care practitioners; has issue with 
affecting privilege. 

• CVMA: "Patient consent" with regard to veterinary medicine needs additional 
language added to include "pet owner." Confusion regarding the penalty fee 
for not providing medical records is assessed on the 20th day or the 30th day? 

• CAMFT: This creates a patient therapist confidentiality breach and the Health 
and Safety Code section 123115. 



• ANAC/ Psych Techs: wants the scope to be expanded for the board to be 
able to review a broad number of records. They don't need the patients' 
information, only the actions that were done. 

• United Nurses Association: wanted to make sure it did not apply to nurses 
who did not have control over records. Penalties for individuals and 
institutions are the same and this seems unfair. 

• Behavioral Sciences: The confidentiality does not speak to content of records. 
Not identical to provision in Medical Practice Act. Concerned that 720.16(a) 
and (b) gets rid of privilege of confidentiality. Clarify that it does not apply to 
groups complying with medical records. Wants us to follow current process 
for disclosing records. Records for investigative purposes only. 720.16(e) 
may need clarification. The penalties are pretty onerous. 

• CPMA: Is 10 days enough time to provide the records? 
• BRN: There does not appear to be a mechanism to ensure compliance with a 

,document request when the board requesting the document does not oversee 
the entity that holds the documents. Example there's nothing in the section 
that would allow, for example, the Department of Public Health which licenses 
hospitals and skilled nursing facilities to fine a hospital for failing to cooperate 
with a document request from BRN. 

• BRN: DPH does not have to obtain patient consent for their investigations, 
and it's not clear to me why we would want to be subject to that requirement. 
Tracking down a patient can be very time-consuming. For example, if we are 
investigating a nurse for diverting drugs, we cross-reference the drugs the 
nurse has withdrawn from the dispensing machines under a patient number 
with the patient chart to see if the physician ordered the drug and if the entire 
amount withdrawn was administered to the patient. Sometimes this is several 
patients. 

• Chiropractic Board: Some sections list fine as up to $1,000 per day, while 
others say $1,000 per day. 

• MFT: How would this apply to group therapy sessions. What about records 
relating to children? There is a distinction between patient records and mental 
health records. 

Bill Language: 

Add Section 720.16 to the B&P Code, to read: 
720.16. (a) Not'vvithstanding any other provision oflaw making a communication between 

a licelisee ofa healing arts board and his or her patients a privileged communication. those 
provisions shall not apply to investigations or proceedings conducted by a healing arts 
board. Members ofa healing arts board. deputies. employees. agents. the office oOhe 
Attorney General. and representatives oUhe board shall keep in confidence during the 
course o(investigations the names of an V 12atients whose records are reviewed and may not 
disclose or reveal those nmnes. except as is necessary during the course of an investigation. 
unless and until proceedings are instituted. The authority under this subdivision to examine 
records of12atients in the office ofa licensee is limited to records o(patients who have 
comp..Iained to the healing arts board about that licensee. 



(b) Notv,,Iithstanding any other provision oflaw, the Attornev General and his or her 
investigative agents, and a healing arts board and its investigators and representatives mav 
inquire into anv alleged violation oUhe laws under the jurisdiction ofthe healing 
arts board or anv other federal or state law, regulation, or rule relevant to the practice 
regulated bv the healing arts board, whichever is applicable, and may inspect documents 
relevant to those investigations in accordallce with the (ollowing procedures: 

(1) Anv document relevant to an investigation mav be inspected, and copies mav be 
obtained, where patient consent is given. 

(2) Any document relevant to the business operations ofa licensee, and not involving 
medical records attributable to identifiable patients, may be insJ2ected and copied where 
relevant to an investigation ofa licensee. 

(c) In all cases where documents are inspected or copies oOhose documents are received, 
their acquisition or review shall be arranged so as not to unnecessarilv disrupt the medical 
and business operations oOhe licensee or oUhe facilitv where the records are 
kept or used. 

(d) T¥here certified documents are law{itlly requested trom licensees in accordance with 
this section bv the Attornev General or his or her agents or deputies, or investigators of an v 
board, the documents shall be provided within 10 business days of receipt of the request, 
unless the licensee is unable to provide the certified documents within this time period {or 
good cause, including, but not limited to, phvsical inabilitv to access the records in the time 
allowed due to illness or travel. Failure to produce requested certified documents or copies 
thereot: after being in{ormed of the required deadline, shall constitute unprofessional 
conduct. A healing arts board may use its authoritv to cite and fine a licensee {or any 
violation oOhis section. This remedy is in addition to any other 
authority oOlle healing arts board to sanction a licensee {or a delav in producing requested 
records. . 

(e) Searches conducted oOhe o([ice or medical facility of any licensee shall not interfere 
with the recordkeeping {ormat or preservation needs of an V licensee necessary for the law{itl 
care of.patients. 

(j) The licensee shall cooperate with the healing arts bow-din (ilrnishing in{ormation or 
assistance as may be required, including, but not lim.ited to, participation in an interview 
with investigators or representatives o(the healing arts board. 

(g) Ira board complies with Section 2225, that board shall not be subject to the 
requirements oOhis section. 

Add Section 720.18 to the B&P Code, to read: 
720.18. (a) (1) Notv,,lithstanding any other provision oflaw, a licensee who {ails or re{ilses 

to comply with a request {or the certified 711.edical records ofa patient, that is acco7n12anied 
bv that patient's written authorization {or release of records to a healing 
arts board, within 10 days o{receiving the request and authorization. shall pav to the healing 
arts board a civil penaltv of one thousand dollars ($1,000) per dav [or each dav that the 
documents have not been produced aOer the 10th dav, up to one hundred thousand dollars 
($100, 000), unless the licensee is unable to provide the documents within this time period {or 
good ceruse. 

(2) A health care facilitv shall comply with a request {or the certified medical records ofa 
patient that is accompanied bv that patient's written authorization {or release of records to a 
healing arts board together with a notice citing this section and describing the penalties {or 
failure to complv with this section Failure to provide the authorizing patient's certified 



medical records to the healing arts board within 10 days ofreceiving the request. 
authorization. and notice shall subject the health care facility to a civil penalty. payable to 
the healing arts board. of up to one thousand dollars ($1.000) per dav (or each day that the 
documents have not been produced after the 10th day. up to one hundred thousand dollars 
($100.000). unless the health care facility is unable to provide the documents within this time 
period (or good cause. This paragraph shall not require health care (acilities to assist a 
healing arts board in obtaining the patient's authorization. A healing arts board shall pay the 
reasonable costs of copying the certified medical records. but shall not be required to make 
that payment prior to the production oUhe medical records. 

(b) (1 ) A licensee who fails or refitses to comply with a court order. issued in the 
en(orcement ofa subpoena. mandating the release of records to a healing arts board. shall 
pay to the healing arts board a civil penalty of up to one thousand dollars ($1.000) per day 
for each day that the documents have not been produced after the date by which the court 
order requires the documents to be produced. unless it is determined that the order is 
unlawfUl or invalid. Any statute oflimitations applicable to the filing afan accusation by the 
healing arts board shall be tolled during the period the licensee is out of compliance with the 
court order and during any related appeals. 

(2) Any licensee who fails or refitses to comply with a court order. issued in the 
enforcement ofa subpoena. mandating the release ofrecords to a board is guilty ofa 
misdemeanor punishable by a fine payable to the board not to exceed five thousand dollars 
($5.000). The fine shall be added to the licensee's renewal tee int is not paid by the next 
succeeding renewal date. Any statute oflimitations applicable to the filing of an accusation 
by a healing arts board shall be tolled during the period the licensee is out of 
compliance with the court order and during any related appeals. 

(3) A health care facility that fails or refitses to comply with a court order. issued in the 
enforcement ofa subpoena. mandating the release ofRatient records to a healing arts board. 
that is accompanied by a notice citing this section and describing the penalties for failure to 
complv with this section. shall pay to the healing arts board a civil penalty of up to one 
thousand dollars ($1.000) per day for each day that the documents have not been produced. 
up to one hundred thousand dollars ($100. 000). after the date by which the court order 
requires the docUlnents to be 12roduced. unless it is determined that the order is unlawful or 
invalid. Any statute oflimitations applicable to the filing of an accusation by the board 
against a licensee shall be tolled during the period the health care facility is out of 
compliance with the court order and during any related appeals. 

(4) Any health care facility that fails or re(ilses to comply with a court order. issued in the 
enforcement ofa subpoena. mandating the release of records to a healing arts board is guilty 
ofa misdemeanor punishable by a fine payable to the board not to exceed five thousand 
dollars ($5.000). Any statute oflimitations applicable to the filing of an accusation by the 
healing arts board against a licensee shall be tolled during the period the health care facility 
is out afcompliance with the court order and during any related 
appeals. 

(c) Multiple acts by a licensee in violation of subdivision (b) shall be punishable by a fine 
not to exceed five thousand dollars ($5. 000) or by imprisonment in a cOUl1ty jail not 
exceeding six months. or by both that fine and imprisonment. Multiple acts by a health care 
facility in violation of sub division (b) shall be punishable by a fine not to exceed five 
thousand dollars ($5.000), shall be reported to the State Department of Pub lie Health. and 
shall be considered as grounds for disciplinary action with respect ta licensure. including 
suspension or revocation ofthe license or certificate. 



(d) A failure or refUsal ofa licensee to comply with a court order, issued in the 
en(orce711,ent ofa subpoena, mandating the release of records to the healing arts board 
constitutes unprofessional conduct and is grounds for suspension or revocation of his or her 
license. 

(e) Imposition oOhe civil penalties authorized bv this section shall be in accordance with 
the Administrative Procedure Act (Chapter 5 (commencing with Section 11500) of Division 3
of Title 2 oOhe Government Code). Any civil [2.enalties paid to, or received by, a healing arts 
board pursuant to this section shall be deposited into the fund administered by the healing 
arts board. 

CO For purposes o(this section, "certified medical records" means a copy oOhe patient's 
medical records authenticated bv the licensee or health care facility, as appropriate, on a 
fo1'111 prescribed bv the licensee's board. 

(g) For purposes o(this section, a "health care facility" means a clinic or health facility 
licensed or exempt 6-om licensure pursuant to Division 2 (commencing with Section 1200) of
the Health and Safety Code. 

(!?) Ifa board complies with Section 1684.5, 2225.5, or 2969, that board shall not be , 
subject to the require7nents oOhis section. 

(i) This section shall not a12ply to a licensee who does not have access to, or control over, 
certified medical records. 

 

 

" 



-- - --------------,---

(17) Access to Records/Documents from Governmental Agencies 

This bill adds a new section (Section 720.20 of the B&P Code) that would require a 
state agency upon receiving a request from a board to provide all records in the 
custody of the agency including but not limited to confidential reports, medical 
records and records related to closed or open investigations. A state agency shall 
also be required to notify the board if it is conducting an investigation against a 
licensee and shall cooperate with the board in providing all requested information. 

Reason for this Change: According to the Department, when the Department's 
regulatory programs are conducting an investigation on one of their licensees, there 
can be significant delays caused by the amount of time it takes to secure records 
from various state agencies. This proposal would solve this problem by requiring 
these agencies to release information relevant to investigations, upon the request of 
a board. 

Concerns Raised: 
• CMA: would these other agencies need patient consent. We need to look at 

the record access section: 
• ANAC/ Psych Techs: do we need to define investigation and specify what 

types would be reported? (Professional Practice?) Could this significantly 
increase workload? 

• General: Written patient authorization must be provided. 

Bill Language: 

Add Section 720.20 to the B&P Code, to read: 
720.20. -(a) Notwithstanding any other rzrovision o (law. a state agency shall. up-on 

receiving a request in writing trom a healing arts board. immediately provide to the healing 
arts board all records in the custody ofthe state agency. including. but not limited to. 
confidential records. medical records. and records related to closed or open investigations. 

(b) I(a state agency has 'mowledge that a person it is investigating is licensed by a healing 
 arts board. the state agency shall notiry the healing arts board that it is conducting an 
investigation against one onts licentiates. The notification onnvestigation to the healing arts 
board is to include the name. address. and. i{lmown. the professional licensure type and 
license number ofthe person being investigated and the name and address or telephone 
number ofa person who can be contacted fOr further infOnnation about the investigation. 
The state_ agency shall cooperate with the healing arts board in providing any requested 
infOrmation. 

_



(18) Access to Records/Documents Prior to Payment Received 

This bill adds a new section (Section 720.22 of the B&P Code) that would require all 
local and state law enforcement agencies, state and local governments, state 
agencies and licensed health care facilities, and employers of any licensee of a 
board to provide records requested prior to receiving payment from the board. 

Reason for this Change: According to the Department, only a small number of 
external governmental agencies charge boards for producing records (Le., Federal 
courts, several Los Angeles county agencies). However, under current practices, 
proced ures involved in receiving approval for and completing the payment can delay 
delivery of the requested records. 

The Department recommends a statutory mandate to compel any law enforcement 
agency, court, government entity, health facility, or employer who charges a fee for 
copies of any records to produce and deliver those copies prior to receiving payment 
from a board. 

Concerns Raised: 
• CHA: Asked whether this provision would allow hard copy or electronic copy, 

Bill Language: 

Add Section 720.22 to the B&P Code, to read: 
720.22. Notwithstandin,? any other provision oflaw. all local and state law enforcement 

agencies. state and local govern711.ents. state agencies. licensed health care facilities. and 
employers ofa licensee ofa healing arts board shall provide records to the healing arts 
board upon request rz.rior to receiving payment trom the board. 



(19) Employer of Health Care Practitioner Reporting Requirements 

This bill adds a new section (Section 720.24 of the B&PCode) that would require 
any employer of a health care licensee to report to the respective board the 
suspension or termination for cause any health care licensee in its employ. This 
report shall be kept confidential except as provided under subdivision (c) of Section 
800 of the B&P Code dealing with release of information within the central file of the 
licensee. This new provision shall also not be in conflict with nor change any of the 
current reporting requirements of a peer review body or licensed health care facility 
or clinic pursuant to Section 805 of the B&P Code. 

Reason for this Change: This new section 720.24 is similar to language which 
currently exists for vocational nurses (Section 2878.1 of the B&P Code), psychiatric 
technicians (Section 4521.2 of the B&P Code) and respiratory care therapists 
(Section 3758 of the B&P Code). The Medical Board, the Board of Podiatric 
Medicine, Board of Behavioral Sciences, Board of Psychology and Dental Board 
also have more extensive reporting requirements for peer review bodies and 
hospitals which are specified in Section 805 of the B&P Code. There is no reason 
why the remaining health-related boards should not have similar reporting 
requirements for those licensees who have been suspended or terminated from 
employment for specified disciplinary reasons. 

Concerns Raised: 
• CMA: could it adversely affect a small physician office 
• CHA: what or how is gross negligence or incompetence determined? 
• CPIL: change the word employer to properly reflect the relationship or define 

employer for purposes of this section. 
• Pharmacy Groups: Do we need to clarify that someone who quits is also 

included in the definition? The $100,000 penalty may be excessive 
• United Nurses Association: There are many suspensions that are for 

discipline or investigatory process. Has concern about the five-day 
timeframe; wants t5 days. 

• Behavioral Sciences: 720.24(d) civil penalty may need to be expanded to be 
immune from civil liability. 

• Chiropractic Board: What about malicious reports? 

Bill Language: 

Add Section 720.24 to the B&P Code, to read: 
720.24. (a) Any e71'lQloyer ofa health care licensee shall report to the board the suspension 

or termination fOr cause, or any resignation in lieu ofsuspension or termination for cause, of 
any health care licensee in its employ within five business days. The report shall not be made 
until after the conclusion ofthe review process sJ2.ecified in Section 57.3 of Title 2 oUhe 
California Code of Regulations and Skelly v. State Personnel Bd. (J 975) 15 Cal.3d 194, fOr 
public employees. This required reporting shall not constitute a waiver of confidentiality of 
medical records. The information reported or disclosed shall be kept confidential except as 
J2.rovided in subdivision (c) of Section 800 and shall not be subject to discovery in civil cases. 



(b) For purposes of the section, "suspension or termination {or cause" is defined as 
suspension or termination from employment (or any ofthe fOllowing reasons: 

(J) Use of controlled substances or alcohol to the extent that it impairs the licensee's abilitv 
to safely practice. 

(2) Unlawful sale ofa controlled substance or other prescription items. 
(3) Patient or client abuse, neglect, physical harm, or sexual contact with a patient or 

client. 
(4) Falsification of medical records. 
(5) Gross negligence or incompetence. 
(6) Theft V-om a patient or client, any other employee, or the employer. 
Cc) Failure of an employer to make a report required bv this section is punishable by an 

administrative fine not to exceed one hundred thousand dollars ($100,000) per violation. 
Cd) Pursuant to Section 43.8 ofthe Civil Code, no person shall incur any civil penalty as a 

result ofmalang any report required by this chapter. 
Ce) This section shall not apply to any ofthe reporting requirements under Section 805. 



(20) Annual Enforcement Reports by Boards to the Department 
and Legislature 

This bill adds a new section (Section 720.26 of the B&P Code) that would require 
the boards to report annually, by October 1, to the DCA and the Legislature certain 
information, including, but not limited to, the total number of consumer calls received 
by the board, the total number of complaint forms received by the board, the total 
number of convictions reported to the board, and the total number of licensees in 
diversion or on probation or alcohol or drug abuse. 

Reason for this Change: The new section 720.26 is similar to language which 
currently exists for physicians and surgeons (Section 2313 of the B&P Code). There 
is no reason why other health-related boards should not be subject to the same 
requirements as the Medical Board in submitting an annual enforcement report both 
to the DCA and the Legislature. 

Concerns Raised: 
• CPIL: should be online 
• BRN: Do we need to clarify that it applies to prior year? 

Bill Language: 

Add Section 720.26 to the B&P Code, to read: 
720.26. (a) Each healing arts board shall report annually to the department and the 

Legislature. not later than October 1 of each year. the following information: 
(J) The total number of consumer calls received by the board and the number of consumer 

calls or letters designated as discipline-related complaints. 
(2) The total number of complaint forms received by the board. 
(3) The total number ofreports received by the board pursuant to Sections 801.801.01. 

and 803. as applicable. 
(4) The total number of coroner reports received by the board. 
(5) The total number of convictions reported to the board. 
(6) The total number of criminal filings reported to the board. 
(7) I{the board is authorized to receive reports pursuant to Section 805. the total number 

of Section 805 reports received by the board. by the type of peer review body reporting and. 
where applicable. the type of health care facility involved. and the total number and type of 
administrative or disciplinary actions taken by the board with respect to the reports. and 
their disposition. 

(8)· The total number of complaints closed or resolved without discipline. prior to 
accusation. 

(9) The total number of complaints and reports re{erred for formal investigation. 
(J 0) The total number of accusations filed and the final disposition of accusations through 

the board and court review. respectivelv. 
(J 1) The total number of citations issued. with fines and without fines. and the number of 

public letters of reprimand. letters of admonishment. or other similar action issued. if 
applicable. 

(J 2) The total number of/inallicensee disciplinary actions taken. bv category. 



03) The total number of cases in process for more than six months, more than 12 months, 
more than 18 months, and more than 24 months, fi'om receipt ofa complaint by the board. 

04) The average and median time in processing complaints, fi'om original receipt oUhe 
complaint bv the board, for all cases, at each stage oUhe disciplinary process and court 
review, respectively. 

05) The total number oflicensees in diversion or on probation for alcohol or drug abuse 
or mental disorder, and the number o(licensees successfUlly completing diversion programs 
or probation, and failing to do so, respectivelv. 

06) The total number of probation violation reports and probation revocation filings, and 
their dispositions. 

07) The total number of petitions for reinstatement, and their dispositions. 
08) The total number of case loads o{investigators for original cases and for probation 

cases, respectively. 
(b) "Action," for purposes of this section, includes proceedings brought by, or on behalfoC 

the healing arts board against licensees for unprofessional conduct that have not been finally 
adjudicated, as well as disciplinary actions taken against licensees. 

(c) Ira board complies with Section 2313, that board shall not be subject to the 
!§!J.uirements ofthis section. 



(21) Enforcement Timeframes for the Attorney General's Office 

This bill adds a new section (Section 720.30 of the B&P Code) that would require 
the Office of the Attorney General to serve an accusation within 60 calendar days 
after receipt of a request for accusation from a board. Would also require the 
Attorney General to serve a default decision within five days following the time 
period allowed for the filing of a Notice of Defense and to set a hearing date within 
three days of receiving a Notice of Defense, unless instructed otherwise by the 
board. 

Reason for this Change: . There are delays in the prosecution of cases at the AG's 
Office that is contributing to the lengthy enforcement and disciplinary process that 
can take on average up to 2 to 3 years. According to statistics provided by the AG's 
Office, the average time for the AG to file an accusation for a board is taking from 
5 to 8 months, and to complete prosecution can take on average about 400 days. 
There were also concerns raised about the time it takes the AG to prepare a 
proposed default decision. The filing of a default decision is made once a licensee 
has failed to file a "notice of defense" when an accusation has been served on him 
or her. If the licensee fails to file a notice of defense within a specified timeframe, he 
or she is subject to a default judgment because of a failure to appear or make a 
defense of their disciplinary case. In 2004-2005 it was taking the AG almost 
6 months to file a proposed default decision. In 2008-2009 it was down to about 2.5 
months. However, filing of a proposed default decision is "not rocket science" and 
should only take a matter of days. 

Concerns Raised: 
• CMA: Should we have a good cause exception to ensure quality cases. 

Bill Language: 

Add Section 720.30 to the B&P Code, to read: 
720.30. Ca) The office ofthe Attornev General shall serve, or submit to a healing arts 

board for service, an accusation within 60 calendar days of receipt trom the healing arts 
board. 

(9) The office ofthe Attorney General shall serve, or submit to a healing arts board (or 
service, a de(a:ult decision within five days (ollowing the time period allowed (or the filing of 
a notice of defense. 

Cc) The offzce ofthe Attorney General shall set a hearing date within three days of 
receiving a notice ofde{ense, unless the healing arts board gives the office ofthe Attorney 
General instruction otherwise. 



(22) Misdemeanor for Violation of Article 10.1 

Existing Law Sections 2314 and 2315 for the Medical Practices Act, Section 2799 
of the Nurses Practice Act, Sections 1700 and 1701 of the Dental Practice Act, 
Sections 4321 of the Pharmacy Act, and other healing arts licensing acts all specify 
that a violation of any of the provisions of their specific acts is a misdemeanor and 
provides specific penalties for a violation of any provision of their Practice Act or for 
specified provisions. 

This bill adds a new section (Section 720.32 of the B&P Code) that makes a 
violation of these new enforcement provisions that apply to all healing arts boards 
(Article 10.1 of the B&P Code) a misdemeanor. This misdemeanor provision is 
similar to Sections in the Medical Practices Act and would provide for increased 
penalties for a violation of Section 736, for the use of a controlled substance, 
dangerous drugs or alcohol to extent that it would be dangerous or injurious to the 
licensee or the public or to the extent it would impair the ability of the licensee to 
practice safely. 

Reason for this Change: Since the provisions in new Article 10.1 relate to similar 
enforcement provisions within different Practice Acts, a violation of any of these 
provisions should also be a misdemeanor with specific penalties that would be 
applicable. As a health care practitioner, the use of a controlled substance, 
dangerous drugs or alcohol is considered as a more egregious act since it directly 
jeopardizes the care of patients and therefore would carry a more severe penalty. 

Concerns Raised: 
• None. 

Bill Language: 

Add Section 720.32 to the B&P Code, to read: 
72 0.36. Unless it is otherwise expressly provided, any person, whether licensed pursuant 

to this division or not, who violates any [.2rovision ofthis article is guilty ora misdemeanor 
and shall be punished by a fine ornot less than two hundred dollars ($200) nor more than 
one thousand two hundred dollars ($],200), or by imprisonment (Or a term arnot less than 
60 davs 710r no more than 180 days, or by both the fine and imprisonment. 



(23) Ability to Deny or Provide Limited License for Mental Illness or 
Physical Illness. 

Existing Law (Section 480 of the B & P Code) allows a board to deny a license on 
various grounds, including conviction of a crime, commission of any crime involving 
dishonesty, fraud or deceit or any act if committed would be grounds for suspension 
or revocation of a license. Section 820 of the B & P Code also allows a licensing 
agency to order a licentiate to be examined by one of more physicians whenever it 
appears that any person holding a license, certificate, or permit may be unable to 
practice their profession safely because of a mental illness, or physical illness 
affecting competency. 

This bill is similar to what Section 820 authorizes for existing licenses, adds a new 
section (Section 720.34 of the B&P Code) which would grant the healing arts boards 
the authority to deny a license, certificate or permit to an applicant who may be 
unable to practice his or her profession safely because of mental or physical illness. 
The bill would also provide the applicant an opportunity to appeal the board's denial 
by submitting to a board approved psychological or physical examination to evaluate 
his/her competency to practice. 

Reason for this Change: Boards lack the authority to deny a license application or 
compel an applicant to submit to a psychological or physical examination when the 
applicant's fitness to practice is compromised based on suspected mental illness or 
chemical dependency. Boards have the authority to deny an applicant a license for 
criminal convictions, dishonesty, fraud or deceit, or any act if committed by a 
licensee would be grounds for disciplinary action. This proposed language would 
solidify the Board's authority to protect the public, given the potential harm/damage 
to public safety of a substance abusing licensee or one with mental illness or other 
physical illness. 

Concerns Raised: 
• CMA: Wants to look further because (c.) not in 804 
• ANAC/ Psych Techs: concern about who pays the cost. Should there be a 

provision for licensees who cannot afford the exam? How is the 
determination made that you need examination also - 720.34(b)? ANAC has 
problems with the limited license provisions. 

Bill Language: 

Add Section 720.32 and 720.34 to the B&P Code, to read: 
720.32. (aJ Whenever it appears that an applicant {Or a license, certificate, or permit trom 

a healing arts board may be unable to practice his or her p-rofession sately because the 
gpplicant's ability to practice would be impaired due to 711.ental illness, or physical illness 
affecting competency, the healing arts board may order the applicant to be examined by one 
or l1'zore physicians and surgeons or psychologists designated by the healing arts board. The 



report oUhe examiners shall be made available to the applicant and may be received as 
direct evidence in proceedings conducted pursuant to Chapter 2 (commencing with Section 
480) o(Division 1.5. 

(lz) An applicant's failure to comply with an order issued under subdivision Ca) shall 
authorize the board to deny an applicant a license, certificate, or permit. 

Cc) A healing arts board shall not grant a license, certificate, or permit until it has received 
competent evidence ofthe absence or control oUhe condition that caused its action and until 
it is satisfied that with due regard for the p-ublic health and safety the person may safely 
practice the profession (or which he or she seeks licensure. 

720.34. Ca) An applicant {or a license, certificate, or permit (i-om a healing arts board who 
is otherwise eligible for that license but is unable to practice some aspects o(his or her 
profession safely due to a disability 7nay receive a limited license i(he or she does both ofthe 
following: 

0) Pays the initial licensure fee. 
(2) Signs an agreement on a form p-rescribed by the healing arts board in which the 

applicant agrees to limit his or her practice in the manner prescribed by the healing arts 
board. 

(lz) The healing arts board may require the applicant described in subdivision Ca) to obtain 
an independent clinical evaluation o(his or her ability to 12ractice sa&ly as a condition o( 
receiving a limited license under this section. 

Cc) Any person who lmowingly provides false in{ormation in the agreement submitted 
pursuant to subdivision Ca) shall be subiect to any sanctions available to the healing arts 
board. 



(24) Require Boards to Check Information Maintained by the 
National Practitioner Databank 

Existing Federal Law, establishes the National Practitioner Data Bank (NPDB) 
which is a confidential repository of information related to the professional 
competence and conduct of physicians, dentists and other health care practitioner. 
The NPDB establishes reporting requirements for hospitals, health care entities, 
Boards of Medical Examiners, professional societies or physicians, dentists, or other 
health care practitioners which take adverse licensure of professional review actions, 
and entities making payments as a result of medical malpractice actions or claims. 
The NPDB also enable individuals or entities to obtain information from the NPDB. 
In enacting the NPDB, the United States Congress intended to improve the quality of 
health care by encouraging State licensing boards, hospitals, and other health care 
entities, and professional societies to identify and discipline those who engage in 
unprofessional behavior; and to restrict the ability of incompetent physicians, 
dentists, and other health care practitioners to move from State to State without 
disclosure or discovery of previous medical malpractice payment and adverse action 
history. 

Existing law (Section 2310 of the B & P Code) provides that if a physician and 
surgeon possess a license or is otherwise authorized to practice medicine in 
California or by any agency of the federal government and that license or authority is 
suspended or is revoked outright and is reported to the NPDB, the physician and 
surgeon's certificate shall be suspended automatically for the duration or the 
suspension or the revocation. 

This bill adds a new section (Section 820.36 of the B&P Code) which would require 
health care licensing boards to check the National Practitioner Data Bank, or any 
other national professional or council databases before issuing a license, certificate 
or permit to any applicant from another state or prior to renewing the license, 
certificate or permit of an individual who is also licensed in another state. 

Reason for this Change: There is no reason for boards not to check the NPDB or 
other national professional or council databases to find out whether applicants or 
licensees have been sanctioned or disciplined by other states prior to granti'ng or 
renewing of a license. 

Concerns Raised: 
• CHA: wants to make sure that the reason behind the limitation is not posted. 
• BRN: May not be practical to have the check run at each renewal. May be 

better to run the check for everyone all at once. 

Bill Language: 
Add Section 720.35 of the B&P Code, to read: 

720.35. (aJ Each healing arts board shall conduct a search on the National Practitioner 
Data Bank and the Healthcare Integrity and Protection Data Bank prior to granting or 
renewing a license, certificate, or permit to an applicant who is licensed bv another state. 



(b) A healing arts board may charge a fee to cover the actual cost to conduct the search 
specified in subdivision CaY. 



(25) Conviction of Sexual Misconduct - Crime Substantially Related 

Existing Law provides in provisions related to physicians and surgeons, dentists 
and other health professionals that a conviction of sexual misconduct or a felony 
requiring registration as a registered sex offender shall be considered a crime 
substantially related to the qualifications, functions, or duties of a board licensee. 

This bill amends Section 726 of the B&P Code so that it Would apply these similar 
provisions to ~ health professionals. 

Reason for this Change: There is no reason why other health professionals who 
have been convicted of sexual misconduct, or have been required to register as a 
sex offender pursuant to a felony conviction, should not be subject to the same 
standard and finding the such a crime is substantially related to the qualifications, 
functions, or duties of a board licensee. 

Concerns Raised: 
• Section 726 (c) needs to be expanded to all healing arts boards. 

Bill Language: 
Amend Section 726 to the B&P Code, to read: 

SEC. 13. Section 726 ofthe Business and Professions Code is amended to read: 
726. &-The commission of any act of sexual abuse, misconduct, or relations with a 

patient, client, or customer constitutes unprofessional conduct and grounds for disciplinary 
action for any person licensed under this division, and under any initiative act referred to in 
this division and under Chapter 17 (commencing ];'lith Section 9000) of 
Division 3 . 

(b) For pur-Roses orDivision 1.5 (commencing with Section 475), and the licensing laws 
and regulations ora healing arts board, as defined in Section 720, the commission ot: and 
conviction fOr, any act orsexual abuse, sexual misconduct. or attempted sexual misconduct, 
whether or not with a patient, or conviction ora felony requiring registration pursuant to 
Section 290 o(the Penal Code shall be considered a crime substantially related to the 
qualifications, functions, or duties ora licensee ora healing arts board. 
---+his 

(c) This section shall not apply to sexual contact between a physician and surgeon and 
his or her spouse or person in an equivalent domestic relationship when that physician and 
surgeon provides medical treatment, other than psychotherapeutic treatment, to his or her 
spouse or person in an equivalent domestic relationship. 



(26) Unprofessional Conduct for Drug Related Offenses 

----This bill adds a new section (Section 734 of the B&P Code) that a conviction of a 
charge of violating any federal statutes or regulations or any statute or regulation of 
this state, regulating dangerous drugs or controlled substances, constitutes 
unprofessional conduct, and that the record of the conviction is conclusive evidence 
of such unprofessional conduct. Adds new section (Section 735 of the B&P Code) 
that a violation of any federal statute or federal regulation or any of the statutes or 
regulations of this state regulating dangerous drugs or controlled substances 
constitutes unprofessional conduct. Adds new section (Section 736 of the B&P 
Code) that the use or prescribing for or administering to himself or herself, of any 
controlled substance; or the use of any of the dangerous drugs specified in Section 
4022, or of alcoholic beverages, to the extent, or in such a manner at to be 
dangerous or injurious to the licensee, or to any other person or the public, or to the 
extent that such use impairs the ability of the licensee to practice safely, or if a crime 
is. committed regarding the use, consumption or self-administration of any 
substances specified, shall constitute unprofessional conduct. 

Reason for this Change: These new sections are identical to Sections 2237, 2238 
and 2239 of the B&P Code which are applicable to physicians and surgeons and 
podiatrists. There is no reason why other health professionals should not be subject 
to the same requirements regarding certain drug related offenses which would be 
considered as unprofessional conduct on the part of the practitioner. 

Concerns Raised: 
None. 

Bill Language: 
SEC. 14. Section 734 is added to the Business and Professions Code, to read: 
734. (a) The conviction ola charge of violating any federal statute or regulation or any 

statute or regulation oOhis state regulating dangerous drugs or controlled substances 
constitutes unprofessional conduct. The record oOhe conviction is conclusive evidence oOhe 
Y:JJJ2.ro[essional conduct. A plea or verdict of guilty or a conviction following a plea of nolo 
contendere is deemed to be a c0711!iction }vithin the meaning oOhis section. 

(b) Discipline may be ordered against a licensee in accordance vvith the laws and 
regulations oOhe healing arts board or the board may order the denial oOhe license when 
the time {or appeal has elapsed, or the judgment of conviction has been affirmed on aJ2]?eal, 
or vvhen an order grantingJ2robation is made suspending the imposition of sentence, 
irrespective ora subsequent order under the provisions orSection 1203.4 o{the Penal Code 
allowing (harperson to withdraw his or her plea orguilty and to enter a plea of not guilty, or 
setting aside the verdict of guilt V, or dismissing the accusation, comp-Iaint, information, or 
indictl11.ent. 

SEC. J 4. Section 734 is added to the Business and Professions Code, to read: 
734. (a) The conviction ofa charge of violating an)! federal statute or regulation or any 

statute or regulation oOhis state regulating dangerous drugs or controlled substances 
constitutes unprofessional conduct. The record oOhe conviction is conclusive evidence oOhe 
unprofessional conduct. A plea or verdict of guilt v or a conviction following a plea o{nolo 
contendere is deemed to be a conviction within the meaning oOhis section. 



(b) Discipline may be ordered against a licensee in accordance with the laws and 
regulations ofthe healing arts board or the board may order the denial ofthe license when 
the time for appeal has elapsed. or the judgment of conviction has been affirmed on appeal. 
or when an order granting probation is made suspending the imposition of sentence. 
irrespective ofa subsequent order under the provisions of Section 1203.4 of the Penal Code 
allowing that person to withdraw his or her plea ofguilty and to enter a plea of not guilty. or 
setting aside the verdict of guilty. or dismissing the accusation. complaint. information. or 
indictment. 

SEC 15. Section 735 is added to the Business and Professions Code. to read: 
735. A violation of any federal statute or federal regulation or any ofthe statutes or 

regulations ofthis state regulating dangerous drugs or controlled substances constitutes 
unprofessional conduct. . 
SEC 16. Section 736 is added to the Business and Professions Code. to read: 
736. Ca) The use or prescribing for or administering to himselfor herselfofany controlled 

substance; or the use of any of the dangerous drugs specified in Section 4022. or of alcoholic 
beverages. to the extent or in such a manner as to be dangerous or injurious to the licensee. 
or to any other person or to the public. or to the extent that the use impairs the ability ofthe 
licensee to practice safely; or any misdemeanor or felony involving the use. consumption. or 
self-administration of any ofthe substances referred to in this section. or any combination 
thereot: constitutes unprofessional conduct. The record of the conviction is conclusive 
evidence ofthe unprofessional conduct. 

(b) A plea or verdict of guilty or a conviction following a plea of nolo contendere is deemed 
to be a conviction within the meaning ofthis section. Discipline may be ordered against a 
licensee in accordance with the laws and regulations ofthe healing arts board or 
the board may order the denial ofthe license when the time for appeal has elapsed or the 
judgment of conviction has been affirmed on appeal or when an order granting probation is 
made suspending imposition of sentence. irrespective ofa subsequent order under the 
provisions of Section 1203.4 ofthe Penal Code allowing that person to withdraw his or her 
plea ofguilty and to enter a plea of not guilty. or setting aside the verdict of guilty. or 
dismissing the accusation. complaint. infOrmation. or indictment. 

(c) A violation of subdivision (a) is a misdemeanor punishable by a fine of up to ten 
thousand dollars ($10.000). imprisonment in the county jail of up to six months. or both the 
fine and imprisonment. 



(27) Unprofessional Conduct for Failure to Cooperate With 
Investigation of Board 

This bill adds a new section (Section 737 of the B&P Code) that a failure to furnish 
information in a timely manner to the board or cooperate in any disciplinary 
investigation constitutes unprofessional conduct. 

Reason for this Change: This new section is similar to other state statutes and to 
Section 6068 (i) of the B&P Code. This statutory requirement was recommended by 
the Attorney General's Office. According to the AG, a significant factor preventing 
the timely completion of investigations is the refusal of some health care 
practitioners to cooperate with an investigation of the board. This refusal to 
cooperate routinely results in significant scheduling problems and delays, countless 
hours wasted serving and enforcing subpoenas, and delays resulting from the 
refusal to produce documents or answer questions during interviews. Other states 
 have long required their licensees to cooperate with investigations being conducted 
by disciplinary authorities. (See listing of statutes provided by the AG's Office.) The 
AG argues that the enactment of a statutory requirement in California would 
significantly reduce the substantial delays that result of a practitioner's failure to 
cooperate during a board's investigation. 

Concerns Raised: 
• CMA: thinks that its timely manner is too vague - would like to see some 

specific timeframes 
• Osteopaths: Provisions must guarantee 5th amendment. 
• MFTs: Cooperate/participate must be clearly defined 

Bill Language: 

SEC. 17. Section 737 is added to the Business and Professions Code, to read: 
737. It shall be unprofessional conduct for any licensee ora healing arts board to (ail to 

comply with the following: 
Ca) Furnish information in a timely manner to the healing arts board or the board's 

investigators or representatives iflegallv requested by the board. 
(b) Coo12erate and participate in any disciplinary investigation or other regulatory or 

disci12.linary 12roceeding pending against himseZ{or herself However, this subdivision shall 
not be construed to deprive a licensee o{any privilege guaranteed bv the FiO!? Amendment to 
the Constitution ofthe United States, or any other constitutional or statutory privileges. This 
subdivision shall not be construed to require a licensee to cooperate ",,lith a request that 
requires him or her to waive an)! constitutional or statutorv privilege or to compl)! with a 
request (or infOrmation or other matters within an unreasonable period oftime in light ofthe 
time constraints ofthe licensee's 12.ractice. Any exercise bv a licensee Oran)! constitutional or 
statutory privilege shall not be used against the licensee in a regulatory or disciplinary 
.12roceeding against him or her. 

.



(28) Reporting by Licensee of Arrest, Convictions or 
Disciplinary Action 

Existing Law (Section 802.1 ofthe B&P Code) requires a physician and surgeon, 
osteopathic physician and surgeon, and a doctor of podiatric medicine to report to 
his or her respective board when there is an indictment or information charging a 
felony against the licensee or he or she been convicted of a felony or misdemeanor. 

This bill would expand that requirement to any licensee of a hearing arts board and 
require the licensee to submit a written report for the for the following reasons: 
(1) If there is bringing of an indictment or information charging a felony against the 
licensee. (2) The conviction of the licensee of any felony or misdemeanor. (3) Any 
disciplinary action taken by another health arts board of this state or a healing arts 
board of another state. 

Reason for this Change: There is no reason why all health professionals should 
not be subject to the same reporting requirements as some of the other health 
professionals. 

Concerns Raised: 
• CPIL: thought failing to self report should also be a cause for discipline 
• CAMFT: without clarification on what kind of disciplinary actions are to be 

reported, this section becomes overly draconian. 
• CMA/ANAC/Psych Techs: Concern with arrest notifications and is broad. 
• Chiropractic Board: Technically when you get a ticket that is considered an 

arrest, would that have to be reported? 
• Chiropractic Board: Section 802.1 (d) what about other countries? 

Bill Language: 

SEC. 18. Section 802.1 of the Business and Professions Code is amended to read: 
802.1. (a) (1) 2\ physician and surgeon, osteopathic physician and surgeon, and a doctor of 

podiatric medicine A licensee ora healing arts board defined under Section 720 shall 
submit a written repOli either of f!:!J::i.!2f the following to the entity that issued his or her 
license: 

(A) The bringing of an indictment or infonnation charging a felony against the licensee. 
CB) The arrest ofthe licensee. 

-fBj 
~ The conviction of the licensee, including any verdict of guilty, or plea of guilty or no 
contest, of any felony or misdemeanor. 

CD) Anv disciplinarv action taken by another licensing entity or authority ofthis state or or 
another state. 

(2) The report required by this subdivision shall be made in writing within 30 days of the 
date of the bringing of the indictment or information or of the charging ora felony, the 
arrest, the conviction , or the disciplinary action. 

(b) Failure to make a report required by this section shall be a public offense punishable by 
a fine not to exceed five thousand dollars ($5,000). 



(29) Report of Crime or Personal Injury Judgment by Clerk of Court 

Existing Law (Section 803 of the B&P Code) requires the clerk of the court within 
10 days after a judgment by a court that a crime has been committed by a licensee, 
or that a licensee is liable for any death or personal injury for an amount in excess of 
$30,000, to notify healing arts boards, as specified. 

This bill amends Section 803 to require that the clerk of the court provide notice to 
any of the of the listed healing arts boards for which the licensee is licensed, if there 
is a judgment for a crime committed or for any death or personal injury in excess of 
$30,000, for which the licensee is responsible due to their negligence, error or 
omission in practice, or his or her rendering unauthorized professional services. 

Reason for this Change: There is no reason the clerk of the court should not 
report a judgment for a crime or for personal injury to any other Healing Arts boards 
as listed. Most healing arts boards are currently covered under this provision. 

Concerns Raised: 
• CPIL: wants DCA to work 'with judicial counsel on how to educate clerks 

about this requirement. 
• CDA: strong concerns. 
• Chiropractic Board: Section 803 (b) is specific to physicians and surgeons, 

should it be expanded?' . 

Bill Language: 

SEC. 19. Section 803 of the Business and Professions Code is amended to read: 
803. (a) Except as provided in subdivision (b), within 10 days after a judgment by a court 

of this state that a person who holds a license, certificate, or other similar authority from-fu.e 
Board -&f. Behavioral Sciences -Br- fiom m1 agency mentioned in subdivision (a) of 
Section 800 (except a person licensed pursumn -te- Chapter 3 (commencing with 
Section 1200)) a healing arts board defined in Section 720, has committed a crime, or is 
liable for any death or personal injury resulting in a judgment for an amount in excess of 
thirty thousand dollars ($30,000) caused by his or her negligence, error or omission in 
practice, or his or her rendering unauthorized professional services, the clerk of the cOUli that 
rendered the judgment shall repoli that fact to the agency that issued the license, certificate, 
or other similar authority. 

(b) For purposes of a physi~ian and surgeon, osteopathic physician and surgeon, or doctor 
of podiatric medicine, who is liable for any death or personal injury resulting in a judgment 
of any amount caused by his or her negligence, error or omission in practice, or his or her 
rendering unauthorized professional services, the clerk of the cOUli that rendered the 
judgment shall repOli that fact to the agency board that issued the license. 



(30) Report of Charges of Felony by DA, City Attorney, or 
Clerk of Court 

Existing Law (Section 803.5 of the B&P Code) requires the district attorney, city 
attorney, other prosecuting agency, or clerk of the court report to specified healing 
arts boards if the licensee has been charged with a felony immediately upon 
obtaining information that the defendant is a licensee of the board. 

This bill amends Section 803.5 to require that the any filings of charges of a felony 
be reported to.ill! appropriate healing arts boards for which the licensee is licensed. 

Reason for this Change: There is no reason why all other healing arts boards 
should not receive notice that charges of a felony have been filed against the 
licensee of the board. 

Concerns Raised: 
• CPIL: wants DCA to work with judicial counsel on how to educate clerks 

about this requirement 

Bill Language: 

SEC. 20. Section 803.5 of the Business and Professions Code is amended to read: 
803.5. (a) The district attorney, city attorney, or other prosecuting agency shall notify the 

Medical Board of California, the Osteopathic Medical Board of California, the California 
Board of Podiatric Medicine, the State Board of Chiropractic Examiners, -er 
other appropriate allied health board, healing arts board defined in Section 720 and the 
clerk of the court in which the charges have been filed, of any filings against a licensee of 
that board charging a felony immediately upon obtaining information that the defendant is a 
licensee of the board. The notice shall identify the licensee and describe the crimes charged 
and the facts alleged. The prosecuting agency shall also notify the clerk of the court in which 
the action is pending that the defendant is a licensee, and the clerk shall record prominently 
in the file that the defendant holds a license from one of the boards described above. 

(b) The clerk of the court in which a licensee of one of the boards is convicted of a crime 
shall, within 48 hours after the conviction, transmit a certified copy of the record of 
conviction to the applicable board. 



(31) Report of Preliminary Hearing Transcript of Felony by 
Clerk of Court 

Existing Law (Section 803.6 of the B&P Code) requires the clerk of the court to 
transmit any felony preliminary hearing transcript report to specified healing arts 
boards if the licensee has been charged with a felony immediately upon obtaining 
information that the defendant is a licensee of the board. 

This bill amends Section 803.6 to require that the any filings of charges of a felony 
be reported to .§ll appropriate healing arts boards for which the licensee is licensed. 

Reason for this Change: There is no reason why all other healing arts boards 
should not receive notice that charges of a felony have been filed against the 
licensee of the board. 

Concerns Raised: 
• CPIL: wants DCA to work with judicial counsel on how to educate clerks 

about this requirement 

Bill Language: 

SEC. 21. Section 803.6 ofthe Business and Professions Code is amended.to read: 
803.6. (a) The clerk of the cOUli shall transmit any felony preliminary hearing transcript 

concerning a defendant licensee to the Medical Board or other appropriate allied health 
board, as applicable, the appropriate healing arts boards defined in Section 720 where the 
total length of the transcript is under 800 pages and shall notify the appropriate board of any 
proceeding where the transcript exceeds that length. 

(b) In any case where a probation repOli on a licensee is prepared for a cOUli pursuant to 
Section 1203 of the Penal Code, a copy of that repOli shall be transmitted by the probation 
officer to the f!]2.propriate board. 



========~------------------- ~------~--~~ 

(32) Notification of Future Arrests or Convictions from DOJ 

This bill creates a new section (803.7 of the B&P Code) to require the Department 
of Justice to provide reports within 30 days of subsequent arrests, convictions or 
other updates of licensees. 

Reason for this Change: According to the Department, while all new fingerprints 
are performed electronically, not all records at the DOJ are kept electronically for 
licensees who were fingerprinted in the past. Retrieving non-electronic records adds 
unnecessary time to investigations. This would speed up the time it takes to receive 
some arrest and conviction notices, and will allow boards to take action against 
licensees sooner. 
unlicensed practice presents a serious threat to the public health and safety. 

Concerns Raised: 
None. 

Bill Language: 

SEC. 22. Section 803.7 is added to the Business and Professions Code, to read: 
803.7. The Department of Justice shall ensure that subsequent reports authorized to be 

issued to any board identified in Section 101 are submitted to that board within 30 days trom 
notification of subsequent arrests, convictions, or other updates. 



(33) Authority of Department to Adjust Fee Maximums Consistent 
with CPI 

----This bill creates a new article and section under Division 2 (Article 15, Section 870 
of the B&P Code) to allow the department to annually establish a maximum fee 
amount for each board, adjusted consistent with the California Consumer Price 
Index. 
Reason for this Change: According to the Department, in almost every instance, 
boards' fees are set at a specific dollar amount that does not adjust with inflation. 
Most boards have minimum and maximum fee amounts established in statute, and 
the exact amount is set by the board through regulations. Even though boards are 
able to adjust their fees by regulation to reflect inflation, licensee population 
increases, and increased workload due to legislative mandates, legislation is still 
required from time to time in order to increase the statutory maximum even if it is to 
keep up with inflation. Legislative fee increases are time consuming, can require 
more resources than a regulatory or administrative fee increase. Allowing boards to 
annually administratively adjust their statutory maximum in manner consistent with 
the California Consumer Price Index rather than through legislation will provide them 
with greater flexibility and allow them to better ensure that fees closely reflect the 
actual cost of administering their regulatory operations ... 

Concerns Raised: 
• CMA: They oppose this measure 
• Veterinary Medicine: They lose ability to use the fee increase bill as a way to 

address other issues 
• PT/Psychological Association: These provisions could be problematic 
• ANAC: Does not believe DCA should establish fees for the BRN 

Bill Language: 

SEC. 23. Article 15 (commencing with Section 870) is added to Chapter 1 of Division 2 of 
the Business and Professions Code, to read: 

Article J 5. Healing Arts Licensing Fees 

870. (a) Notwithstanding any provision oOmv establishing a tee or a fee range in this 
division, the department may annually establish a maximum fee amount (or each healing arts 
board, as defined in Section 720, adjusted consistent with the Cali(ornia Consumer Price 
Index. 

(b) The. department shall promulgate regulations pursuant to the Administrative 
Procedures Act to establish the maximum fee amount calculated pursuant to subdivision (a). 

Cc) A healing arts board, as defined in Section 720, shall establish, through regulations, the 
specific amount orall tees authorized by statute at a level that is at or below the amount 
established pursuant to subdivision (b). 



{34} Unlicensed Practice - Public Crime 

This bill creates a new article and section under Division 2 (Article 16, Section 880 
of the B&P Code) to specify it is a public offense, punishable by a fine not to exceed 
$100,000 or imprisonment, to engage in any practice, including healing arts practice, 
without a current and valid license. 

Reason for this Change: According to the Department, unlicensed practice 
presents a serious threat to the public health and safety. However, it can be difficult 
for a board to get a district attorney to prosecute these cases criminally because the 
penalties are often significantly less than the cost to prosecute the case. While 
district attorneys do prosecute the most egregious cases, the inconsistent 
prosecution of these cases diminishes the deterrent effect. If the penalty for 
unlicensed practice is substantially increased, the deterrent will be increased two
fold: not only will the punishment be more severe, but district attorneys will be more 
likely to prosecute these cases. 

Concerns Raised: 
• CMA: ok with it - just need to clean it up 
• General: Does this criminalize practicing beyond your scope of practice? 
• Chiropractic Board: Would this apply if someone is simply late in renewing 

their license? 

Bill Language: 

SEC. 24. Article 16 (commencing with Section 880) is added to Chapter 1 of Division 2 of 
the Business and Professions Code, to read: 

Article 16. Unlicensed Practice 

880. (a) (1) It is a public o(fense. punishable by a fine not to exceed one hundred thousand 
dollars ($100.000). by imprisonment in a county jail not to exceed one year. or by both that 
fine and imprisomnent. (or a ]2erson to do any o[the (ollowing: 

CA) Any person who does not hold a current and valid license to ]2ractice a healing art 
under this division who engages in that practice. 

CB) Any person who fraudulently buys. sells. or obtains a license to practice any healing art 
in this division or to violate any provision o[this division. 

ce) AnY]2erson who represents himselror herselras engaging or authorized to engage in a 
healing art o[this division who is not authorized to do so. 

(2) Subparagraph CA) o(paragraph (J) shall not applv to any person who is already being 
charged with a crim,e under the specific healing arts licensing provisions (or which he or she 
en~aged in unauthorized practice, 

(b) Notwithstanding any other provision o[law. any person who is licensed under this 
division. but who is not authorized to provide some or all services oranother healing art. 
who practices or supervises the practice o[those unauthorized services. is guilty ora public 
crime. punishable by a fine not to exceed one hundred thousand dollars C$1 00. 000). by 
imprisonment in a county jail not to exceed one year. or by both that fine and imprisonment, 



(35) Sunset Dates for Diversion Programs 

Existing Law establishes diversion and recovery programs to identify and 
rehabilitate dentists, 'osteopathic physicians and surgeons, physical therapists, 
registered nurses, physician assistants, pharmacists and veterinarians whose 
competency may be impaired due to, among other things, alcohol and drug abuse. 
Subject a licensee to disciplinary action by his or her respective board for failure to 
comply with a diversion program's requirements. 

This bill would place a sunset date on all diversion programs operated by boards for 
January 1, 2013. 

Reason for this Change: In regard to the sunset dates placed on diversion 
programs, this will provide sufficient opportunity for these programs to be reviewed 
and audited by the Legislature to assure they are operating properly and monitoring 
those practitioners who participate in these programs. This is similar to action taken 
by the Legislature with the diversion program of the Medical Board which because of 
its deficiencies was allowed to sunset in 2008. 

Concerns Raised: 
.• CNA: has concern about their eliminations of diversion programs 

• ANAC: Opposes the addition of sunset dates specifically for diversion 
programs. Feels that diversion should be reviewed when the board goes 
through its normal sunset review process. 

• CHA: opposes sunset of diversion programs through sunset 

Bill L~nguage: 

(Dentists) 
SEC. 25. Section 1699.2 is added to the Business and Professions Code, to read: 
1699.2. This article shall remain in effect only until January 1, 2013, and as ofthat date is 

repealed, unless a later enacted statute, that is enacted before January 1, 2013, deletes or 
extends that date. 

(Osteopathic Physicians and Surgeons) 
SEC. 26. Section 2372 is added to the Business and Professions Code, to read: 

2372. This article shall remain in effect only until Januarv 1,2013, and as ofthat date is 
r.§~J?ealed, unless a later enacted statute, that is enacted before Januarv 1, 2013, deletes or 
extends that date. 

(Physical Therapists and Physical Therapist Assistants) 
SEC. 27. Section 2669.2 is added to the Business and Professions Code, to read: 
2669.2. This article shall rel71.ain in effect onlv until January 1, 2013, and as ofthat date is 

repealed, unless a later enacted statute, that is enacted before January 1, 2013, deletes or 
extends that date. 



(Registered Nurses) 
SEC. 29. Section 2770.18 is added to the Business and Professions Code, to read: 
2770.18. This article shall remain in effect only until January 1,2013, and as orthat date 

is repealed, unless a later enacted statute, that is enacted before January 1,2013, deletes or 
extends that date. 

(Physician Assistants) 
SEC. 30. Section 3534.12 is added to the Business and Professions Code, to read: 

3534.12. This article shall remain in effect only until January 1, 2013, and as orthat date 
is repealed, unless a later enacted statute, that is enacted before January 1, 2013, deletes or 
extends that date. 

(Pharmacists or Intern Pharmacists) 
SEC. 31. Section 4375 is added to the Business and Professions Code, to read: 
4375. This article shall remain in erfect only until January 1, 2013, and as ofthat date is 

repealed, unless a later enacted statute, that is enacted before January 1, 2013, deletes or 
extends that date. 

(Veterinarians and Registered Veterinarian Technicians) 
SEC. 32. Section 4873.2 is added to the Business and Professions Code, to read: 

4873.2. This article shall remain in effect only until January 1, 2013, and as ofthat date is 
repealed, unless a later enacted statute, that is enacted before January 1, 2013, deletes or 
extends that date. 



(36) Requirement for a New Information Technology System 

This ---bill provides that it is the intent of the Legislature that the DCA shall, on or 
before December 31, 2012, establish an enterprise information technology system 
necessary to electronically create and update healing arts license information, track 
enforcement cases, and allocate enforcement efforts pertaining to healing arts 
licensees. 

Reasons for this Change: DCA's current licensing and enforcement database 
systems are antiquated and impede the boards' ability to meet their program goals 
and objectives. Over the past 25 years, these systems have been updated and 
expanded, but system design and documentation have deteriorated to such an 
extent that it has left the systems unstable and difficult to maintain. These systems 
have inadequate performance measurement, data quality errors, an inability to 
quickly adapt to changing laws and regulations, and a lack of available public self
service options. The CPEI relies on advanced workflow capabilities and cross-entity 
external system communications that the aging system's technology cannot provide. 

The implementation of a replacement system is needed to support enforcement 
monitoring, automate manual processes, streamline processes, and integrate 
information about licensees. DCA intends to procure a Modifiable Commercial Off
The-Shelf (or "MOTS") enterprise licensing and enforcement case management 
system. DCA's research has shown various MOTS licensing and enforcement 
systems exist that can provide intelligent case management to reduce enforcement 
and licensing turnaround times, detailed performance measurements, increased 
data quality, advanced configurability, and robust web presences for public self
service. 

The Governor's Budget authorizes DCA to redirect existing funds to begin 
implementation of this system in FY 2010-11. 

Concerns Raised: 
None. 

Bill Language: 

Add SEC. 40 to the Bill, to read: 
CaJ It is the intent ofthe Legislature that the Department of Consumer Affairs shall. on or 

before December 3 J. 2012. establish an enterprise information technology system necessary 
to electronically create and update healing arts license infOrmation. 
track enforcement cases, and allocate enfOrcement efforts pertaining to healing arts 
licensees. The Legislature intends the system to De designed as an integrated system to 
support all business automation requirements oOhe department's licensing and enfOrcement 
fimctions. 

(b) The Legislature also intends the department to enter into contracts fOr 
telecommunication. programming. data analysis. data processing. and other services 
necessary to develop. operate, and maintain the enterprise infOrmation technology system. 

-



(37) Adopt Vertical Enforcement and Prosecution Model for 
All Healing Arts Boards 

Existing Law (Sections 12529, 12529.5 and 12529.6 of the Government Code) 
establishes in the Department of Justice the Health Ouality Enforcement Section 
(HOES) to investigate and prosecute cases against licensees and applicants for the 
Medical Board (MBC), Board of Podiatric Medicine (BPM) and the Board of 
Psychology (BP), or any committee under the jurisdiction of these boards. Requires 
the Attorney General (AG) to ensure that the HOES is properly staffed with a 
 sufficient number of experienced and able employees who are capable of handling· 
the most complex and varied types of disciplinary actions against licensees. 
Requires attorneys for the AG to work closely with each major intake and 
investigatory unit of the specified boards, to assist in developing uniform standards 
and procedures for the handling of complaints and investigations. Also states that 
because of the critical importance of the board's public health and safety function, 
the complexity of cases involving alleged misconduct by physicians and surgeons, 
and the evidentiary burden in the board's disciplinary cases, the Legislature finds 
and declares that using a "vertical prosecution" model for those investigations is in 
the best interest of the people of California. Requires that each complaint that is 
referred to a district office of the board for investigation shall be simultaneously and 
jointly assigned to an investigator and the deputy AG in the HOES that is 
responsible for prosecuting the case if the investigation results in the filing of an 
accusation. States that the joint assignment of the investigator and the deputy AG 
shall exist for the duration of the disciplinary matter. States the during the 
assignment, the investigator assigned shall, under the direction but not the 
supervision of the deputy attorney advise the board on legal matters as specified. 
Sunsets these requirements regarding vertical prosecution on January 1, 2013, but 
requires by March 1, 2012 a report and recommendations to the Governor and the 
Legislature on the vertical enforcement model (VE). 

This bill amends Section 12529, 12529.5 and 12529.6 to expand the use of the 
vertical enforcement and prosecution model for cases handled by all other Healing 
Arts boards. 

Reason for this Change: After a complaint has been investigated by a board 
(those boards not covered by VE) and there is a determination that the investigatory 
file contains sufficient evidence to justify disciplinary action, the board uses an 
attorney from the Licensing Section of the AG's Office to file and prosecute the 
disciplinary action against its licensee. Similar to 001 investigators, the Licensing 
Section attorneys are generalists who do not specialize in any particular type of 
disciplinary action. They prosecute all sorts of DCA licensees, from barbers to 
landscape architect to nurses. They have high caseloads and are not necessarily 
familiar with all of the practice acts of the health professions or their regulations. 

In contrast, the investigators of the MBC and the HOES prosecutors work together 
from the time a complaint is referred for investigation in a VE model format. VE 
increases the efficiency of MBC investigators because the prosecutor is involved in 
the design of the investigation, reviews the evidence as it comes in, and is able to 
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direct the closure of cases in which proof of a violation by clear and convincing 
evidence is not surfacing. This is beneficial for both the accused licensee and the 
public: non-meritorious cases are closed more quickly (benefiting the licensee), thus 
allowing the investigator/prosecutor team to move on to attack meritorious cases 
more quickly to benefit the public. The 001 investigators do not work in VE format 
with HOES or the Licensing Section prosecutors. A generalist investigator 
completes an investigation with little or not legal guidance on the elements of the 
offense, and then hands off a "completed investigation" to a generalist prosecutor 
who has had not role in the design of the investigation and who thereafter has no 
investigative assistance. This creates enormous inefficiencies. 

Pursuant to recent studies conducted by the MBC on the utilization of the VE model, 
the use of VE by investigators of the MBC and prosecutors of the HOES have had a 
positive effect on case processing times, shortening the actual prosecution of cases. 
Also it has been remarked that the actual quality and preparation of cases has 
improved as well, especially as to meeting the evidentiary requirements in 
prosecuting cases. The HOES attorneys are familiar with medical records required, 
use of medical experts, and other issues inherent in quality of care disciplinary 
matters in which health professionals may be involved. The Licensing Section and 
HOES should be restructured so that HOES serves not only MBC, BPM and Board 
of Psychology, but also the other health related boards such as the BRN, Dental 
Board, Board of Pharmacy and others which handle either complex or serious 
disciplinary matters. A special unitwithin 001 should also be created so that similar 
to MBC investigators, those investigators of 001 can work in a VE model with HOES 
attorneys and acquire more expertise in the investigation and handling of health care 
cases. It should be noted that unlike the Medical Board, however, not every case of 
the other healing arts boards would need to be subject to a VE model. Generally, 
cases which are considered as more complex and which would benefit from using 
the VE model should be referred to the new HOE unit of 001 which would work in a 
VE model with HOES. 

Concerns Raised: 
• CMA: they don't think that it has saved much time for medical board. 
• RCB: Assumes that any board currently using the Health Ouality Enforcement 

Section at the AG's Office, is under the jurisdiction of the Medical Board 
(unless otherwise specifically mentioned) 

• RCB: Assumes the HOE's responsibility is to investigate and prosecute 
cases. 

Bill Language: 

SEC. 33. Section 12529 of the Govemment Code, as amended by Section 8 of Chapter 505 
of the Statutes of2009, is amended to read: 

12529. (a) There is in the Depmiment ofJustice the Health Quality Enforcement Section. 
The primary responsibility of the section is to investigate and prosecute proceedings against 
licensees and applicants within the jurisdiction of the Medical Board of Califomia, the 
Califomia Board of Podiatric Medicine, the Board of Psychology, -er- any committee under. 



the jurisdiction of the Medical Board of California . or any other healing arts board. as 
defined in Section 720 oUhe Business and Professions Code. as requested by the executive 
officer oUhat board. 

(b) The Attorney General shall appoint a Senior Assistant Attorney General of the Health 
Quality Enforcement Section. The Senior Assistant Attorney General of the Health Quality 
Enforcement Section shall be an attorney in good standing licensed to practice in the State of 
California, experienced in prosecutorial or administrative disciplinary proceedings and 
competent in the management and supervision of attorneys performing those functions. 

(c) The Attorney General shall ensure that the Health Quality Enforcement Section is 
staffed with a sufficient number of experienced and able employees that are capable of 
handling the most complex and varied types of disciplinary actions against the licensees of 
the board boards. 

(d) Funding for the Health Quality Enforcement Section shall be budgeted in consultation 
with the Attorney General from the special funds financing the operations of the Medical 
Board of California, the California Board of Podiatric Medicine, the Board of Psychology, 
aflEl- the committees under the jurisdiction of the Medical Board of California, and any other 
healing arts board. as defined in Section 720 oUhe Business and Professions Code. with the 
intent that the expenses be proportionally shared as to 
services rendered. 

( e) This section shall remain in effect only until January 1, 2013, and as ofthat date is 
repealed, unless a later enacted statute, that is enacted before January 1, 2013, deletes or 
extends that date. 

SEC. 34. Section 12529 ofthe Government Code, as amended by Section 9 of Chapter 505 
of the Statutes of 2009, is amended to read: 

12529. (a) There is in the Department of Justice the Health Quality Enforcement Section. 
The primary responsibility of the section is to prosecute proceedings against licensees and 
applicants within the jurisdiction of the Medical Board of California, the 
California Board of Podiatric Medicine, the Board of Psychology, -ef- any committee under 
the jurisdiction of the Medical Board of California, or any other healing arts board. as 
defined in Section 720 oUhe Business and Professions Code, as requested by the executive 
officer oUhat board. and to provide ongoing review ofthe investigative activities conducted 
in support of those prosecutions, as provided in subdivision (b) of 
Section 12529.5. 

(b) The Attorney General shall appoint a Senior Assistant Attorney General of the Health 
Quality Enforcement Section. The Senior Assistant Attorney General of the Health Quality 
Enforcement Section shall be an attorney in good standing licensed to practice in the State of 
California, experienced in prosecutorial or administrative disciplinary proceedings and 
competent in the management and supervision of attorneys performing those functions. 

(c) The Attorney General shall ensure that the Health Quality Enforcement Section is 
staffed with a sufficient number of experienced and able employees that are capable of 
handling the most complex and varied types of disciplinary actions against the licensees of 
the board boards. 

(d) Funding for the Health Quality Enforcement Section shall be budgeted in consultation 
with the Attorney General from the special funds financing the operations of the Medical 
Board of California, the California Board of Podiatric Medicine, the Board of Psychology, 
aflEl- the committees under the jurisdiction of the Medical Board of California, and any other 



healing arts board. as defined in Section 720 of the Business and Professions Code with the 
intent that the expenses be proportionally shared as to 
services rendered. 

(e) This section shall become operative January 1, 2013. 
SEC. 35. Section 12529.5 of the Government Code, as amended by Section 10 of Chapter 

505 ofthe Statutes of2009, is amended to read: 
12529.5. (a) All complaints or relevant information concerning licensees that are within 

the jurisdiction of the Medical Board of California, the California Board of Podiatric 
Medicine, or the Board of Psychology shall be made available to the Health Quality 
Enforcement Section. Complaints or relevant information 7nay be referred to the Health 
Quality Enforcement Section as determined by the executive officer of any other healing arts 
board, as defined in Section 720 ofthe Business and Professions Code. 

(b) The Senior Assistant Attorney General of the Health Quality Enforcement Section shall 
assign attorneys to work on location at the intake unit of the boards described iIi subdivision 
Ed) of g ection 12529 Medical Board of California, the California Board of Podiatric 
Medicine, or the Board of Psychology, and shall assign attorneys to work on location at the 
Health Quality Enforcement Unit ofthe Division oflnvestigation ofthe Department of 
ConSU711.er Affairs to assist in evaluating and screening complaints and to assist in developing 
unifonn standards and procedures for processing complaints. 

( c) The Senior Assistant Attorney General or his or her deputy attorneys general shall assist 
the boards -ef-, committees ,and the Division of Investigation in designing and providing 
initial and in-service training programs for staff of the boards or committees, including, but 
not limited to, information collection and investigation. 

(d) The detennination to bring a disciplinary proceeding against a licensee of the boards 
shall be made by the executive officer of the boards or committees as appropriate in 
consultation with the senior assistant. 

(e) This section shall remain in effect only until January 1, 2013, and as of that date is 
repealed,unless a later enacted statute, that is enacted before January 1,2013, deletes or 
extends that date. 

SEC: 36 .. Section 12529.5 of the Govenunent Code, as amended by Section 11 of Chapter 
505 ofthe Statutes of2009, is amended to read: 

12529.5. (a) All complaints or relevant infonnation concerning licensees that are within 
the jurisdiction of the Medical Board of California, the Califomia Board of Podiatlic 
Medicine, or the Board of Psychology shall be made available to the Health Quality 
Enforcement Section. Complaints or relevant information may be referred to the Health 

. Qualitv Enforcement Section as determined by the executive officer of any other healing arts 
board, as defined in Section 720 ofthe Business and Professions Code. 

(b) The Senior Assistant Attorney General of the Health Quality Enforcement Section shall 
assign attomeys to assist the boards in intake and investigations , shall assign attorneys to 
work on location at the Health QuaIitv Enforcement Unit oOhe Division ofl71vestigation or 
the Department or Consumer Affairs, and to direct discipline-related prosecutions. Attomeys 
shall be assigned to work closely with each major intake and investigatory unit of the boards, 
to assist in the evaluation and screening of complaints from receipt through disposition and to 
assist in developing unifol111 standards and procedures for the handling of complaints and 
investigations. 

A deputy attomey general of the Health Quality Enforcement Section shall frequently be 
available on location at each ofthe working offices at the major investigation centers of the 
boards, to provide consultation and related services and engage in case review with the 



boards' investigative, medical advisory, and intake staff and the Division o(Jnvestigation . 
The Senior Assistant Attorney General and deputy attorneys general working at his or her 
direction shall consult as appropriate with the investigators of the boards, medical advisors, 
and executive staff in the investigation and prosecution of disciplinary cases. 

( c) The Senior Assistant Attorney General or his or her deputy attorneys general shall assist 
the boards or committees in designing and providing initial and in-service training programs 
for staff of the boards or committees, including, but not limited to, information collection and 
investigation. 

(d) The determination to bring a disciplinary proceeding against a licensee of the boards 
shall be made by the executive officer of the boards or committees as appropriate in 
consultation with the senior assistant. 

(e) This section shall become operative January 1,2013. 
SEC. 37. Section 12529.6 ofthe Government Code is amended to read: 
12529.6. (a) The Legislature finds and declares that the Medical Board of California 

healing arts boards, as defined in Section 720 o(the Business and Protessions Code ,by 
ensuring the quality and safety of medical health care, perfonns perform one of the most 
critical functions of state government. Because of the critical importance of 4e-..Q board's 
public health and safety function, the complexity of cases involving alleged misconduct by 
physicians and surgeons health care practitioners ,and the evidentiary 
burden in4e- a healing,arts board's disciplinary cases, the Legislature finds and declares 
that using a vertical enforcement and prosecution model for those investigations 
is in the best interests of the people of California. 

(b) Notwithstanding any other provision oflaw, as of January 1, 2006, each complaint that 
is referred to a district office of the board Medical Board of California, the California 
Board of Podiatric Medicine, the Board of Psychology, or the Health Quality Enforcement 
Unit for investigation shall be simultaneously and jointly assigned to an investigator and to 
the deputy attorney general in the Health Quality Enforcement Section responsible for 
prosecuting the case if the investigation results in the filing of an accusation. The joint 
assignment of the investigator and the deputy attorney general shall exist for the duration of 
the disciplinary matter. During the assignment, the investigator so assigned shall, under the 
direction but not the supervision of the deputy attorney general, be responsible for obtaining 
the evidence required to permit the Attorney General to advise the board on legal matters 
such as whether the board should file a formal accusation, dismiss the complaint for a lack of 
evidence required to meet the applicable burden of proof, or take other appropriate legal 
action. 

(c) The Medical Board of California, the Department of Consumer Affairs, and the Office 
of the Attorney General shall, if necessary, enter into an interagency agreement to implement 
this section. 

(d) This section does not affect the requirements of Section 12529.5 as applied to the 
Medical Board of California where complaints that have not been assigned to a field office 
for investigation are concerned. 

(e) It is the intent of the Legislature to enhance the vertical enforcement and prosecution 
model as set forth in subdivision (a). 
The Medical Board of California shall do all of the following: 

(1) Increase its computer capabilities and compatibilities with the Health Quality 
Enforcement Section in order to share case information. 

(2) Establish and implement a plan to locate collocate, when {easible, its enforcement 
staff and the staff ofthe Health Quality Enforcement Section in the same offices, as 



appropriate ,in order to carry out the intent of the vertical enforcement and prosecution 
model. 

(3) Establish and implement a plan to assist in team building between its enforcement staff 
and the staff of the Health Quality Enforcement Section in order to ensure a common and 
consistent knowledge base. 

(f) This section shall remain in effect only until January 1, 2013, and as of that date is 
repealed, unless a later enacted statute, that is enacted before January 1,2013, deletes or 
extends that date. 

SEC. 38. Section 12529.7 of the Government Code is amended to read: 
12529.7. By March 1, 2012, the Medical Board of California Department of Consumer 

Affairs ,in consultation with the healing arts boards, as defined in Section 
720 o{the Business and Professions Code, and the Department of Justice and the 
Department of Consumer Affairs ,shall report and make recommendations to the Governor 
and the Legislature on the vertical enforcement and prosecution model created 
under Section 12529.6. 

SEC. 41. No reimbursement is· required by this act pursuant to Section 6 of Article XIII B 
o{the California Constitution for certain costs that may be incurred by a local agency or 
school district because, in that regard, this act creates a new crime or infraction, eliminates 
a crime or infraction, or changes the penalty for a crime or infraction, within the meaning of 
Section 17556 ofthe Government Code, or changes the definition ofa crime within the 
meaning of Section 6 of Article XIII B ofthe California Constitution. 

However, i{the Commission on State Mandates determines that this act contains other 
costs mandated by the state, reimbursement to local agencies and school districts for those 
costs shall be made pursuant to Part 7 (commencing with Section 17500) of Division 4 of 
Title 2 ofthe Government Code. 





AMENDED IN SENATE APRIL 12,2010 

SENATE BILL No. 1111 

Introduced by Senator Negrete McLeod 

February 17,2010 

An act to amend Sections 27, 116, 125.9, 155, 159.5, 160,726,802.1, 
803,803.5, 803.6,-aneI: 1005, and2715 of, to amend and repeal Section 
125.3 of, to add Sections 27.5, 125.4, 734, 735, 736, 737, 802.2, 803.7, 
1006,1007,1699.2,2372,2815.6,2669.2,2770.18, 3534.12, 4375, and 
4873.2 to, to add Article 1 0.1 (commencing with Section 720), Artiele 
15 (eommeneing 'vvith Seetion 870), and Article 16 (commencing with 
Section 880) to Chapter 1 of Division 2 of, and to repeal Article 4.7 
(commencing with Section 1695) of Chapter 4 of, Article 15 
(commencing with Section 2360) of Chapter 5 of, Article 5.5 
(commencing with Section 2662) of Chapter 5.7 of, Article 3.1 
(commencing with Section 2770) of Chapter 6 of, Article 6.5 
(commencing with Section 3534) of Chapter 7.7 of, Article 21 
(commencing with Section 4360) of Chapter 9 of, and Article 3.5 
(commencing with Section 4860) of Chapter 11 of Division 2 of, the 
Business and Professions Code, to amcnd Sections 12529, 12529.5, 
12529.6, and 12529.7 of add Section 12529.8 to the Government Code, 
and to amend Section 830.3 of the Penal Code, relating to regulatory 
boards, and making an appropriation therefor. 

LEGISLATIVE COUNSEL'S DIGEST 

SB 1111, as amended, Negrete McLeod. Regulatory boards. 
Existing law provides for the regulation of healing arts licensees by 

various boards within the Department of Consumer Affairs. The 
department is under the control of the Director of Consumer Affairs. 
Existing law, the Chiropractic Act, enacted by initiative, provides for 
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SB 1111 -2-

the licensure and regulation of chiropractors by the State Board of 
Chiropractic Examiners. 

(1) Existing law requires certain boards within the department to 
disclose on the Internet information on their respective licensees. 

This bill would additionally require specified healing arts boards and 
the State Board of Chiropractic Examiners to disclose on the Internet 
information on their respective licensees, as specified. The bill would 
also declare the intent of the Legislature that the department establish 
an information technology system to create and update healing arts 
license information and track enforcement cases pertaining to these 
licensees. 

Existing law authorizes the director to audit and review, among other 
things, inquiries and complaints regarding licensees, dismissals of 
disciplinary cases, and discipline short of formal accusation by the 
Medical Board of California and the California Board of Podiatric 
Medicine. 

This bill would additionally authorize the director or his or her 
designee to audit and review the aforementioned activities by any of 
the healing arts boards. 

Existing law authorizes an administrative law judge to order a 
licentiate in a disciplinary proceeding to pay, upon request of the 
licensing authority, a sum not to exceed the reasonable costs of the 
investigation and enforcement of the case. 

This bill would instead authorize any entity within the department, 
the State Board of Chiropractic Examiners, or the administrative law 
judge to order a licensee or applicant in any penalty or disciplinary 
hearing to pay a sum not to exceed the aetual reasonable costs of the 
investigation, prosecution, and enforcement of the case, in full, within 
30 days of the effective date of an order to pay costs, unless subject to 
an agreed upon payment plan. The bill would also authorize any entity 
within the department to request that the administrative law judge charge 
a licensee on probation the costs of the monitoring of his or her 
probation, and would prohibit relicensure if those costs are not paid. 
The bill would authorize any board within the department and the State 
Board of Chiropractic Examiners to contract with a collection agency 
for the purpose of collecting outstanding fees, fines, or cost recovery 
amounts, upon a final decision, and would authorize the release of 
personal information, including the birth date, telephone number, and 
social security number ofthe person who owes that money to the board. 

98 



-3- SB 1111 

Existing law provides for the regulation of citation or administrative 
fine assessments issued pursuant to a citation. Hearings to contest 
citations or administrative fine assessments are conducted pursuant to 
a formal adjudication process. 

This bill would authorize a healing arts boards board to proceed 
pursuant to an alternative adjudication process, as specified, provided 
the board has adopted specified regulations. 

Existing law requires a physician and surgeon, osteopathic physician 
and surgeon, and a doctor of podiatric medicine to report to his or her 
respective board when there is an indictment or information charging 
a felony against the licensee or he or she has been convicted of a felony 
or misdemeanor. 

This bill would expand that requirement to a licensee of any healing 
arts board, as specified, v;r-ould require those lieensees to submit a 'vvritten 
report, and would further require a report upon the arrest of the licensee 
or when disciplinary action is taken against a licensee by another healing 
arts board or by a healing arts board of another state or an agency of 
the federal government. The bill would also require a licensee who is 
arrested or charged with a misdemeanor or felony to inform law 
enforcement and the court that he or she is a licensee of a healing arts 
board. 

Existing law requires the district attorney, city attorney, and other 
prosecuting agencies to notify the Medical Board of California, the 
Osteopathic Medical Board of California, the California Board of 
Podiatric Medicine, the State Board of Chiropractic Examiners, and 
other allied health boards and the court clerk if felony charges have 
been filed against one of the board's licensees. Existing law also 
requires, within 10 days after a court judgment, the clerk of the court 
to report to the appropriate board when a licentiate has committed a 
crime or is liable for any death or personal injury resulting in a specified 
judgment. Existing law also requires the clerk of the court to transmit 
to certain boards specified felony preliminary transcript hearings 
concerning a defendant licentiate. 

This bill would instead make those provisions applicable to any 
described healing arts board. By imposing additional duties on these 
local agencies, the bill would impose a state-mandated local program. 

(2) Under existing law, healing arts licensees are regulated by various 
healing arts boards and these boards are authorized to issue, deny, 
suspend, and revoke licenses based on various grounds and to take 
disciplinary action against a licensee for the failure to comply with their 
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laws and regulations. Existing law requires or authorizes a healing arts 
board to appoint an executive officer or an executive director to, among 
other things, perform duties delegated by the board. Under existing law, 
the State Board of Chiropractic Examiners has the authority to issue, 
suspend, revoke a license to practice chiropractic, and to place a 
licensee on probation for various violations. Existing law requires the 
State Board of Chiropractic Examiners to employ an executive officer 
to carryout certain duties. 

This bill would authorize--the a healing arts board to delegate to its 
executive officer or the executive director of speeified healiIlg arts 
lieeIlsiIlg boards, where an administrative action has been filed by the 
board to revoke the license of a licensee and the licensee has failed to 
file a notice of defense, appear at the hearing, or has agreed to the 
revocation or surrender of his or her license, to adopt a proposed default 

. decision or a proposed settlement agreement. The bill would also 
authorize a healing arts board to enter into a settlement with a licensee 
or applicant prior to in lieu of the issuance of an accusation or statement 
of issues against the licensee or applicant. 

Upon receipt of evidence that a licensee of a healing arts board has 
engaged in conduct that poses an imminent risk of harm to the public 
health, safety, or welfare, or has failed to eomply '.vith a request to 
iIlspeet or eopy reeords, the bill would authorize the executive officer 
of the healing arts board to petition the director or his or her designee 
to issue a temporary order that the licensee cease all practice and 
activities under his or her license. The bill would require the executive 
officer to provide notice to the licensee of the hearing at least OIle hour 
5 business days prior to the hearing and would provide a mechanism 
for the presentation of evidence and oral or written arguments. The bill 
would allow for the permanent revocation of the license if the direetor 
ma1.."es a detenniIlatioIl that the aetioIl is Ileeessary to proteet upon a 
preponderance of the evidence that an imminent risk to the public health, 
safety, or welfare exists. 

The bill would also provide that the license of a licensee shall be 
suspended if the licensee is incarcerated after the conviction of a felony 
and would require the board to notify the licensee of the suspension 
and of his or her right to a specified hearing. The bill would specify 
that no hearing is required, however, if the conviction was for a violation 
of federal law or state law for the use of dangerous drugs or controlled 
substances or specified sex offenses; a violation for the use of dangerous 
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drugs or controlled substances would also constitute unprofessional 
conduct and a crime, thereby imposing a state-mandated local program. 

The bill would prohibit the issuance of a healing arts license to any 
. person who is a registered sex offender, and would provide for the 
revocation of a license upon the conviction of certain sex offenses, as 
defined. The bill would provide that the commission of, and conviction 
for, any act of sexual abuse, misconduct, or attempted sexual 
misconduct, whether or not with a patient, or conviction of a felony 
requiring registration as a sex offender, be considered a crime 
substantially related to the qualifications, functions, or duties of a 
licensee. 

The bill would also prohibit a licensee of healing arts boards from 
including certain provisions in an agreement to settle a civil dispute 
arising from his or her practice, as specified. The bill would make a 
licensee or a health care facility that fails to comply with a patient's 
medical record request, as specified, within4G 15 days, if a licensee, 
or 30 days, if a health care facility, or who fails or refuses to comply 
with a court order mandating release of records, subject to civil and 
criminal penalties, as specified. By creating a new crime, the bill would 
impose a state-mandated local program. 

The bill would authorize the Attorney General and his or her 
investigative agents and the healing arts boards to inquire into any 
alleged violation ofthe laws under the board's jurisdiction and to inspect 
documents subject to specified procedures. The bill would also set forth 
procedures related to the inspection of patient records and patient 
confidentiality. The bill would require cooperation between state 
agencies and healing arts boards when investigating a licensee, and 
would require a state agency to provide to the board all records in the 
custody of the state agency. The bill would require all local and state 
law enforcement agencies, state and local governments, state agencies, 
licensed health care facilities, and any employers of any licensee to 
provide records to a healing arts board upon request by that board, and 
would make an additional requirement specific to the Department of 
Justice. By imposing additional duties on local agencies, the bill would 
impose a state-mandated local program. 

The bill would require the healing arts boards to report annually, by 
October 1, to the department and the Legislature certain information, 
including, but not limited to, the total number of consumer calls received 
by the board, the total number of complaint forms received by the board, 
the total number of convictions reported to the board, and the total 
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number of licensees in diversion or on probation for alcohol or drug 
abuse. The bill would require the healing arts boards to seareh submit 
licensee information to specified national databases, and to search those 
databases prior to licensure of an applicant or licensee 'vv'ho holds a 
license in another state, and would authorize a healing arts board to 
charge a fee for the cost of conducting the search. The bill would 
authorize a healing arts board to automatically suspend the license of 
any licensee who also has an out-of-state license or a license issued by 
an agency of the federal government that is suspended or revoked, 
except as specified. 

The bill would authorize the healing arts boards to refuse to issue a 
license to an applicant if the applicant appears to may be unable to 
practice safely due to mental illness or chemical dependency, subject 
to specified procedural requirements and medical examinations. The 
bill would also authorize the healing arts boards to issue limited licenses 
to practice to an applicant with a disability, as specified. 

(3) This bill would make it a crime to violate any of the provisions 
of (2) above; to engage in the practice of healing arts without a current 
and valid license, except as specified; or to fraudulently buy, sell, or 
obtain a license to practice healing arts; or to represent oneself as 
engaging or authorized to engage in healing arts if he or she is not 
authorized to do so. The bill would, except as otherwise specified, make 
the provisions afparagraph (2) applicable to licensees subject to the 
jurisdiction of the State Board of Chiropractic Examiners. By creating 
new crimes, the bill would impose a state-mandated local program. 

This bill would also provide that it is an act of unprofessional conduct 
for any licensee of a healing arts board to fail to furnish information in 
a timely manner to the board or the board's investigators, or to fail to 
cooperate and participate in any disciplinary investigation pending 
against him or her, except as specified. 

(4) Existing law requires regulatory fees to be deposited into speeial 
funds within the Professions and Voeations Fund, and eertain of those 
speeial funds are eontinuously appropriated for those purposes. Those 
funds are ereated, and those fees are set, by the Legislature by statute 
or, if specified, by administrative regulation. 

This bill would authorize the Depar-trnent of Consumer Affairs to 
adjust those healing arts regulatory fees eonsistent 'vvith the California 
Consumer Priee Index. By adding a new souree of rC,\lenue for deposit 
into eertain eontinuously appropriated funds, the bill vv'ould make an 
appropriation. 
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(4) Existing law provides in the State Treasury the Professions and 
Vocations Fund, consisting of the special funds of the healing arts 
boards, many of which are continuously appropriated. 

This bill would establish in the State Treasury the Emergency Health 
Care Enforcement Reserve Fund, which would be a continuously 
appropriated fund, and would require that any moneys in a healing 
arts board fund consisting of more than 4 months operating expenditures 
be transferred to the fund and would authorize expenditure for specified 
enforcement purposes, thereby making an appropriation. The bill would 
require the fund to be administered by the department, and would 
authorize a healing arts board to loan its surplus moneys in the fund 
to another healing arts board, thereby making an appropriation. 

Existing law requires specified agencies within the Department of 
Consumer Affairs with unencumbered funds equal to or more than the 
agency's operating budget for the next 2 fiscal years to reduce license 
fees in order to reduce surplus funds to an amount less than the agency S 
operating budget, as specified. With respect to certain other boards 
within the department, existing law imposes various reserve fund 
requirements. 

Under this bill, if a healing arts board's fund reserve exceeds its 
statutory maximum, the bill would authorize the board to lower its fees 
by resolution in order to reduce its fund reserves to an amount below 
its statutory maximum. 

The bill would also authorize the department to request that the 
Department of Finance augment the amount available for expenditures 
to pay enforcement costs for the services of the Attorney General's 
Office and the Office of Administrative Hearings and the bill would 
impose specified procedures for instances when the augmentation 
exceeds 20% of the board's budget for the enforcement costs for these 
services. The bill would make findings and statements of intent with 
respect to this provision. 

(5) Existing law authorizes the director to employ investigators, 
inspectors, and deputies as are necessary to investigate and prosecute 
all violations of any law, the enforcement of which is charged to the 
department, or to any board in the department. Inspectors used by the 
boards are not required to be employees ofthe Division ofInvestigation, 
but may be employees of, or under contract to, the boards. 

This bill would authorize healing arts boards and the State Board of 
Chiropractic Examiners to employ investigators who are not employees 
of the Division of Investigation, and would authorize those boards to 
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contract for investigative services provided by the Medical Board of 
California or provided by the Department of Justice. The bill would 
also provide within the Division of Investigation the Health Quality 
Enforcement Unit to provide investigative services for healing arts 
proceedings. 

Existing law provides that the chief and all investigators of the 
Division of Investigation of the department and all investigators of the 
Medical Board of California have the authority of peace officers. 

This bill would include within that provision investigators of the 
Board of Registered Nursing and would also provide that investigators 
employed by the Medical Board of California, the Dental Board of 
California, and the Board of Registered Nursing are not required to be 
employed by the division. The bill would also authorize the Board of 
Registered Nursing to employ nurse consultants and other personnel as 
it deems necessary. 

(6) Existing law establishes diversion and recovery programs to 
identify and rehabilitate dentists, osteopathic physicians and surgeons, 
physical therapists and physical therapy assistants, registered nurses, 
physician assistants, phannacists and intern pharmacists, and 
veterinarians and registered veterinary technicians whose competency 
may be impaired due to, among other things, alcohol and drug abuse. 

This bill would make the provisions establishing these diversion 
programs inoperative on January 1,2013. 

(?) Existing law provides in the Department of Justice the Health 
Quality Enforcement Section, whose primary responsibility is to 
investigate and prosecute proceedings against licensees and applicants 
within the jurisdiction of the Medical Board of California and any 
committee of the board, the California Board of Podiatric Medicine, 
and the Board of Psychology. 

This bill would require authorize a healing arts board to utilize the 
services of the Health Quality Enforcement Section to provide 
investigative and proseeutorial services to any healing arts board, as 
defined, upon request by the executive officer of the board or licensing 
section.~ If utilized, the bill would-alse require the Attorney General 
to assign attorneys employed by the office of the Attorney General to 
work on location at the Health Quality Enforcemcnt Unit licensing unit 
of the Division of Investigation of the Department of Consumer Affairs, 
as specified. 
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(8) The California Constitution requires the state to reimburse local 
agencies and school districts for certain costs mandated by the state. 
Statutory provisions establish procedures for making that reimbursement. 

This bill would provide that with regard to certain mandates no 
reimbursement is required by this act for a specified reason. 

With regard to any other mandates, this bill would provide that, if the 
Commission on State Mandates determines that the bill contains costs 
so mandated by the state, reimbursement for those costs shall be made 
pursuant to the statutory provisions noted above. 

Vote: majority. Appropriation: yes. Fiscal committee: yes. 
State-mandated local program: yes. 

The people of the State of California do enact as/allows: 

SECTION 1. This act shall be known and may be cited as the 
Consumer Health Protection Enforcement Act. 

SEC. 2. (a) The Legislature finds and declares the following: 
(1) In recent years, it has been reported that many of the healing 

arts boards within the Department of Consumer Affairs take, on 
average, more than three years to investigate and prosecute 
violations of law, a timeframe that does not adequately protect 
consumers. 

(2) The excessive amount of time that it takes healing arts boards 
to investigate and prosecute licensed professionals who have 
violated the law has been caused, in part, by legal and procedural 
impediments to the enforcement programs. 

(3) Both consumers and licensees have an interest in the quick 
resolution of complaints and disciplinary actions. Consumers need 
prompt action against licensees who do not comply with 
professional standards, and licensees have an interest in timely 
review of consumer complaints to keep the trust of their patients. 

(b) It is the intent of the Legislature that the changes made by 
this act will improve efficiency and increase accountability within 
the healing arts boards of the Department of Consumer Affairs, 
and will remain consistent with the long-held paramount goal of 
consumer protection. 

(c) It is further the intent of the Legislature that the changes 
made by this act will provide the healing arts boards within the 
Department of Consumer Affairs with the regulatory tools and 
authorities necessary . to reduce the average timeframe for 
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investigating and prosecuting violations of law by healing arts 
practitioners to between 12 and 18 months. 

SEC. 3. Section 27 of the Business and Professions Code is 
amended to read: 

27. (a) Every Each entity specified in subdivision (b) 
subdivisions (b) and (c) shall provide on the Internet information 
regarding the status of every license issued by that entity, whether 
the license is current, expired, canceled, suspended, or revoked, 
in accordance with the California Public Records Act (Chapter 3.5 
(commencing with Section 6250) of Division 7 of Title 1 of the 
Government Code) and the Information Practices Act of 1977 
(Chapter 1 (commencing with Section 1798) of Title 1.8 of Part 
4 of Division 3 of the Civil Code). The public information to be 
provided on the Internet shall include information on suspensions 
and revocations of licenses issued by the entity and other related 
enforcement action taken by the entity relative to persons, 
businesses, or facilities subject to licensure or regulation by the 
entity. In providing information on the Internet, each entity shall 
comply with the Department of Consumer Affairs Guidelines for 
Access to Public Records. The information may not include 
personal information, including home telephone number, date of 
birth, or social security number. Each entity shall disclose a 
licensee's address of record. However, each entity shall allow a 
licensee to provide a post office box number or other alternate 
address, instead of his or her home address, as the address of 
record. This section shall not preclude an entity from also requiring 
a licensee, who has provided a post office box number or other 
alternativemailingaddressashisorheraddressofrecord.to 
provide a physical business address or residence address only for 
the entity's internal administrative use and not for disclosure as 
the licensee's address of record or disclosure on the Internet. 

(b) Each of the following entities within the Department of 
Consumer Affairs shall comply with the requirements of this 
section: 

(1) The Acupuncture Board shall disclose information on its 
licensees. 

(2) The Board of Behavioral Sciences shall disclose information 
on its licensees, ineluding marriage and family therapists, lieensed 
elimeal soeial workers, and lieensed edueational psyehologists .. 
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1 (3) The Dental Board of California shall disclose information 
on its licensees. 

(4) The State Board of Optometry shall disclose information 
regarding certificates of registration to practice optometry, 
statements oflicensure, optometric corporation registrations, branch 
office licenses, and fictitious name permits of its licensees. 

(5) The Board for Professional Engineers and Land Surveyors 
shall disclose information on its registrants and licensees. 

(6) The Structural Pest Control Board shall disclose information 
on its licensees, including applicators, field representatives, and 
operators in the areas of fumigation, general pest and wood 
destroying pests and organisms, and wood roof cleaning and 
treatment. 

(7) The Bureau of Automotive Repair shall disclose information 
on its licensees, including auto repair dealers, smog stations, lamp 
and brake stations, smog check technicians, and smog inspection 
certification stations. 

(8) The Bureau of Electronic and Appliance Repair shall disclose 
information on its licensees, including major appliance repair 
dealers, combination dealers (electronic and appliance), electronic 
repair dealers, service contract sellers, and service contract 
administrators. 

(9) The Cemetery and Funeral Bureau shall disclose information 
on its licensees, including cemetery brokers, cemetery salespersons, 
cemetery managers, crematory managers, cemetery authorities, 
crematories, cremated remains disposers, embalmers, funeral 
establishments, and funeral directors. 

(10) The Professional Fiduciaries Bureau shall disclose 
information on its licensees. 

(11) The Contractors' State License Board shall disclose 
information on its licensees in accordance with Chapter 9 
(commencing with Section 7000) of Division 3. In addition to 
information related to licenses as specified in subdivision (a), the 
board shall also disclose information provided to the board by the 
Labor Commissioner pursuant to Section 98.9 of the Labor Code. 

(12) The Board of Psychology shall disclose information on its 
licensees, including psychologists, psychological assistants, and 
registered psychologists. 

(13) The Bureau for Private Postsecondary Education shall 
disclose information on private postsecondary institutions under 
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its jurisdiction, including disclosure of notices to comply issued 
pursuant to Section 94935 of the Education Code. 

(14) The Board of Registered Nursing shall dise10se information 
on its lieensees. 

(15) The Board of Voeational Nursing and Psyehiatrie 
Teehnieians of the State of California shall dise10se information 
on its lieensees. 

(16) The Veterinary Medieal Board shall dise10se information 
on its lieensees and registrants. 

(17) The Physieal Therapy Board of California shall dise10se 
information on its lieensees. 

(18) The California State Board of Pharmaey shall dise10se 
information on its lieensees. 

(19) The Speeeh Language Pathology and Audiology and 
Hearing Aid Dispensers Board shall dise10se information on its 
lieensees. 

(20) The Respiratory Care Board of California shall dise10se 
information on its lieensees. 

(21) The California Board of Oeettpational Therapy shall 
dise10se information on its lieensees. 

(22) The Natufopathie Medieine Committee ofthe Osteopathie 
Medieal Board of California shall dise10se information on its 
lieensees. 

(23) The Physieian Assistant Committee of the Medieal Board 
of California shall dise10se information on its lieensees. 

(24) The Dental Hygiene Comm:ittee ofCalifomia shall dise10se 
information on its lieensees. 

(c) The State Board of Chiropractic Examiners shall disclose 
information on its licensees. 

fe1 
(d) "Internet" for the purposes of this section has the meaning 

set forth in paragraph (6) of subdivision (f) of Section 17538. 
SEC. 4. Section 27.5 is added to the Business and Professions 

Code, to read: 
27.5. (a) Each entity specified in subdivision (b) shall provide 

on the Internet information regarding the status of every license 
issued by that entity, whether the license is current, expired, 
canceled, suspended, or revoked, in accordance with the California 
Public Records Act (Chapter 3.5 (commencing with Section 6250) 
of Division 7 of Title 1 of the Government Code) and the 
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1 Information Practices Act of 1977 (Chapter 1 (commencing with 
Section 1798) of Title 1.8 of Part 4 of Division 3 of the Civil Code). 
The public information to be provided on the Internet shall include 
information on suspensions and revocations of licenses issued by 
the entity and other related enforcement action taken by the entity 
relative to persons, businesses, or facilities subject to licensure or 
regulation by the entity. In providing information on the Internet, 
each entity sh911 comply with the Department of Consumer Affairs 
Guidelines for Access to Public Records. The information may not 
include personal information, including home telephone number, 
date ofbirth, or social security number. The information may not 
include the licensee's address, but may include the city and county 
of the licensee's address of record. 

(b) Each of the following entities within the Department of 
Consumer Affairs shall comply with the requirements of this 
section: 

(1) The Board of Registered NurSing shall disclose information 
on its licensees. 

(2) The Board of Vocational Nursing and Psychiatric 
Technicians of the State of California shall disclose information 
on its licensees. 

(3) The Veterinary Medical Board shall disclose information 
on its licensees and registrants. 

(4) The Physical Therapy Board of California shall disclose 
information on its licensees. 

(5) The California State Board of Pharmacy shall disclose 
information on its licensees. 

(6) The Speech-Language Pathology andAudiology and Hearing 
Aid Dispensers Board shall disclose information on its licensees. 

(7) The Respiratory Care Board of California shall disclose 
information on its licensees. 

(8) The California Board of Occupational Therapy shall disclose 
information on its licensees. 

(9) The Naturopathic Medicine Committee within the 
Osteopathic Medical Board of California shall disclose information 
on its licensees. , 

(10) The Physician Assistant Committee of the Medical Board 
of California shall disclose information on its licensees. 

(11) The Dental Hygiene Committee of California shall disclose 
information on its licensees. 
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1 (c) "Internet" for the purposes of this section has the meaning 
setforth in paragraph (6) of subdivision (f) of Section 17538. 

SEC. 4. 
SEC. 5. Section 116 of the Business and Professions Code is 

amended to read: 
116. (a) The director or his or her designee may audit and 

review, upon his or her own initiative, or upon the request of a 
consumer or licensee, inquiries and complaints regarding licensees, 
dismissals of disciplinary cases, the opening, conduct, or closure 
of investigations, informal conferences, and discipline short of 
formal accusation by any of the healing arts boards defined listed 
in Section 720. The director may make recommendations for 
changes to the disciplinary system to the appropriate board, the 
Legislature, or both, for their consideration. 

(b) The director shall report to the Chairpersons of the Senate 
Business and Professions Committee and the Assembly Health 
Committee annually regarding his or her findings from any audit, 
review, or monitoring and evaluation conducted pursuant to this 
section. 

SEC.5. 
SEC. 6 .. Section 125.3 ofthe Business and Professions Code, 

as amended by Section 2 of Chapter 223 of the Statutes of 2006, 
is amended to read: 

125,.3. (a) (1) Except as otherwise provided by law, in any 
order issued in resolution of a penalty or disciplinary proceeding 
or hearing on a citation issued pursuant to Section 125.9 or 
regulations adopted pursuant thereto, before any board specified 
in Section 101, the board or the administrative law judge may 
direct any licensee or applicant found to have committed a violation 
or violations of law to pay to the board a sum not to exceed the 
aetttal reasonable costs of the investigation, prosecution, and 
enforcement ofthe case. 

(2) In an order issued pursuant to paragraph (1) that places a 
license on probation, the administrative law judge may direct a 
licensee to pay the board's aetual reasonable costs of monitoring 
that licensee while he or she remains on probation, if so requested 
by the entity bringing the proceeding. The board shall provide the 
administrative law judge with a good faith estimate of the probation 
monitoring costs at the time of the request. 
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(b) In the case of a disciplined licentiate that is a corporation or 
a partnership, the order may be made against the licensed corporate 
entity or licensed partnership. 

(c) A certified copy of the actual costs, or a good faith estimate 
of costs where actual costs are not available, signed by the entity 
bringing the proceeding or its designated representative shall be 
prima facie evidence of aetual reasonable costs of investigation, 
prosecution, and enforcement of the case. The costs shall include 
the amount of investigative, prosecution, and enforcement costs 
up to the date of the hearing, including, but not limited to, charges 
imposed by the Attorney General. 

(d) The administrative law judge shall make a proposed finding 
of the amount of aetual reasonable costs of investigation, 
prosecution, and enforcement ofthe case and probation monitoring 
costs when requested pursuant to subdivision (a). The finding of 
the administrative law judge with regard to costs shall not be 
reviewable by the board to increase any cost award. The board 
may reduce or eliminate the cost award, or remand to the 
administrative law judge if the proposed decision fails to make a 
finding on costs requested pursuant to subdivision (a). 

(e) In determining reasonable costs pursuant to subdivision (a), 
the administrative law judge shall only consider the public 
resources expended pursuant to the investigation, prosecution, 
and enforcement of the case. The administrative law judge shall 
provide an explanation as to how the amount ordered for 
reasonable costs was determined if the actual costs were not 
ordered. 

te1 
(f) If an order for recovery of costs is made, payment is due and 

payable, infull, 30 days after the effective date of the order, unless 
the licensee and the board have agreed to a payment plan. If timely 
payment is not made as directed in the board's decision, the board 
may enforce the order for repayment in any appropriate court. This 
right of enforcement shall be in addition to any other rights the 
board may have as to any licentiate to pay costs. 

tt} 
(g) In any action for recovery of costs, proof of the board's 

decision shall be conclusive proof of the validity of the order of 
payment and the terms for payment. 
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(h) (1) Except as provided in paragraph (2), the board shall not 
renew or reinstate the license, reinstate the license, or terminqte 
the probation of any licentiate who has failed to pay all of the costs 
ordered under this section. This paragraph shall not apply to an 
administrative law judge when preparing a proposed decision. 

(2) Notwithstanding paragraph (1), the board may, in its 
discretion, conditionally renew or reinstate for a maximum of one 
year the license of any licentiate who demonstrates financial 
hardship and who enters into a formal agreement with the board 
to reimburse the board within that one-year period for the unpaid 
costs. 

tht 
(i) All costs recovered under this section shall be considered a 

reimbursement for costs incurred and shall be deposited in the 
fund of the board recovering the costs to be available upon 
appropriation by the Legislature. 

@ 
0) Nothing in this section shall preclude a board from including 

the recovery of the costs of investigation, prosecution, and 
enforcement of a case in any stipulated settlement. 

ffi 
(k) This section does not apply to any board if a specific 

statutory provision in that board's licensing act provides for broader 
authority for the recovery of costs in an administrative disciplinary 
proceeding. 

W. 
(0 Notwithstanding the provisions of this section, the Medical 

Board of California shall not request nor obtain from a physician 
and surgeon, investigation and prosecution costs for a disciplinary 
proceeding against the licentiate. The board shall ensure that this 
subdivision is revenue neutral with regard to it and that any loss 
of revenue or increase in costs resulting from this subdivision is 
offset by an increase in the amount of the initiallicense fee and 
the biennial renewal fee, as provided in subdivision ( e) of Section 
2435. 

fl1 
(m) For purposes of this chapter, costs of prosecution shall 

include, but not be limited to, costs of attorneys, expert consultants, 
witnesses, any administrative filing and service fees, and any other 
cost associated with the prosecution of the case. 
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1 SEC. 6. 
SEC. 7. Section 125.3 of the Business and Professions Code, 

as added by Section 1 of Chapter 1059 of the Statutes of 1992, is 
repealed. 

SEC. 7. 
SEC. 8. Section 125.4 is added to the Business and Professions 

Code, to read: 
125.4. (a) Notwithstanding any other provision oflaw, a board 

may contract with a collection agency for the purpose of collecting 
outstanding fees, fines, or cost recovery amounts from any person 
who owes that money to the board, and, for those purposes, may 
provide to the collection agency the personal information of that 
person, including his or her birth date, telephone number, and 
social security number. The contractual agreement shall provide 
that the collection agency may use or release personal information 
only as authorized by the contract, and shall provide safeguards 
to ensure that the personal· information is protected from 
unauthorized disclosure. The contractual agreement shall hold the 
collection agency liable for the unauthorized use or disclosure of 
personal information received or collected under this section. 

(b) A board shall not use a collection agency to recover 
outstandingjees,fines, or cost recovery amounts until the person 
has exhausted all appeals and the decision is final. 

SEC. 8. 
SEC. 9. Section 125.9 of the Business and Professions Code 

is amended to read: 
125.9. (a) Except with respect to persons regulated under 

Chapter 11 (commencing with Section 7500), and Chapter 11.6 
(commencing with Section 7590) of Division 3, any board, bureau, 
commission, or committee within the department, the board created 
by the Chiropractic Initiative Act, and the Osteopathic Medical 
Board of California, may establish, by regulation, a system for the 
issuance to a licensee of a citation that may contain an order of 
abatement or an order to pay an administrative fine assessed by 
the board, bureau, commission, or committee where the licensee 
is in violation of the applicable licensing act or any regulation 
adopted pursuant thereto. 

(b) The system shall contain the following provisions: 
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(1) Citations shall be in writing and shall describe with 
particularity the nature of the violation, including specific reference 
to the provision of law determined to have been violated. 

(2) Whenever appropriate, the citation shall contain an order of 
abatement fixing a reasonable time for abatement ofthe violation. 

(3) In no event shall the administrative fine assessed by the 
board, bureau, commission, or committee exceed five thousand 
dollars ($5,000) for each inspection or each investigation made 
with respect to the violation, or five thousand dollars ($5,000) for 
each violation or count if the violation involves fraudulent billing 
submitted to an insurance company, the Medi-Cal program, or 
Medicare. In assessing a fine, the board, bureau, commission, or 
committee shall give due consideration to the appropriateness of 
the amount of the fine with respect to factors such as the gravity 
ofthe violation, the good faith of the licensee, and the history of 
previous violations. 

(4) A citation or fine assessment issued pursuant to a citation 
shall inform the licensee that ifhe or she desires a hearing to appeal 
the finding of a violation, that hearing shall be requested by written 
notice to the board, bureau, commission, or committee within 30 
days of the date of issuance of the citation or assessment. If a 
hearing is not requested pursuant to this section, payment of any 
fine shall not constitute an admission of the violation charged. 
Hearings shall be held pursuant to Chapter 5 (commencing with 
Section 11500) of Part 1 of Division 3 of Title 2 of the Government 
Code or, at the discretion of a healing arts board, as defined listed 
in Section 720, pursuant to paragraph (5). 

(5) (A) If the healing arts board is a board or eommittee, the 
exeeutive offieer and fivo members of that board or eommittee 
shall hear the appeal and issue a eitation deeision. A lieensee 
desiring to appeal the eitation deeision shall file a 'written appeal 
oHhe eitation deeision with the board or eommittee within 30 days 
of issuanee of the deeision. The appeal shall be eonsidered by the 
board or eommittee itself and shaH issue a '.\'fitten deeision on the 
appeal. The members of the board or eommittee who issued the 
eitation deeision shall not partieipate in the appeal before the board 
or eommittee unless one or both of the members are needed to 
establish a quorum to aet on the appeal. 

(B) If the healing arts board is a bureau, the director shall 
appoint a designee to hear the appeal and issue a eitation deeision. 
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1 A licensee desiring to appeal the citation decision shall file a 
Tvvritten appeal of the citation decision 'vvith the bureau vv'ithin 30 
days of issuance of the decision. The appeal shall be considered 
by the director or his or her designee 'vvho shall issue a 'vvritten 
decision on the appeal. 

EC) The hearings specified in this paragraph are not subject to 
the provisions of Chapter 5 (commencing with Section 11500) of 
Part 1 of Division 3 of Title 2 ofthe G~Yv'emment Code. 

ED) A healing arts board may adopt regulations to implement 
this paragraph, 'vvhieh may include the use oftclephonie hearings. 

(5) (A) If the healing arts board is a board or committee, two 
members of that board or committee shall hear the appeal and 
issue a citation decision. One of the two members shall be a 
licensee o/the board. 

(B) If the healing arts board is a bureau, the director shall 
appoint a designee to hear the appeal and issue a citation decision 

(C) A hearing held pursuant to this paragraph is not subject to 
the provisions of Chapter 5 (commencing with Section 11500) of 
Part 1 o/Division 3 of Title 2 of the Government Code. 

(D) A board or committee choosing to utilize the provisions of 
this paragraph shall first have adopted regulations providing for 
notice and opportunity to be heard. The regulations shall provide 
the licensee with due process and describe, in detail, the process 
for that hearing. Appeal of the citation decision may be made 
through the filing of a petition for writ 0/ mandate. 

(E) A healing arts board may permit the use of telephonic 
hearings. The decision to have a telephonic hearing shall be at 
the discretion of the licensee subject to the citation. 

(6) Failure of a licensee to pay a fine within 30 days ofthe date 
of assessment, unless the citation is being appealed, may result in 
disciplinary action being taken by the board, bureau, commission, 
or committee. Where a citation is not contested and a fine is not 
paid, the full amount of the assessed fine shall be added to the fee 
for renewal of the license. A license shall not be renewed without 
payment of the renewal fee and fine. 

( c) The system may contain the following provisions: 
(1) A citation may be issued without the assessment of an 

administrative fine. 
(2) Assessment of administrative fines may be limited to only 

particular violations of the applicable licensing act. 
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(d) Notwithstanding any other provision of law, if a fine is paid 
to satisfy an assessment based on the finding of a violation, 
payment of the fine shall be represented as satisfactory resolution 
of the matter for purposes of public disclosure. 

(e) Administrative fines collected pursuant to this section shall 
be deposited in the special fund of the particular board, bureau, 
commission, or committee. 

SEC. 9. 
SEC. 10. Section 155 of the Business and Professions Code is 

amended to read: 
155. (a) In accordance with Section 159.5, the director may 

employ such investigators, inspectors, and deputies as are necessary 
to propedy--re investigate and prosecute all violations of any law, 
the enforcement of which is charged to the department or to any 
board, agency, or commission in the department. 

(b) It is the intent of the Legislature that inspectors used by 
boards, bureaus, or commissions in the department shall not be 
required to be employees of the Division ofInvestigation, but may 
either be employees of, or under contract to, the boards, bureaus, 
or commissions. Contracts for services shall be consistent with 
Article 4.5 (commencing with Section 19130) of Chapter 6 of Part 
2 of Division 5 of Title 2 ofthe Government Code. All civil service 
employees currently employed as inspectors whose functions are 
transferred as a result of this section shall retain their positions, 
status, and rights in accordance with Section 19994.10 of the 
Government Code and the State Civil Service Act (Part 2 
(commencing with Section 18500) of Division 5 of Title 2 of the 
Government Code). 

(c) Investigators used by any healing arts board, as defifiCd listed 
in Section 720, shall not be required to be employees of the 
Division of Investigation and the healing arts board may contract 
for investigative services provided by the Medieal Board of 
California Of provided by the Department of Justice. 

(d) Nothing in this section limits the authority of, or prohibits, 
investigators in the Division of Investigation in the conduct of 
inspections or investigations of any licensee, or in the conduct of 
investigations of any officer or employee of a board or the 
department at the specific request of the director or his or her 
designee. 
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1 SEC. 10. 
SEC. 11. Section 159.5 ofthe Business and Professions Code 

is amended to read: 
159.5. There is in the department the Division of Investigation. 

The division is in the charge of a person with the title of chief of 
the division. There is in the division the Health Quality 
Enforcement Unit. The primary responsibility of the unit is to 
investigate complaints against licensees and applicants within the 
jurisdiction of the healing arts boards speeified listed in Section 
720. 

Except as provided in Section 16 of Chapter 1394 of the Statutes 
of 1970, all positions for the personnel necessary to provide 
investigative services, as specified in Section 160 ofthis code and 
in subdivision (b) of Section 830.3 of the Penal Code, shall be in 
the division and the personnel shall be appointed by the director. 

SEC.11. 
SEC. 12. Section 160 of the Business and Professions Code is 

amended to read: 
160. (a) The Chief and designated investigators of the Division 

of Investigation of the department, designated investigators of the 
Medical Board of California, designated investigators of the Dental 
Board of California, and designated investigators of the Board of 
Registered Nursing have the authority of peace officers while 
engaged in exercising the powers granted or performing the duties 
imposed upon them or the division in investigating the laws 
administered by the various boards comprising the department or 
commencing directly or indirectly any criminal prosecution arising 
from any investigation conducted under these laws. All persons 
herein referred to shall be deemed to be acting within the scope 
of employment with respect to all acts and matters in this section 
set forth. 

(b) The Division of Investigation, the Medical Board of 
California, the Dental Board of California, and the Board of 
Registered Nursing may employ investigators who are not peace 
officers to provide investigative services. 

SEC. 12. 
SEC. 13. Article 10.1 (commencing with Section 720) is added 

to Chapter 1 of Division 2 of the Business and Professions Code, 
to read: 
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1 Article 10.1. Healing Arts Licensing Enforcement 

720. (a) Unless otherwise provided, as used in this article, the 
term "healing arts board" shall include all of the following: 

(1) The Dental Board of California. 
(2) The Medical Board of California. 
(3) The State Board of Optometry. 
(4) The California State Board of Pharmacy. 
(5) The Board of Registered Nursing. 
(6) The Board of Behavioral Sciences. 
(7) The Board of Vocational Nursing and Psychiatric 

Technicians of the State of California. 
(8) The Respiratory Care Board of California. 
(9) The Acupuncture Board. 
(10) The Board of Psychology. 
(11) The California Board of Podiatric Medicine. 
(12) The Physical Therapy Board of California. 
(13) The Physician Assistant Committee of the Medical Board 

of California. 
(14) The Speech-Language Pathology and Audiology and 

Hearing Aid Dispensers Board. 
(15) The California Board of Occupational Therapy. 
(16) The Osteopathic Medical Board of California. 
(17) The Naturopathic Medicine Committee-6£' within the 

Osteopathic Medical Board of California. 
(18) The Dental Hygiene Committee of California. 
(19) The Veterinary Medical Board. 
(b) Unless otherwise provided, as used in this article, "board" 

means all healing arts boards described under subdivision (a) and 
"licensee" means a licensee of a healing arts board described in 
subdivision (a). 

720.2. (a) ~A healing arts board may delegate to its 
executive officer or executive director ofa healing arts board may 
the authority to adopt a proposed default decision where an 
administrative action to revoke a license has been filed and the 
licensee has failed to file a notice of defense or to appear at the 
hearing and a proposed default decision revoking the license has 
been issued. 

(b) ~A healing arts board may delegate to its executive 
officer or executive director of a healing arts board may the 
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authority to adopt a proposed settlement agreement where an 
administrative action to revoke a license has been filed by the 
healing arts board and the licensee has agreed to sUffender the 
revocation or surrender of his or her license. 

720.4. (a) Notwithstanding Section 11415.60 of the 
Government Code, a healing arts board may enter into a settlement 
with a licensee or applicant prior to the board's in lieu of the 
issuance of an accusation or statement of issues against that 
licensee or applicant, as applicable. 

(b) The settlement shall include language identifying the factual 
basis for the action being taken and a list of the statutes or 
regulations violated. 

(b) No 
(c) A person who enters a settlement pursuant to this section 

may petition is not precluded from filing a petition, in the 
timeframe permitted by law, to modify the terms of the settlement 
or petition for eady termination of probation, if probation is part 
of the settlement. 

(e) Any settlement 
(d) Any settlement against a licensee executed pursuant to this 

section shall be considered discipline and a public record and shall 
be posted on the applicable board's Internet Web site. Any 
settlement against an applicant executed pursuant to this section 
shall be considered a public record and shall be posted on the 
applicable board's Internet Web site. 

720.6. (a) Notwithstanding any other provision of law, upon 
receipt of evidence that a licensee of a healing arts board has 
engaged in conduct that poses an imminent risk of serious harm 
to the public health, safety, or welfare, or has failed to eomply 
'W'ith a request to inspeet or eopy reeords made pursuant to Seetion 
720.16, the executive officer ofthat board may petition the director 
to issue a temporary order that the licensee cease all practice and 
activities that require a license by that board. 

(b) (1) The executive officer of the healing arts board shall, to 
the extent practicable, provide telephonic, electronic mail, message, 
or facsimile written notice to the licensee of a hearing on the 
petition at least 24 hours five business days prior to the hearing. 
The licensee and his or her counsel and the executive officer or 
his or her designee shall have the opportunity to present oral or 
written argument before the director. After presentation of the 
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1 evidence and eOItsideration of any arguments presented, the director 
may issue an order that the lieensee eease all praetiee and aetivities 
that require a lieense by that board vv1len, in the opinion of the 
direetor, the action is neeessary to protect the public health, safety, 
or vv'elfare., if, in the director's opinion, the petitioner has 
established by a preponderance of the evidence that an imminent 
risk of serious harm to the public health, safety, or welfare exists, 
the director may issue an order that the licensee cease all practice 
and activities that require a license by that board. 

(2) The hearing specified in this subdivision shall not be subject 
to the provisions of Chapter 5 (commencing with Section 11500) 
of Part 1 of Division 3 of Title 2 of the Government Code. 

(c) Any order to cease practice issued pursuant to this section 
shall automatically be vacated within---lW 90 days of issuance, or 
until the healing arts board, pursuant to Section 494, files a petition 
files a petition pursuant to Section 494 for an interim suspension 
order and the petition is denied or granted, whichever occurs first. 

(d) A licensee who fails or refuses to comply with an order of 
the director to cease practice pursuant to this section is subject to 
disciplinary action to revoke or suspend his or her license by-his 
&-her the respective healing arts board and an administrative fine 
assessed by the board not to exceed twenty-five thousand dollars 
($25,000). The remedies provided herein are in addition to any 
other authority of the healing arts board to sanction a licensee for 
practicing or engaging in activities subject to the jurisdiction of 
the board without proper legal authority. 

(e) Upon receipt of new information, the executive officer for 
the healing arts board who requested the temporary suspension 
order shall review the basis for the license suspension to determine 
if the grounds for the suspension continue to exist. The executive 
officer shall immediately notify the director if the executive officer 
believes that the licensee no longer poses an imminent risk of 
serious harm to the public health, safety, or welfare or that the 
licensee has complied .. vith the request to inspeet or copy records 
pursuant to Section 720.16. The director shall review the 
information from the executive officer and may vacate the 
suspension order, if he or she believes that the suspension is no 
longer necessary to protect the public health, safety, or welfare. 

(f) Any petition and order to cease practice shall be displayed 
on the Internet Web site of the applicable healing arts board, except 

2 
3 
4 
5 
6 
7 
8 
9 

10 
11 
12 
13 
14 
15 
16 
17 
18 
19 
20 
21 
22 
23 
24 
25 
26 
27 
28 
29 
30 
31 
32 
33 
34 
35 
36 
37 
38 
39 
40 

98 



-25- SB 1111 

1 
2 
3 
4 
5 
6 
7 
8 
9 

that if the petition is not granted or the director vacates the 
suspension order pursuant to subdivision ( e), the petition and order 
shall be removed from the respective board's Internet Web site. 

(g) If the position of director is vacant, the chief deputy director 
of the department shall fulfill the duties of this section. 

(h) Temporary suspension orders shall be subject to judicial 
review pursuant to Section 1094.5 of the Code of Civil Procedure 
and shall be heard only in the superior court in, and for, the 
Counties of Sacramento, San Francisco, Los Angeles, or San 
Diego. 

(i) For the purposes of this section, "imminent risk of serious 
harm to the public health, safety, or welfare" means that there is 
a reasonable likelihood that allowing the licensee to continue to 
practice will result in serious physical or emotional injury, 
unlawful sexual contact, or death to an individual or individuals 
within the next 90 days. 

720.8. (a) The license of a licensee of a healing arts board 
shall be suspended automatically during any time that the licensee 
is incarcerated after conviction of a felony, regardless of whether 
the conviction has been appealed. The healing arts board shall, 
immediately upon receipt of the certified copy of the record of 
conviction, determine whether the license of the licensee has been 
automatically suspended by virtue of his or her incarceration, and 
if so, the duration of that suspension. The healing arts board shall 
notify the licensee in writing of the license suspension and of his 
or her right to elect to have the issue of penalty heard as provided 
in subdivision (d). 

(b) Upon receipt of the certified copy of the record of conviction, 
if after a hearing before an administrative law judge from the Office 
of Administrative-baw Hearings it is determined that the felony 
for which the licensee was convicted was substantially related to 
the qualifications, functions, or duties of a licensee, the board shall 
suspend the license until the time for appeal has elapsed, if no 
appeal has been taken, or until the judgment of conviction has been 
affirmed on appeal or has otherwise become final, and until further 
order of the healing arts board. 

(c) Notwithstanding subdivision (b), a conviction of a charge 
of violating any federal statute or regulation or any statute or 
regulation of this state, regulating dangerous drugs or controlled 
substances, or a conviction of Section 187,261,262, or 288 of the 
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Penal Code, shall be conclusively presumed to be substantially 
related to the qualifications, functions, or duties of a licensee and 
no hearing shall be held on this issue. However, upon its own 
motion or for good cause shown, the healing arts board may decline 
to impose or may set aside the suspension when it appears to be 
in the interest of justice to do so, with due regard to maintaining 
the integrity of, and confidence in, the practice regulated by the 
healing arts board. 

(d) (1) Discipline may be ordered against a licensee in 
accordance with the laws and regulations of the healing arts board 
when the time for appeal has elapsed, the judgment of conviction 
has been affirmed on appeal, or an order granting probation is 
made suspending the imposition of sentence, irrespective of a 
subsequent order under Section 1203.4 of the Penal Code allowing 
the person to withdraw his or her plea of guilty and to enter a plea 
of not guilty, setting aside the verdict of guilty, or dismissing the 
accusation, complaint, information, or indictment. 

(2) The issue of penalty shall be heard by an administrative law 
judge from the Office of Administrative-baw Hearings. The 
hearing shall not be had until the judgment of conviction has 
become final or, irrespective of a subsequent order under Section 
1203.4 of the Penal Code, an order granting probation has been 
made suspending the imposition of sentence; except that a licensee 
may, at his or her option, elect to have the issue of penalty decided 
before those time periods have elapsed. Where the licensee so 
elects, the issue of penalty shall be heard in the manner described 
in subdivision (b) at the hearing to determine whether the 
conviction was substantially related to the qualifications, functions, 
or duties of a licensee. If the conviction of a licensee who has made 
this election is overturned on appeal, any discipline ordered 
pursuant to this sectiori shall automatically cease. Nothing in this 
subdivision shall prohibit the healing arts board from pursuing 
disciplinary action based on any cause other than the overturned 
conviction. 

(e) The record of the proceedings resulting in a conviction, 
including a transcript of the testimony in those proceedings, may 
be received in evidence. 

(f) Any other provision of law setting forth a procedure for the 
suspension or revocation of a license issued by a healing arts board 
shall not apply to proceedings conducted pursuant to this section. 
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1 720.10. Except as otherwise provided, any proposed decision 
or decision issued under this article in accordance with the 
procedures set forth in Chapter 5 (commencing with Section 11500) 
of Part 1 of Division 3 of Title 2 of the Government Code, that 
contains any finding of fact that the licensee or registrant engaged 
in any act of sexual contact, as defined in subdivision ( c) of Section 
729, with a patient, or has committed an act or been convicted of 
a sex offense as defined in Section 44010 of the Education Code, 
shall contain an order of revocation. The revocation shall not be 
stayed by the administrative law judge. Unless otheftvise provided 
in the lavv's and regulations of the healing arts board, the patient 
shall no longer be eonsidered a patient of the lieensee 'vvhen the 
order for mediealserviees and proeedures provided by the lieensee 
is terminated, diseontinued, or not rene'vved by the preseribing 
physieian and surgeon. 

720.12. (a) Except as otherwise provided, with regard to an 
individual who is required to register as a sex offender pursuant 
to Section 290 of the Penal Code, or the equivalent in another state 
or territory, under military law, or under federal law, the healing 
arts board shall be subject to the following requirements: 

(1) The healing arts board shall deny an application by the 
individual for licensure in accordance with the procedures set forth 
in Chapter 5 (commencing with Section 11500) of Part 1 of 
Division 3 of Title 2 of the Government Code. 

(2) If the individual is licensed under this division, the healing 
arts board shall promptly revoke the license of the individual in 
accordance with the procedures set forth in Chapter 5 (commencing 
with Section 11500) of Part 1 of Division 3 of Title 2 of the 
Government Code. The healing arts board shall not stay the 
revocation and place the license on probation. 

(3) The healing arts board shall not reinstate or reissue the 
individual's license. The healing arts board shall not issue a stay 
of license denial-antl nor place the license on probation. 

(b) This section shall not apply to any of the following: 
(1) An individual who has been relieved under Section 290.5 

of the Penal Code of his or her duty to register as a sex offender, 
or whose duty to register has otherwise been formally terminated 
under California law or the law of the jurisdiction that requires his 
or her registration as a sex offender. 
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(2) An individual who is required to register as a sex offender 
pursuant to Section 290 of the Penal Code solely because of a 
misdemeanor conviction under Section 314 of the Penal Code. 
However, nothing in this paragraph shall prohibit the healing arts 
board from exercising its discretion to discipline a licensee under 
any other provision of state law based upon the licensee's 
conviction under Section 314 of the Penal Code. 

(3) Any administrative adjudication proceeding under Chapter 
5 (commencing with Section 11500) of Part 1 of Division 3 of 
Title 2 of the Government Code that is fully adjudicated prior to 
January 1, 2008. A petition for reinstatement of a revoked or 
surrendered license shall be considered a new proceeding for 
purposes of this paragraph, and the prohibition against reinstating 
a license to an individual who is required to register as a sex 
offender shall be applicable. 

720.14. (a) A licensee ofahealing arts board shall not include 
or permit to be included any of the following provisions in an 
agreement to settle a civil dispute arising from his or her practice, 
whether the agreement is made before or after the filing of an 
action: 

(1) A provision that prohibits another party to the dispute from 
contacting or cooperating with the healing arts board. 

(2) A provision that prohibits another party to the dispute from 
filing a complaint with the healing arts board. 

(3) A provision that requires another party to the dispute to 
withdraw a complaint he or she has filed with the healing arts 
board. 

(b) A provision described in subdivision (a) is void as against 
public policy. 

(c) A violation of this section constitutes unprofessional conduct 
and may subject the licensee to disciplinary action. 

(d) If a board complies with Section 2220.7, that board shall 
not be subject to the requirements of this section. 

720.16. (a) Notwithstanding any other provision oflaw making 
a communication between a licensee of a healing arts board and 
his or her patients a privileged communication, those provisions 
shall not apply to investigations or proceedings conducted by a 
healing arts board. Members of a healing arts board, deputies, 
employees, agents, the office of the Attorney General, and 
representatives of the board shall keep in confidence during the 
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course of investigations the names of any patients whose records 
are reviewed and may not disclose or reveal those names, except 
as is necessary during the course of an investigation, unless and 
until proceedings are instituted. The authority under this 
subdivision to examine records of patients in the office of a licensee 
is limited to records of patients who have complained to the healing 
arts board about that licensee. 

(b) Notwithstanding any other provision of law, the Attorney 
General and his or her investigative agents, and a healing arts board 
and its investigators and representatives may inquire into any 
alleged violation of the laws under the jurisdiction of the healing 
arts board or any other federal or state law, regulation, or rule 
relevant to the practice regulated by the healing arts board, 
whichever is applicable, and may inspect documents relevant to 
those investigations in accordance with the following procedures: 

(1) Any document relevant to an investigation may be inspected, 
and copies may be obtained, where patient consent is given. 

(2) Any document relevant to the business operations of a 
licensee, and not involving medical records attributable to 
identifiable patients, may be inspected and copied where relevant 
to an investigation of a licensee. 

(c) In all cases where documents are inspected or copies of those 
documents are received, their acquisition or review shall be 
arranged so as not to unnecessarily disrupt the medical and business 
operations of the licensee or of the facility where the records are 
kept or used. 

(d) Where certified documents are lawfully requested from 
licensees in accordance with this section by the Attorney General 
or his or her agents or deputies, or investigators of any board, the 
documents shall be provided within 10 business days of receipt of 
the request, unless the licensee is unable to provide the certified 
documents within this time period for good cause, including, but 
not limited to, physical inability to access the records in the time 
allowed due to illness or travel. Failure to produce requested 
certified documents or copies thereof, after being informed of the 
required deadline, shall constitute unprofessional conduct. A 
healing arts board may use its authority to cite and fine a licensee 
for any violation of this section. This remedy is in addition to any 
other authority of the healing arts board to sanction a licensee for 
a delay in producing requested records. 
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1 (e) Searches conducted of the office or medical facility of any 
licensee shall not interfere with the recordkeeping format or 
preservation needs of any licensee necessary for the lawful care 
of patients. 

(f) The licensee shall cooperate with the healing arts board in 
furnishing information or assistance as may be required, including, 
but not limited to, participation in an interview with investigators 
or representatives of the healing arts board. 

(g) If a board complies with Section 2225, that board shall not 
be subject to the requirements of this section. 

(h) This section shall not apply to a licensee who does not have 
access to, and control over, certified medical records. 

720.18. (a) (1) Notwithstanding any other provision of law, 
a licensee who fails or refuses to comply with a request for the 
certified medical records of a patient, that is accompanied by that 
patient's written authorization for release of records to a healing 
arts board, within---l-B 15 days of receiving the request and 
authorization, shall pay to the healing arts board a civil penalty of 
up to one thousand dollars ($1,000) per day for each day that the 
documents have not been produced after the-l-Gth 15th day, up to 
one hundred thousand dollars ($100,000) ten thousand dollars 
($10,000), unless the licensee is unable to provide the documents 
within this time period for good cause. 

(2) A health care facility shall comply with a request for the 
certified medical records of a patient that is accompanied by that 
patient's written authorization for release of records to a healing 
arts board together with a notice citing this section and describing 
the penalties for failure to comply with this section. Failure to 
provide the authorizing patient's certified medical records to the 
healing arts board within-l-B 30 days of receiving the request, 
authorization, and notice shall subject the health care facility to a 
civil penalty, payable to the healing arts board, of up to one 
thousand dollars ($1,000) per day for each day that the documents 
have not been produced after the-l-Oth 30th day, up to one hundred 
thousand dollars ($100,000) ten thousand dollars ($10,000), unless 
the health care facility is unable to provide the documents within 
this time period for good cause. This paragraph shall not require 
health care facilities to assist a healing arts board in obtaining the 
patient's authorization. A healing arts board shall pay the 
reasonable costs of copying the certified medical records, but shall 
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not be required to make that payment prior to the production of 
the medical records. 

(b) (1) A licensee who fails or refuses to comply with a court 
order, issued in the enforcement of a subpoena, mandating the 
release of records to a healing arts board, shall pay to the healing 
arts board a civil penalty of up to one thousand dollars ($1,000) 
per day for each day that the documents have not been produced 
after the date by which the court order requires the documents to 
be produced, up to ten thousand dollars ($10,000), unless it is 
determined that the order is unlawful or invalid. Any statute of 
limitations applicable to the filing of an accusation by the healing 
arts board shall be tolled during the period the licensee is out of 
compliance with the court order and during any related appeals. 

(2) Any licensee who fails or refuses to comply with a court 
order, issued in the enforcement of a subpoena, mandating the 
release of records to a board is guilty of a misdemeanor punishable 
by a fine payable to the board not to exceed five thousand dollars 
($5,000). The fine shall be added to the licensee's renewal fee if 
it is not paid by the next succeeding renewal date. Any statute of 
limitations applicable to the filing of an accusation by a healing 
 arts board shall be tolled during the period the licensee is out of 
compliance with the court order and during any related appeals. 

(3) A health care facility that fails or refuses to comply with a 
court order, issued in the enforcement of a subpoena, mandating 
the release of patient records to a healing arts board, that is 
accompanied· by a notice citing this section and describing the 
penalties for failure to comply with this section, shall pay to the 
healing arts board a civil penalty of up to one thousand dollars 
($1,000) per day for each day that the documents have not been 
produced, up to one hundred thousand dollars ($100,000) ten 
thousand dollars ($10,000), after the'date by which the court order 
requires the documents to be produced, unless it is determined that 
the order is unlawful or invalid. Any statute of limitations 
applicable to the filing of an accusation by the board against a 
licensee shall be tolled during the period the health care facility is 
out of compliance with the court order and during any related 
appeals. 

(4) Any health care facility that fails or refuses to comply with 
a court order, issued in the enforcement of a subpoena, mandating 
the release of records to a healing arts board is guilty of a 
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misdemeanor punishable by a fine payable to the board not to 
exceed five thousand dollars ($5,000). Any statute of limitations 
applicable to the filing of an accusation by the healing arts board 
against a licensee shall be tolled during the period the health care 
facility is out of compliance with the court order and during any 
related appeals. 

(c) Multiple acts by a licensee in violation of subdivision (b) 
shall be punishable by a fine not to exceed five thousand dollars 
($5,000) or by imprisonment in a county jail not exceeding six 
months, or by both that fine and imprisonment. Multiple acts by 
a health care facility in violation of subdivision (b) shall be 
punishable by a fine not to exceed five thousand dollars ($5,000), 
shall be reported to the State Department of Public Health, and 
shall be considered as grounds for disciplinary action with respect 
to licensure, including suspension or revocation of the license or 
certificate. 

(d) A failure or refusal of a licensee to comply with a court 
order, issued in the enforcement of a subpoena, mandating the 
release of records to the healing arts board constitutes 
unprofessional conduct and is grounds for suspension or revocation 
of his or her license. 

( e) Imposition of the civil penalties authorized by this section 
shall be in accordance with the Administrative Procedure Act 
(Chapter 5 (commencing with Section 11500) of Division 3 of 
Title 2 of the Government Code). Any civil penalties paid to, or 
received by, a healing arts board pursuant to this section shall be 
deposited into the fund administered by the healing arts board. 

(f) For purposes of this section, "certified medical records" 
means a copy of the patient's medical records authenticated by the 
licensee or health care facility, as appropriate, on a form prescribed 
by the licensee's board. 

(g) For purposes of this section, a "health care facility" means 
a clinic or health facility licensed or exempt from licensure 
pursuant to Division 2 (commencing with Section 1200) of the 
Health and Safety Code. 

(h) Ifa board complies with Section 1684.5 1684.1,2225.5, or 
2969, that board shall not be subject to the requirements of this 
section. 

(i) This section shall not apply to a licensee who does not have 
access to, or control over, certified medical records. 
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1 720.20. (a) Notwithstanding any other provision oflaw, a state 
agency shall, upon receiving a request in writing from a healing 
arts board for records, immediately provide to the healing arts 
board all records in the custody of the state agency, including, but 
not limited to, confidential records, medical records, and records 
related to closed or open investigations. 

(b) If a state agency has knowledge that a person it is 
investigating is licensed by a healing arts board, the state agency 
shall notify the healing arts board that it is conducting an 
investigation against one of its licentiates. The notification of 
investigation to the healing arts board-is-te shall include the name, 
address, and, if known, the professionallieensure license type and 
license number of the person being investigated and the name and 
address or telephone number of a person who can be contacted for 
further information about the investigation. The state agency shall 
cooperate with the healing arts board in providing any requested 
information. 

720.22. Notwithstanding any other provision oflaw, all local 
and state law enforcement agencies, state and local governments, 
state agencies, licensed health care facilities, and employers of a 
licensee of a healing arts board shall provide records to the healing 
arts board upon request prior to receiving payment from the board 
for the cost of providing the records. 

720.24. (a) Any-Notwithstanding any other provision of law, 
any employer of a health care licensee shall report to the board the 
suspension or termination for cause, or any resignation in lieu of 
suspension or termination for cause, of any health care licensee in 
its employ within-five 15 business days. The report shall not be 
made until after the conclusion of the review process specified in 
Section 52.3 of Title 2 of the California Code of Regulations and 
Skelly v. State Personnel Bd. (1975) 15 Ca1.3d 194, for public 
employees. This required reporting shall not constitute a waiver 
of confidentiality of medical records. The information reported or 
disclosed shall be kept confidential except as provided in 
subdivision (c) of Section 800 and shall not be subject to discovery 
in civil cases. 

(b) For purposes of the section, "suspension or termination for 
cause" is defined as suspension or "resignation in lieu of 
suspension or termination for cause" is defined as resignation, 
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suspension, or termination from employment for any of the 
following reasons: 

(1) Use of controlled substances or alcohol to the extent that it 
impairs the licensee's ability to safely practice. 

(2) Unlawful sale of a controlled substance or other prescription_ 
items. 

(3) Patient or client abuse, neglect, physical harm, or sexual 
contact with a patient or client. 

(4) Falsification of mcdiealrecords. 
f51 
(4) Gross negligence or incompetence. 
t61 
(5) Theft from a patient or client, any other employee, or the 

employer. 
(c) Failurc of an eIllf'loyer to make a rcport required by this 

section is punishable by an administrative :fine not to exeeed one 
hundred thousand dollars ($100,000) pel' violation. 

(d) Pursuant to Section 43.8 of the Civil Codc, no person shaH 
incur any civil penalty as a result of making an)' report required 
by this ehapter. 

(e) This seetion shall not apply to any of the reporting 
requirements under Section 805. 

(c) As used in this section, the following definitions apply: 
(1)" Gross negligence" means a substantial departure from the 

standard of care, which, under similar circumstances, would have 
ordinarily been exercised by a competent licensee, and which has 
or could have resulted in harm to the consumer. An exercise of so 
slight a degree of care as to justify the belief that there was a 
conscious disregard or indifference for the health, safety, or 
welfare of the consumer shall be considered a substantial departure 
from the standard of care. 

(2) "Incompetence" means the lack of possession of and the 
failure to exercise that -degree of learning, skill, care, and 
experience ordinarily possessed by a responsible licensee. 

(3) "Willful" means a knowing and intentional violation of a 
known legal duty. 

(d) (1) Willfulfailure of an employer to make a report required 
by this section is punishable by an administrativefine not to exceed 
one hundred thousand dollars ($100, 000) per violation. 
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(2) Any failure of an employer, other than willful failure, to 
make a report required by this section is punishable by an 
administrativefine not to exceedfifty thousand dollars ($50,000). 

(e) Pursuant to Section 43.8 of the Civil Code, no person shall 
incur any civil penalty as a result of making any report required 
by this article. 

(f) No report is required under this section where a report of 
the action taken is already required under Section 805. 

720.26. (a) Each healing arts board shall report annually to 
the department and the Legislature, not later than October 1 of 
each year, the following information: 

(1) The total number of consumer calls received by the board 
and the number of consumer calls or letters designated as 
discipline-related complaints. 

(2) The total number of complaint forms received by the board. 
(3) The total number of reports received by the board pursuant 

to Sections 801, 801.01, and 803, as applicable. 
(4) The total number of coroner reports received by the board. 
(5) The total number of convictions reported to the board. 
(6) The total number of criminal filings reported to the board. 
(7) If the board is authorized to receive reports pursuant to 

Section 805, the total number of Section 805 reports received by 
the board, by the type of peer review body reporting and, where 
applicable, the type of health care facility involved, and the total 
number and type of administrative or disciplinary actions taken 
by the board with respect to the reports, and their disposition. 

(8) The total number of complaints closed or resolved without 
discipline, prior to accusation. 

(9) The total number of complaints and reports referred for 
formal investigation. 

(10) The total number of accusations filed and the final 
disposition of accusations through the board and court review, 
respectively. 

(11) The total number of citations issued, with fines and without 
fines, and the number of public letters of reprimand, letters of 
admonishment, or other similar action issued, if applicable. 

(12) The total number of final licensee disciplinary actions 
taken, by category. 
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(13) The total number of cases in process for more than six 
months, more than 12 months, more than 18 months, and more 
than 24 months, from receipt of a complaint by the board. 

(14) The average and median time in processing complaints, 
from original receipt of the complaint by the board, for all cases, 
at each stage of the disciplinary process and court review, 
respectively. 

(15) The total number oflicensees in diversion or on probation 
for alcohol or drug abuse or mental disorder, and the number of 
licensees successfully completing diversion programs or probation, 
and failing to do so, respectively. 

(16) The total number of probation violation reports and 
probation revocation filings, and their dispositions. 

(17) The total number of petitions for reinstatement, and their 
dispositions. 

(18) The total number of caseloads of investigators for original 
cases and for probation cases, respectively. 

(b) "Action," for purposes of this section, includes proceedings 
brought by, or on behalf of, the healing arts board against licensees 
for unprofessional conduct that have not been finally adjudicated, 
as well as disciplinary actions taken against licensees. 

(c) If a board A board that complies with Section 2313.,.--that 
booffi shall not be subject to the requirements of this section. 

720.28. Unless otherwise provided, on or after July 1,2013, 
every healing arts board shall post on the Internet the following 
information in its possession, custody, or control regarding every 
licensee for which the board licenses: 

(a) With regard to the status of every healing arts license, 
whether or not the licensee or former licensee is in good standing, 
subject to a temporary restraining order, subject to an interim 
suspension order, subject to a restriction or cease practice ordered 
pursuant to Section 23 of the Penal Code, or subject to any of the 
enforcement actions described in Section 803.1. 

(b) With regard to prior discipline of a licensee, whether or not 
the licensee or former licensee has been subject to discipline by 
the healing arts board or by the board of another state or 
jurisdiction, as described in Section 803.1. 

(c) Any felony conviction of a licensee reported to the healing 
arts board after January 3, 1991. 
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(d) All current accusations filed by the Attorney General, 
including those accusations that are on appeal. For purposes of 
this paragraph, "current accusation" means an accusation that has 
not been dismissed, withdrawn, or settled, and has not been finally 
decided upon by an administrative law judge and the board unless 
an appeal of that decision is pending. 

(e) Any malpractice judgment or arbitration award imposed 
against a licensee and reported to the healing arts board-aftef 
January 1, 1993. 

(f) Any hospital disciplinary action imposed against a licensee 
that resulted in the termination or revocation of a licensee's hospital 
staff privileges for a medical disciplinary cause or reason pursuant 
to Section 720.18 or 805. 

(g) Any misdemeanor conviction of a licensee that results in a 
disciplinary action or an accusation that is not subsequently 
withdrawn or dismissed. 

(h) Appropriate disclaimers and explanatory statements to 
accompany the above information, including an explanation of 
what types of information are not disclosed. These disclaimers and 
statements shall be developed by the healing arts board and shall 
be adopted by regulation. 

720.30. (a) The office of the Attorney General shall serve, or 
submit to a healing arts board for service, an accusation within 60 
calendar days of receipt from the healing arts board. 

(b) The office of the Attorney General shall serve, or submit to 
a healing arts board for service, a default decision within five days 
following the time period allowed for the filing of a notice of 
defense. 

(c) The office of the Attorney General shall set a hearing date 
within three days of receiving a notice of defense, unless the 
healing arts board gives the office of the Attorney General 
instruction otherwise. 

720.32. (a) Whenever it appears that an applicant for a license, 
certificate, or permit from a healing arts board may be unable to 
practice his or her profession safely because the applicant's ability 
to practice would may be impaired due to mental illness, or physical 
illness affecting competency, the healing arts board may order the 
applicant to be examined by one or more physicians and surgeons 
or psychologists designated by the healing arts board. The report 
of the examiners shall be made available to the applicant and may 
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be received as direct evidence in proceedings conducted pursuant 
to Chapter 2 (commencing with Section 480) of Division 1.5. 

(b) An applicant's failure to comply with an order issued under 
subdivision (a) shall authorize the board to deny an applicant a 
license, certificate, or permit. 

(c) A healing arts board shall not grant a license, certificate, or 
permit until it has received competent evidence of the absence or 
control ofthe condition that caused its action and until it is satisfied 
that with due regard for the public health and safety the person 
may safely practice the profession for which he or she seeks 
licensure. 

720.34. (a) An applicant for a license, certificate, or permit 
from a healing arts board who is otherwise eligible for that license 
but is unable to practice some aspects of his or her profession 
safely due to a disability may receive a limited license if he or she 
does both of the following: 

(1) Pays the initial licensure fee. 
(2) Signs an agreement on a form prescribed by the healing arts 

board in which the applicant agrees to limit his or her practice in 
the manner prescribed by the healing arts board. 

(b) The healing arts board may require the applicant described 
in subdivision (a) to obtain an independent clinical evaluation of 
his or her ability to practice safely as a condition of receiving a 
limited license under this section. 

(c) Any person who knowingly provides false information in 
the agreement submitted pursuantto subdivision (a) shall be subject 
to any sanctions available to the healing arts board. 

720.35. (a) Efteh-Each healing arts board listed in Section 720 
shall report to the National Practitioner Data Bank and the 
Healthcare Integrity and Protection Data Bank the following 
information on each of its licensees: 

(1) Any adverse action taken by the board as a result of any 
disciplinary proceeding, including any revocation or suspension 
of a license and the length of that suspension, or any reprimand, 
censure, or probation. 

(2) Any dismissal or closure of a disciplinary proceeding by 
reason of a licensee surrendering his or her license or leaving the 
state. 

(3) Any other loss of the license of a licensee, whether by 
operation of law, voluntary surrender, or otherwise. 

3 
4 
5 
6 
7 
8 
9 

10 
11 
12 
13 
14 
15 
16 
17 
18 
19 
20 
21 
22 
23 
24 
25 
26 
27 
28 
29 
30 
31 
32 
33 
34 
35 
36 
37 
38 
39 
40 

98 



-39- SB 1111 

1 
2 
3 

(4) Any negative action or finding by the board regarding a 
licensee. 

(b) Each healing arts board shall conduct a search on the 
National Practitioner Data Bank and the Healthcare Integrity and 
Protection Data Bank prior to granting or renewing a license, 
certificate, or permit to an applicant vv'ftO is lieensed by another 
state. 

W 
(c) A healing arts board may charge a fee to cover the actual 

cost to conduct the search specified in subdivision-fa} (b). 
720.36. (a) Unless otherwise provided, if a licensee possesses 

a license or is otherwise authorized to practice in any state other 
than California or by any agency of the federal government and 
that license or authority is suspended or revoked outright and is 
reported to the National Practitioner Data Bank, the California 
license of the licensee shall be suspended automatically for the 
duration of the suspension or revocation, unless terminated or 
rescinded as provided in subdivision (c). The healing arts board 
shall notify the licensee of the license suspension and of his or her 
right to have the issue of penalty heard as provided in this section. 

(b) Upon its own motion or for good cause shown, a healing 
arts board may decline to impose or may set aside the suspension 
when it appears to be in the interest of justice to do so, with due 
regard to maintaining the integrity of, and confidence in, the 
specific healing art. 

(c) The issue of penalty shall be heard by an administrative law 
judge sitting alone or with a panel of the board, in the discretion 
of the board. A licensee may request a hearing on the penalty and 
that hearing shall be held within 90 days from the date of the 
request. If the order suspending or revoking the license or authority 
to practice is overturned on appeal, any discipline ordered 
pursuant to this section shall automatically cease. Upon a showing 
to the administrative law judge or panel by the licensee that the 
out-ol-state action is not a basis for discipline in California, the 
suspension shall be rescinded. an accusation for permanent 
discipline is not filed within 90 days of the suspension imposed 
pursuant to this section, the suspension shall automatically 
terminate. 

(d) The record of the proceedings that resulted in the suspension 
or revocation of the licensee's out-ol-state license or authority to 

If . 
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practice, including a transcript of the testimony therein, may be 
received in evidence. 

(e) This section shall not apply to a licensee who maintains his 
or her primary practice in California, as evidenced by having 
maintained a practice in this state for not less than one year 
immediately preceding the date of suspension or revocation. 
Nothing in this section shall preclude a licensee's license from 
be{ng suspended pursuant to any other provision of law. 

(f) This section shall not apply to a licensee whose license has 
been surrendered, whose only discipline is a medical staff 
disciplinary action at a federal hospital and not for medical 
disciplinary cause or reason as that term is defined in Section 805, 
or whose revocation or suspension has been stayed, even if the 
licensee remains subject to terms of probation or other discipline. 

(g) This section shall not apply to a suspension or revocation 
imposed by a state that is based solely on the prior discipline of 
the licensee by another state. 

(h) The other provisions of this article settingforth a procedure 
for the suspension or revocation of a licensee's license or 
certificate shall not apply to summary suspensions issued pursuant 
to this section. If a summary suspension has been issued pursuant 
to this section, the licensee may request that the hearing on the 
penalty conducted pursuant to subdivision (c) be held at the same 
time as a hearing on the accusation. 

(i) A board that complies with Section 2310 shall not be subject 
to the requirements of this section. 

720.36. Unless it is 
720.37. Unless otherwise expressly provided, any person, 

whether licensed pursuant to this division or not, who violates any 
provision of this article is guilty of a misdemeanor and shall be 
punished by a fine of not less than two hundred dollars ($200) nor 
more than one thousand two hundred dollars ($1,200), or by 
imprisonment in a county jail for a term of not less than 60 days 
nor no more than 180 days, or by both the fine and imprisonment. 

720.38. (a) The Emergency Health Care Enforcement Reserve 
Fund is hereby established in the State Treasury, to be 
administered by the department. Notwithstanding Section 13340 
of the Government Code, all moneys in the fund are hereby 
continuously appropriated and shall be used to support the 
investigation and prosecution of any matter within the authority 
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of any of the healing arts boards. The department, upon direction 
of a healing arts board, shall payout the funds or approve such 
payments as deemed necessary from those funds as have been 
designated for th~ purpose of this section. 

(b) Notwithstanding any other law, the funds of the Emergency 
Health Care Enforcement Reserve Fund are those moneys from 
the healing arts board's individualfunds, which shall be deposited 
into the Emergency Health Care Enforcement Reserve Fund when 
the amount within those funds exceeds more than four months 
operating expenditures of the healing arts board. 

(c) Notwithstanding any other law, the department, with 
approval of a healing arts board, may loan to any other board 
moneys necessary for the purpose of this section when it has been 
established that insufficient funds exist for that board, provided 
that the moneys will be repaid. 

720.40. Notwithstanding any other provision of law, if a healing 
arts board's fund reserve exceeds its statutory maximum, the board 
may lower its fees by resolution in order to reduce its reserves to 
an amount below its maximum. 

720.42. (aJ The Legislature finds that there are occasions 
when a healing arts board, as listed in Section 720, urgently 
requires additional expenditure authority in order to fund 
unanticipated enforcement and litigation activities. Without 
sufficient expenditure authority to obtain the necessary additional 
resources for urgent litigation and enforcement matters, the board 
is unable to adequately protect the public. Therefore, it is the intent 
of the Legislature that, apart from, and in addition to, the 
expenditure authority that may otherwise be established, the 
healing arts boards, as listed in Section 720, shall be given the 
increase in its expenditure authority in any given current fiscal 
year that is authorized by the Department of Finance pursuant to 
the provisions of subdivision (b) of this section, for costs and 
services in urgent litigation and enforcement matters, including, 
but not limited to, costs for the services of the Attorney General 
and the Office of Administrative Hearings. 

(b) Notwithstanding any other provision of law, upon the request 
of the department, the Department of Finance may augment the 
amount available for expenditures to pay enforcement costs for 
the services of the Attorney General's Office and the Office of 
Administrative Hearings. If an augmentation exceeds 20% of the 
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board's budget for the Attorney General, it may be made no sooner 
than 30 days after notification in writing to chairpersons of the 
committees in each house of the Legislature that consider 
appropriations and the Chairperson of the Joint Legislative Budget 
Committee, or no sooner than whatever lesser time the chairperson 
of the Joint Legislative Budget Committee may in each instance 
determine. 

SEC. 13. 
SEC. 14. Section 726 of the Business and Professions Code is 

amended to read: 
726. (a) The commission of any act of sexual abuse, 

misconduct, or relations with a patient, client, or customer 
constitutes unprofessional conduct and grounds for disciplinary 
action for any person licensed under this division, and under any 
initiative act referred to in this division. 

(b) For purposes of Division 1.5 (commencing with Section 
475), and the licensing Ifr"NS and regulations ofa healing arts board, 
as defined in Seetion720, the commission of, and conviction for, 
any act of sexual abuse, sexual misconduct, or attempted sexual 
misconduct, whether or not with a patient, or conviction of a felony 
requiring registration pursuant to Section 290 of the Penal Code 
shall be considered a crime substantially related to the 
qualifications, functions, or duties of a licensee of a healing arts 
board listed in Section 720. 

( c) This section shall not apply to sexual contact between a 
physician and surgeon and his or her spouse or person in an 
equivalent domestic relationship when that physician and surgeon 
provides medical treatment, other than psychotherapeutic treatment, 
to his or her spouse or person in an equivalent domestic 
relationship. 

SEC. 14. 
SEC. 15. Section 734 is added to the Business and Professions 

Code, to read: 
734. (a) The conviction of a charge of violating any federal 

statute or regulation or any statute or regulation of this state 
regulating dangerous drugs or controlled substances constitutes 
unprofessional conduct. The record of the conviction is conclusive 
evidence of the unprofessional conduct. A plea or verdict of guilty 
or a conviction following a plea of nolo contendere is deemed to 
be a conviction within the meaning of this section. 
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(b) Discipline may be ordered against a licensee in accordance 
with the laws and regulations ofthe healing arts board or the board 
may  order the denial of the license when the time for appeal has 
elapsed, or the judgment of conviction has been affirmed on appeal, 
or when an order granting probation is made suspending the 
imposition of sentence, irrespective of a subsequent order under 
the provisions of Section 1203.4 of the Penal Code allowing that 
person to withdraw his or her plea of guilty and to enter a plea of 
not guilty, or setting aside the verdict of guilty, or dismissing the 
accusation, complaint, information, or indictment. 

SEC. 15. 
SEC. 16. Section 735 is added to the Business and Professions 

Code, to read: 
735. A violation of any federal statute or federal regulation or 

any of the statutes or regulations of this state regulating dangerous 
drugs or controlled substances constitutes unprofessional conduct. 

SEC. 16. 
SEC. 17. Section 736 is added to the Business and Professions 

Code, to read: 
736. (a) The use or prescribing for or administering to himself 

or herself of any controlled substance; or the use of any of the 
dangerous drugs specified in Section 4022, or of alcoholic 
beverages, to the extent or in such a manner as to be dangerous or 
injurious to the licensee, or to any other person or to the public, 
or to the extent that the use impairs the ability of the licensee to 
practice safely; or any misdemeanor or felony involving the use, 
consumption, or self-administration of any of the substances 
referred to in this section, or any combination thereof, constitutes 
unprofessional conduct. The record ofthe conviction is conclusive 
evidence of the unprofessional conduct. 

(b) A plea or verdict of guilty or a conviction following a plea 
of nolo contendere is deemed to be a conviction within the meaning 
of this section. Discipline may be ordered against a licensee in 
accordance with the laws and regulations ofthe healing arts board 
or the board may order the denial ofthe license when the time for 
appeal has elapsed or the judgment of conviction has been affirmed 
on appeal or when an order granting probation is made suspending 
imposition of sentence, irrespective of a subsequent order under 
the provisions of Section 1203.4 of the Penal Code allowing that 
person to withdraw his or her plea of guilty and to enter a plea of 
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not guilty, or setting aside the verdict of guilty, or dismissing the 
accusation, complaint, information, or indictment. 

(c) A violation of subdivision (a) is a misdemeanor punishable 
by a fine of up to ten thousand dollars ($10,000), imprisonment 
in the county jail of up to six months, or both the fine and 
imprisonment. 

SEC. 17. 
SEC. 18. Section 737 is added to the Business and Professions 

Code, to read: 
737. It shall be unprofessional conduct for any licensee of a 

healing arts board to fail to comply with the following: 
( a) Furnish information in a timely manner to the healing arts 

board or the board's investigators or representatives if legally 
requested by the board. 

(b) Cooperate and participate in any disciplinary investigation 
or other regulatory or disciplinary proceeding pending against 
himself or herself the licensee. However, this subdivision shall not 
be construed to deprive a licensee of any privilege guaranteed by 
the Fifth Amendment to the Constitution of the United States, or 
any other constitutional or statutory privileges. This subdivision 
shall not be construed to require a licensee to cooperate with a 
request that requires him or her to waive any constitutional or 
statutory privilege or to comply with a request for information or 
other matters within an unreasonable period oftime in light of the 
time constraints of the licensee's practice. Any exercise by a 
licensee of any constitutional or statutory privilege shall not be 
used against the licensee in a regulatory or disciplinary proceeding 
against him or her the licensee. 

SEC. 18. 
SEC. 19. Section 802.1 of the Business and Professions Code 

is amended to read: 
802.1. (a) (1) A licensee of a healing arts board defined under 

Seetion 720 shaH submit a 'vvritten report of listed in Section 720 
shall report any of the following to the entity that issued his or her 
license: 

(A) The bringing of an indictment or information charging a 
felony against the licensee. 

(B) The arrest of the licensee. 
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(C) The conviction of the licensee, including any verdict of 
guilty, or plea of guilty or no contest, of any felony or 
misdemeanor. 

(D) Any disciplinary action taken by another licensing entity 
or authority of this state or of another state or an agency of the 
federal government. 

(2) The report required by this subdivision .shall be made in 
writing within 30 days ofthe date of the bringing of the indictment 
or the charging of a felony, the arrest, the conviction, or the 
disciplinary action. 

(b) Failure to make a report required by this section shall be a 
public offense punishable by a fine not to exceed five thousand 
dollars ($5,000). dollars ($5,000) and shall constitute 
unprofessional conduct. 

SEC. 20. Section 802.2 is added to the Business and Professions 
Code, to read: 

802.2. A licensee of a healing arts board listed in Section 720 
shall identify himself or herself as a licensee of the board to law 
enforcement and the court upon being arrested or charged with a 
misdemeanor or felony. The healing arts boards shall inform its 
licensees of this requirement. 

SEC. 19. 
SEC. 21. Section 803 of the Business and Professions Code is 

amended to read: 
803. (a) Except as provided in subdivision (b), within 10 days 

after a judgment by a court of this state that a person who holds a 
license, certificate, or other similar authority from a healing arts 
board defined listed in Section 720, has committed a crime, or is 
liable for any death or personal injury resulting in a judgment for 
an amount in excess of thirty thousand dollars ($30,000) caused 
by his or her negligence, error or omission in practice, or his or 
her rendering unauthorized professional services, the clerk of the 
court that rendered the judgment shall report that fact to the agency 
that issued the license, certificate, or other similar authority. 

(b) For purposes of a physician and surgeon, osteopathic 
physician and surgeon, or doctor of podiatric medicine, who is 
liable for any death or personal injury resulting in a judgment of 
any amount caused by his or her negligence, error or omission in 
practice, or his or her rendering unauthorized professional services, 
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the clerk of the court that rendered the judgment shall report that 
fact to the board that issued the license. 

SEC. 20. 
SEC. 22. Section 803.5 of the Business and Professions Code 

is amended to read: 
803.5. (a) The district attorney, city attorney, or other 

prosecuting agency shall notify the appropriate healing arts board 
defined listed in Section 720 and the clerk of the court in which 
the charges have been filed, of any filings against a licensee of 
that board charging a felony immediately upon obtaining 
information that the defendant is a licensee of the board. The notice 
shall identify the licensee and describe the crimes charged and the 
facts alleged. The prosecuting agency shall also notify the clerk 
of the court in which the action is pending that the defendant is a 
licensee, and the clerk shall record prominently in the file that the 
defendant holds a license from one of the boards described above. 

(b) The clerk of the court in which a licensee of one of the 
boards is convicted of a crime shall, within 48 hours after the 
conviction, transmit a certified copy of the record of conviction 
to the applicable board. 

SEC.21. Seetion 803.6 of the Business and: Professions Code 
is amended to read: 

803.6. (a) The elerk of the eourt shall transmit any felony 
preliminary hearing tratlseript eoneerning a defendant lieensee to 
the appropriate healing arts boards defined in Seetion 720 \vhere 
the total length of the transeript is under 800 pages and shall notify 
the appropriate board of any proeeeding \vhere the transeript 
exeeeds that length. 

(b) In any ease vmere a probation report on a lieensee is prepared 
for a eourt pursuant to Seetion 1203 of the Penal Code, a eopy of 
that report shall be transmitted by the probation offieer to the 
appropriate board. 

SEC. 23. Section 803.6 of the Business and Professions Code 
is amended to read: 

803.6. (a) The clerk of the court shall transmit any felony 
preliminary hearing transcript concerning a defendant licensee to 
the Medieal Board of California, the Osteopathie Medieal Board 
of Cali fomi a, the California Board ofPodiatrie Medieine, or other 
appropriate allied health board, as applieab1e, appropriate healing 
arts board listed in Section 720 where the total length of the 
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1 transcript is under 800 pages and shall notify the appropriate board 
of any proceeding where the transcript exceeds that length. 

(b) In any case where a probation report on a licensee is prepared 
for a court pursuant to Section 1203 of the Penal Code, a copy of 
that report shall be transmitted by the probation officer to the 
appropriate healing arts board. 

SEC. 22. 
SEC. 24. Section 803.7 is added to the Business and Professions 

Code, to read: 
803.7. The Department of Justice shall ensure that subsequent 

reports authorized to be issued to any board identified in Section 
101 are submitted to that board within 30 days from notification 
of subsequent arrests, convictions, or other updates. 

SEC. 23. Artiele 15 (eommeneing with Seetion 870) is added 
to Chapter 1 of Division 2 of the Business and Professions Code, 
to read: 

Artiele 15. Healing Arts Lieensing Fees 

870. (a) Notwithstanding any provision of 18:"vV establishing a 
fee or a fee range in this division, the department may annually 
establish a maximum fee amount for eaeh healing arts board, as 
defined in Seetion 720, adjusted eonsistent with the California 
Consumer Price Index. 

(b) The department shall promulgate regulations pursuant to 
the AdmirtistratFv"e Procedures Aet to establish the maximum: fee 
amount ealculated pursuant to subdivision (a). 

(e) A healing arts board, as defined in Section 720, shall 
establish, through regulations, the speeifie amount of all fees 
authorized by statute at a level that is at or below the amount 
established pursuant to subdivision (b). 

SEC. 24. 
SEC. 25. Article 16 (commencing with Section 880) is added 

to Chapter 1 of Division 2 of the Business and Professions Code, 
to read: 

Article 16. Unlicensed Practice 

880. (a) (1) It is a public offense, punishable by a fine not to 
exceed one hundred thousand dollars ($100,000), by imprisonment 
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in a county jail not to exceed one year, or by both that fine and 
imprisonment, for a person to do any of the following: for: 

(A) Any person who does not hold a current and valid license 
to practice a healing art under this division who engages in that 
practice. 

(B) Any person who fraudulently buys, sells, or obtains a license 
to practice any healing art in this division or to violate any 
provision of this division. 

(8) Any person TvVho represents himself or herself as engaging 
or authorized to engage in a healing art of this division Vv'ft:o is not 
authorized to do so. 

(2) Subparagraph (A) of paragraph (1) shall not apply to any 
person who is aheady being charged with a crime under the specific 
healing arts licensing provisions for which he or she engaged in 
unauthorized practice. 

(b) Notwithstanding any other provision oflaw, any person who 
is licensed under this division, but Tw'fl:O is not authorized to provide 
some or all serviees of another healing art, Vv'ft:o praetiees or 
supervises the practice of- those tlnauthoftzed services any person 
who does not hold a current and valid license to practice a healing 
art under this division, is guilty of a public crime, punishable by 
a fine not to exceed one hundred thousand dollars ($100,000), by 
imprisonment in a county jail not to exceed one year, or by both 
that fine and imprisonment. 

SEC. 26. Section 1005 of the Business and Professions Code 
is amended to read: 

1005. The provisions of Sections 12.5,23.9,29.5,30,31,35, 
104, 114, 115, 119, 121, 121.5, 125, 125.3. 125.4, 125.6,125.9, 
136,137,140,141, 143,155,163.5,461,462,475,480,484,485, 
487,489,490,490.5,491,494,495,496,498,499,510,511,512, 
701,702,703,704,710,716,720.2,720.4,720.8,720.10,720.12, 
720.14, 720.16, 720.18, 720.20, 720.22, 720.24, 720.28, 720.30, 
720.32, 720.35, 720.36,730.5, 731,-and 734, 735, 736, 737,802.1, 
803, 803.5, 803.6, 803.7, 851, and 880 are applicable to persons 
licensed by the State Board of Chiropractic Examiners under the 
Chiropractic Act. 

SEC. 27. Section 1006 is added to the Business and Professions 
Code, to read: 

1006. (a) Notwithstanding any other provision of law, upon 
receipt of evidence that a licensee of the State Board of 
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Chiropractic Examiners has engaged in conduct that poses an 
imminent risk of serious harm to the public health, safety, or 
welfare, the executive officer may issue a temporary order that 
the licensee cease all practice and activities that require a license 
by the board. 

(b) Before the executive officer may take any action pursuant 
to this section, the board shall delegate to the executive officer 
authority to issue a temporary cease practice order as specified 
in subdivision (a). The board may, by affirmative vote, rescind the 
executive officer's authority to issue cease temporary practice 
orders pursuant to subdivision (a). 

(c) A licensee may appeal the temporary cease practice order 
decision pursuant to the provisions of Chapter 5 (commencing 
with Section 11500) of Part 1 of Division 3 of Title 2 of the 
Government Code. 

(d) Any temporary order to cease practice issued pursuant to 
this section shall automatically be vacated within 90 days of 
issuance, or until the board files a petition pursuant to Section 
494 for an interim suspension order and the petition is denied or 
granted, whichever occurs first. 

(e) A licensee who fails or refuses to comply with a temporary 
order of the executive officer to cease practice pursuant to this 
section shall be subject to disciplinary action to revoke or suspend 
his or her license and by the board and an administrative fine 
assessed by the board not to exceed twenty-flve thousand dollars 
($25,000). The remedies provided herein are in addition to any 
other authority of the board to sanction a licensee for practicing 
or engaging in activities subject to the jurisdiction of the board 
without proper legal authority. 

(j) Upon receipt of new information, the executive officer shall 
review the basis for the interim license suspension order pursuant 
to subdivision (d) to determine if the grounds for the suspension 
continue to exist. The executive officer may vacate the suspension 
order, if he or she believes that the suspension is no longer. 
necessary to protect the public health, safety, or welfare as 
described in subdivision (a) of Section 494. 

(g) Any order to cease practice including an order pursuant to 
Section 494 shall be displayed on the board's Internet Web site, 
except that if the executive officer vacates the suspension order 
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pursuant to subdivision (e), the petition and order shall be removed 
from the respective board's Internet Web site. 

(h) Temporary suspension orders shall be subject to judicial 
review pursuant to Section 1094.5 of the Code of Civil Procedure 
and shall be heard only in the superior court in, and for, the 
Counties of Sacramento, San Francisco, Los Angeles, or San 
Diego. 

(i) For the purposes of this section, "imminent risk of serious 
harm to the public health, safety, or welfare" means that there is 
a reasonable likelihood that permitting the licensee to continue to 
practice will result in serious physical or emotional injury, 
unlawful sexual contact, or death to an individual or individuals 
within the next 90 days. 

SEC. 28. Section 1007 is added to the Business and Professions 
Code, to read: 

1007. (a) The State Board of Chiropractic Examiners shall 
report annually to the Legislature, not later than October 1 of 
each year, the following information: 

(1) The total number of consumer calls received by the board 
and the number of consumer calls or letters designated as 
discipline-related complaints. 

(2) The total number of complaint forms received by the board. 
(3) The totalnumber of reports received by the board pursuant 

to Sections 801, 801.01, and 803, as applicable. 
(4) The total number of coroner reports received by the board. 
(5) The total number of convictions reported to the board. 
(6) The total number of criminal filings reported to the board. 
(7) The total number of complaints closed or resolved without 

discipline, prior to accusation. 
(8) The total number of complaints and reports referred for 

formal investigation. 
(9) The total number of accusations filed and the final 

disposition of accusations through the board and court review, 
respectively. 

(10) The total number of citations issued, with fines and without 
fines, and the number of public letters of reprimand, letters of 
admonishment, or other similar action issued, if applicable. 

(11) The total number of final licensee disciplinary actions 
taken, by category. 
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(12) The total number of cases in process for more than six 
months, more than 12 months, more than 18 months, and more 
than 24 months, from receipt of a complaint by the board. 

(13) The average and median time in processing complaints, 
from original receipt of the complaint by the board, for all cases, 
at each stage of the disciplinary process and court review, 
respectively. 

(14) The total number of licensees in diversion or on probation 
for alcohol or drug abuse or mental disorder, and the number of 
licensees successfully completing diversion programs or probation, 
and failing to do so, respectively. 

(15) The total number of probation violation reports and 
probation revocation filings, and their dispositions. 

(16) The total number of petitions for reinstatement, and their 
dispositions. 

(17) The total number of caseloads of investigators for original 
cases and for probation cases, respectively. 

(b) "Action," for purposes of this section, includes proceedings 
brought by, or on behalf oj, the board against licensees for 
unprofessional conduct that have not been finallY'adjudicated, as 
well as disciplinary actions taken against licensees. 

SEC. 25. 
SEC. 29. Section 1699.2 is added to the Business and 

Professions Code, to read: 
1699.2. This article shall remain in effect only until January 

1, 2013, and as of that date is repealed, unless a later enacted 
statute, that is enacted before January 1,2013, deletes or extends 
that date. 

SEC. 26. 
SEC. 30. Section 2372 is added to the Business and Professions 

Code, to read: 
2372. This article shall remain in effect only until January 1, 

2013, and as ofthat date is repealed, unless a later enacted statute, 
that is enacted before January 1, 2013, deletes or extends that date. 

SEC. 27. 
SEC. 31. Section 2669.2 is added to the Business and 

Professions Code, to read: 
2669.2. This article shall remain in effect only until January 

1, 2013, and as of that date is repealed, unless a later enacted 
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1 statute, that is enacted before January 1, 2013, deletes or extends 
that date. 

SEC. 28. 
SEC 32. Section 2715 of the Business and Professions Code 

is amended to read: 
2715. The board shall prosecute all persons guilty of violating 

the provisions of this chapter. 
The board, in accordance with the provisions ofthe Civil Service 

Law, may employ investigators, nurse consultants, and other 
personnel as it deems necessary to carry into effect the provisions 
of this chapter. Investigators employed by the board shall be 
provided special training in investigating alleged nursing practice 
aetivities violations. 

The board shall have and use a seal bearing the name "Board of 
Registered Nursing." The board may adopt, amend, or repeal, in 
accordance with the provisions of Chapter 4.5 (commencing with 
Section 11371) of Part 1 of Division 3 of Title 2 of the Government 
Code, such rules and regulations as may be reasonably necessary 
to enable it to carry into effect the provisions of this chapter. 

SEC. 29. 
SEC 33. Section 2770.18 is added to the Business and 

Professions Code, to read: 
2770.18. This article shall remain in effect only until January 

1, 2013, and as of that date is repealed, unless a later enacted 
statute, that is enacted before January 1,2013, deletes or extends 
that date. 

SEC 34. Section 2815.6 is added to the Business and 
Professions Code, to read: 

2815.6. (a) It is the intent of the Legislature that, 
notwithstanding Section 128.5, in order to maintain an appropriate 
fund reserve, and in settingfees pursuant to this chapter, the Board 
of Registered Nursing shall seek to maintain a reserve in the Board 
of Registered Nursing Fund of not less than three and no more 
than six months' operating expenditures. 

SEC. 30. 
SEC 35. Section 3534.12 is added to the Business and 

Professions Code, to read: 
3534.12. This article shall remain in effect only until January 

1, 2013, and as of that date is repealed, unless a later enacted 
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1 statute, that is enacted before January 1, 2013, deletes or extends 
that date. 

SEC.3l. 
SEC. 36. Section 4375 is added to the Business and Professions 

Code, to read: 
4375. This article shall remain in effect only until January 1,' 

2013, and as ofthat date is repealed, unless a later enacted statute, 
that is enacted before January 1, 2013, deletes or extends that date. 

SEC. 32. 
SEC. 37. Section 4873.2 is added to the Business and 

Professions Code, to read: 
4873.2. This article shall remain in effect only until January 

1, 2013, and as of that date is repealed, unless a later enacted 
statute, that is enacted before January 1,2013, deletes or extends 
that date. 

SEC. 33. Section 12529 of the Government Code, as amended 
by Section 8 of Chapter 505 of the Statutes of 2009, is amended 
to read: 

12529. (a) There is in the Department of Justice the Health 
Quality Enforcement Section. The primary responsibility of the 
section is to investigate and prosecute proceedings against licensees 
and applicants 'Nithin the jurisdiction of the Medical Board of 
California, the California Board of Podiatric Medicine, the Board 
ofPsyeliology, any committee under the jurisdiction of the Medical 
Board of California, or any other healing arts board, as defined in 
Section 720 of the Business and Professions Code, as requested 
by the executive officer of that board. 

(b) The Attorney General shall appoint a Senior Assistant 
Attorney General of the HeaIth Quality Enforecmcnt Section. The 
Senior Assistant Attorney General of the Health Quality 
Enforcement Section shall be an attorney in good standing licensed 
to practice in the State of California, experienced in proseeutorial 
or administrative disciplinary proceedings and competent in the 
management and supervision of attorneys performing those 
functions. 

(c) The Attorney General shall ensure that the IleaIth Quality 
Enforcement Section is staffed with a sufficient number of 
experienced and able employees that arc capable of handling the 
most complex and varied types of disciplinary actions against the 
licensees oHhe boards. 
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1 Ed) Pundifi-g for the Health Quality Enforcement Section shall 
be budgeted in consultation vv'ith the Attorney' General from the 
special funds financing the operations of the Medical Board of 
California, the California Board of Podiatric Medicine, the Board 
of Psychology, the committees under the jurisdiction of the Medical 
Board of California, and any other healing arts board, as defined 
in Section 720 of the Business and Professions Code, vv'ith the 
intent that the expenses be proportionally shared as to sef'v'iees 
rendered. 

Ee) This section shall remain in effect only until January I, 2013, 
and as of that date is repealed, unless a later enacted statute, that 
is enacted before January 1,2013, deletes or extends that date. 

SEC. 34. Section 12529 of the Government Code, as amended 
by Section 9 of Chapter 505 oHhe Statutes of2009, is amended 
to read: 

12529. Ea) There is in the Department of Justice the Health 
Quality Enforcement Section. The primary respofisibility of the 
seetiofi is to prosecute proeeediHgs against lieCfisees and applicants 
vv'ithin the jurisdietiofi of the Medical Board of California, the 
California Board of Podiatric Medieifie, the Board of Psychology, 
afiY committee ufider the jurisdiction of the Medical Board of 
California, or ally other healing arts board, as defined ifi Seetiofi 
720 of the Business afid Professions Code, as requested by the 
executive officer of that board, and to provide ofigoiHg rcviC"vv of 
the iffv'estigative aetrv'ities eOfidueted in support of those 
prosecutiofis, as provided in subdivision Eb) of Section 12529.5. 

(b) The Attorney Gefieral shall appoint a Sefiior Assistant 
Attorney' General ofthe Health Quality Efiforeement Section. The 
Senior Assistant Attorney General of the Health Quality 
Enforcement Seetiofi shall be an attorney in good standifig licensed 
to practice ifi the State of California, experiefieed in proseeutorial 
or administrative diseiplifiary proeeedifigs and eompetefit in the 
mallagement and supervisiofi of attorneys performing those 
ftmetions. 

Ee) The Attorney General shall efisure that the Health Quality 
Enforcement Section is staffed with a suffieiefit fiUmber of 
experiefieed and able employees that are capable of halldliHg the 
most complex alld varied types of diseiplifiary actions agaifist the 
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1 Ed) FUlIding for the Health Quality Enforcement Section shall 
be budgeted in consultation with the Attorney General from the 
special funds financing the operations of the Medical Board of 
California, the California Board of Podiatric Medicine, the Board 
of Psychology, the committees UlIder the jurisdiction of the Medical 
Board of California, and any other healing arts board, as defined 
in Section 720 of the Business and Professions Code, with the 
intent that the expenses be proportionally shared as to services 
rendered. 

Ee) This section shall become operative January' 1, 2013. 
SEC. 35. Seetion12529.5 ofthe Government Code, as amended 

by Section 10 of Chapter 505 of the Statutes of2009, is amended 
to read: 

12529.5. Eft) All complaints or relevant information concerning 
licensees that are within the jurisdiction of the Medical Board of 
California~ the California Board of Podiatric Medicine, or the 
Board of Psychology shall be made available to the Health Quality 
Enforcement Section. Complaints or relevant information may be 
referred to the Health Quality Enforeement Section as determined 
by the executive officer of ally other healing arts board, as defined 
in Section 720 of the Business and Professions Code. 

(b) The Senior Assistant Attorney General of the Health Quality 
Enforcement Section shall assign attorneys to vv'ork on location at 
the intake unit of the Medical Board of California, the California 
Board of Podiatric Medicine, or the Board of Psychology, and 
shall assign attorneys to vv'ork on location at the Health Quality 
Enforcement Unit of the Division of Investigation of the 
Department of Consumer Affairs to assist in evaluating and 
screening complaints and to assist in developing uniform standards 
and procedures for processing complaints. 

Ee) The Senior Assistant Attorney General or his or her deputy 
attorneys general shall assist the boards, committees, and the 
Division of Investigation in designing and providing initial and 
in service training programs for staff of the boards or committees, 
including, but not limited to, information collection and 
investigation. 

Ed) The determination to bring a disciplinary proceeding against 
a licensee of the boards shall be made by the executive officer of 
the boards or committees as appropriate in consultation with the 
senior assistant. 
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1 (e) This seetion shall remam in effeet only until January 1, 2013, 
alld as of that date is repealed, unless a later enaeted statute, that 
is enacted before Jfrfiuary 1, 2013, deletes or extends that date. 

SEC. 36. Seetion 12529.5 ofthe Go'vemment Code, as amended 
by Seetion 11 of Chapter 505 ofthe Statutes of 2009, is amended 
to read: 

12529.5. (a) All eomplaints or relevant information eoneeming 
lieensees that are within the jurisdietion of the Medieal Board of 
California, the Califomia Board of Podiatric Medicine, or the 
Board ofPsyehology shall be made available to the Health Quality 
Enforcement Section. Complaints or releVfrfit information may be 
referred to the Health Quality Enforeement Seetion as determined 
by the executive offieer of ally other healing arts board, as defined 
in Seetion 720 of the Business frfid Professions Code. 

(b) The SeniorAssistfrfit Attorney General of the IIealth Quality 
Enforeement Seetion shall assign attorneys to assist the boards in 
intake and investigations, shall assign attorneys to work on loeatioo 
at the Health Quality Enforcement Unit of the DYv"ision of 
Investigation of the Department of Consumer Affairs, frfid to direet 
discipline related prosecutions. A:ttorneys shall be assigned to 
work closely 'vvith eaeh major intah..re alld investigatory unit of the 
boards, to assist in the evaluation alld sereening ofcomplamts from 
reeeipt through disposition alld to assist in developing uniform 
stalldards and proeedures for the handling of complaints and 
investigations. 

A deputy attorney general of the Health Quality Enforeement 
Section shall fl'eq-uently be available on loeation at eaeh of the 
working offiees at the major investigation eenters of the boards, 
to provide consultation and related serviees alld engage in ease 
revie'.v vv"ith the boards' investigative, medical advisory, alld intake 
staff and the Division of Investigation. The Semor Assistant 
Attorney General frfid deputy attorneys general vv'orking at his or 
her direetion shall consult as appropriate 'vvith the investigators of 
the boards, medieal advisors, and exeeutive staff in the 
investigation alld prosecution of diseiplinary eases. 

(e) The Senior Assistant Attorney Genernl or his or her deputy 
attorneys general shall assist the boards or eommittees in designing 
frfid providing initial alld in serviee training programs for staff of 
the boards or committees, including, but not limited to, informatioo 
colleetion alld investigation. 
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1 Ed) The detefftlifiatiofi to brifig a disciplifiary proccedifig agaifist 
a lieCHsec of thc boards shall be madc by the executive officer of 
the boards or committees as appropriate in cOfisultatiofi with the 
serum assistafit. 

Ec) This sectiofi shall become operative Jafiuary 1, 2013. 
SEC. 37. Sectiofi 12529.6 ofthe GovcmmentCode is amendcd 

to read: 
12529.6. Ea) The Legislature fifids and declares that the healifig 

arts boards, as defified ifi Sectiofi 720 of the Busifiess B:fid 
Professions Code, by efiSUfing the quality an:d safety of health care, 
perform one of the most critical ftmctiofis of state government. 
Because of the critical importance of a board's public health afid 
safety functiofi, the complexity of cases involving alleged 
misconduct by health care practitioners, and the C'v'identiary burden 
ifi a healing arts board's disciplifiary eases, the Legislature fin:ds 
and declares that usifig a vertical efiforcement afid prosecution 
model for thosc investigatiofis is ifi the best ifiterests of the people 
of California. 

(b) Not'vvithstB:fidifig any other provision oHa ... ;, each complaint 
that is referred to a district office of the Medical Board of 
California, the California Board of Podiatric Medicine, the Board 
of Psychology, or the Health Quality Enforcement Ufiit for 
investigation shall be simultaneously and jointly assigHed to an 
in'V'Cstigator and to the deputy attorney gefieral in the Health Quality 
Enforcement Seetiofi respofisible for prosecutiHg the case if the 
ifivestigation results in the filing of an accusation. The joint 
assignment of the investigator and the deputy attorney gefieral 
shall exist for the duratiofi of the disciplinary matter. Durifig the 
assignment, the ifivestigator so assigned shall, Ufider the direction 
but fiot the supervisiofi of the deputy attorney gefieral, be 
respofisiblc for obtairufig the C'v'idefiee required to pCfftlit the 
Attorney Gefieral to advise the board Ofi legal matters such as 
whether the board should file a fofftlal aeeusatiofi, dismiss the 
eomplaifit for a lack of C'v'idefice required to mect the applicable 
burden of proof, or take other appropriatc legal action. 

Ec) Thc Medical Board of California, the DepartmCHt of 
COfisumcr Affairs, and the Office of the Attorney G efieral shall, 
if ficeessary, efiter into an ifiteragefiCY agrecmcfit to implement 
this scetiofi. 
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1 (d) This section does not affect the requirements of Section 
12529.5 as applied to the Medical Board of California 'vvhere 
complaints that have not been assigned to a field office for 
investigation are concerned. 

(e) It is the intent of the Legislature to enhance the vertical 
enforcement and prosecution model as set forth in subdivision (a). 
The M:edieal Board of California shall do all of the following: 

(1) Increase its computer capabilities and compatibilities vv'ith 
the Health Quality Enforcement Section in order to share ease 
information. 

(2) Establish and implement a plan to collocate, TvVhen feasible, 
its enforcement staff and the staff of the Health Quality 
Enforcement Section, in order to carry out the intent of the vertical 
enforeement and prosecution model. 

(3) Establish and implement a plan to assist in team: building 
between its enforcement staff and the staff of the Health Quality 
Enforcement Section in order to ensure a common and consistent 
knO'vvledge base. 

(f) This section shall remain in effect only until January 1,2013, 
and as of that date is repealed, unless a later enacted statute, that 
is enacted bcfore January 1,2013, deletes or extends that date. 

SEC. 38. Section 12529.7 ofthe GovemmentCode is amended 
to read: 

12529.7. By March 1, 2012, the Dep~ent of Consumer 
Affairs, in consultation with the healing arts boards, as defined in 
Section 720 of the Business and Professions Code, and the 
Department of Justice, shall report and make recommendations to 
thc Govemor and the Legislature on the 'v'Cftieal enforcement and 
prosecution model created under Section 12529.6. 

SEC. 38. Section 12529.8 is added to the Government Code, 
to read: 

12529.8. (aJ Any healing arts board listed in Section 720 of 
the Business and Professions Code may utilize the model 
prescribed in Sections 12529 to 12529.6, inclusive, for the 
investigation and prosecution of some or all of its enforcement 
actions and may utilize the services of the Department of Justice 
Health Quality Enforcement Section or the licensing section. If a 
board elects to proceed pursuant to this section and utilizes the 
services of the licensing section, the Department of Justice shall 
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assign attorneys to work on location at the licensing unit of the 
Division of Investigation of the Department of Consumer Affairs. 

(b) The report requirements contained in Section 12529.7 shall 
apply to any healing arts board that utilizes those provisions for 
enforcement. 

(c) This section shall not apply to any healing arts board listed 
in subdivision (a) of Section 12529. 

SEC. 39. Section 830.3 of the Penal Code is amended to read: 
830.3. The following persons are peace officers whose authority 

extends to any place in the state for the purpose of performing 
their primary duty or when making an arrest pursuant to Section 
836 of the Penal Code as to any public offense with respect to 
which there is immediate danger to person or property, or of the 
escape of the perpetrator of that offense, or pursuant to Section 
8597 or 8598 of the Government Code. These peace officers may 
carry firearms only if authorized and under those terms and 
conditions as specified by their employing agencies: 

(a) Persons employed by the Division of Investigation of the 
Department of Consumer Affairs and investigators of the Medical 
Board of California, the Dental Board of California, and the Board 
of Registered Nursing who are designated by the Director of 
Consumer Affairs, provided that the primary duty of these peace 
officers shall be the enforcement ofthe law as that duty is set forth 
in Section 160 of the Business and Professions Code. 

(b) Voluntary fire wardens designated by the Director of 
Forestry and Fire Protection pursuantto Section 4156 of the Public 
Resources Code, provided that the primary duty of these peace 
officers shall be the enforcement of the law as that duty is set forth 
in Section 4156 of that code. 

(c) Employees ofthe Department of Motor Vehicles designated 
in Section 1655 of the Vehicle Code, provided that the primary 
duty ofthese peace officers shall be the enforcement of the law as 
that duty is set forth in Section 1655 of that code. 

(d) Investigators of the California Horse Racing Board 
designated by the board, provided that the primary duty of these 
peace officers shall be the enforcement of Chapter 4 (commencing 
with Section 19400) of Division 8 of the Business and Professions 
Code and Chapter 10 (commencing with Section 330) of Title 9 
of Part 1 of this code. 
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1 
2 

(e) The State Fire Marshal and assistant or deputy state fire 
marshals appointed pursuant to Section 13103 of the Health and 
Safety Code, provided that the primary duty of these peace officers 
shall be the enforcement of the law as that duty is set forth in 
Section 13104 of that code. 

(f) Inspectors of the food and drug section designated by the 
chief pursuant to subdivision (a) of Section 106500 of the Health 
and Safety Code, provided that the primary duty of these peace 
officers shall be the enforcement of the law as that duty is set forth 
in Section 106500 of that code. 

(g) All investigators of the Division of Labor Standards 
Enforcement designated by the Labor Commissioner, provided 
that the primary duty of these peace officers shall be the 
enforcement of the law as prescribed in Section 95 of the Labor 
Code. 

(h) All investigators of the State Departments of Health Care 
Services, Public Health, Social Services, Mental Health, and 
Alcohol and Drug Programs, the Department of Toxic Substances 
Control, the Office of Statewide Health Plarming and Development, 
and the Public Employees' Retirement System, provided that the 
primary duty of these peace officers shall be the enforcement of 
the law relating to the duties of his or her department or office. 
Notwithstanding any other provision of law, investigators of the 
Public Employees' Retirement System shall not carry firearms. 

(i) The Chief of the Bureau of Fraudulent Claims of the 
Department ofInsurance and those investigators designated by the 
chief, provided that the primary duty of those investigators shall 
be the enforcement of Section 550. 

G) Employees of the Department of Housing and Community 
Development designated under Section 18023 of the Health and 
Safety Code, provided that the primary duty of these peace officers 
shall be the enforcement of the law as that duty is set forth in 
Section 18023 of that code. 

(k) Investigators of the office of the Controller, provided that 
the primary duty of these investigators shall be the enforcement 
of the law relating to the duties of that office. Notwithstanding any 
other law, except as authorized by the Controller, the peace officers 
designated pursuant to this subdivision shall not carry firearms. 

(l) Investigators ofthe Department of Corporations designated 
by the Commissioner of Corporations, provided that the primary 
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duty of these investigators shall be the enforcement of the 
provisions oflaw administered by the Department of Corporations. 
Notwithstanding any other provision of law, the peace officers 
designated pursuant to this subdivision shall not carry firearms. 

(m) Persons employed by the Contractors' State License Board 
designated by the Director of Consumer Affairs pursuant to Section 
7011.5 of the Business and Professions Code, provided that the 
primary duty of these persons shall be the enforcement of the law 
as that duty is set forth in Section 7011.5, and in Chapter 9 
(commencing with Section 7000) of Division 3, of that code. The 
Director of Consumer Affairs may designate as peace officers not 
more than three persons who shall at the time of their designation 
be assigned to the special investigations unit of the board. 
Notwithstanding any other provision oflaw, the persons designated 
pursuant to this subdivision shall not carry firearms. 

(n) The Chief and coordinators of the Law Enforcement Division 
of the Office of Emergency Services. 

(0) Investigators of the office of the Secretary of State designated 
by the Secretary of State, provided that the primary duty of these 
peace officers shall be the enforcement of the law as prescribed 
in Chapter 3 (commencing with Section 8200) of Division 1 of 
Title 2 of, and Section 12172.5 of, the Government Code. 
Notwithstanding any other provision of law, the peace officers 
designated pursuant to this subdivision shall not carry firearms. 

(p) The Deputy Director for Security designated by Section 
8880.38 ofthe Government Code, and all lottery security personnel 
assigned to the California State Lottery and designated by the 
director, provided that the primary duty of any of those peace 
officers shall be the enforcement of the laws related to assuring 
ensuring the integrity, honesty, and fairness of the operation and 
administration of the California State Lottery. 

(q) Investigators employed by the Investigation Division of the 
Employment Development Department designated by the director 
of the department, provided that the primary duty of those peace 
officers shall be the enforcement of the law as that duty is set forth 
in Section 317 of the Unemployment Insurance Code. 

Notwithstanding any other provision of law, the peace officers 
designated pursuant to this subdivision shall not carry firearms. 

(r) The chief and assistant chief of museum security and safety 
of the California Science Center, as designated by the executive 
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1 director pursuant to Section 4108 of the Food and Agricultural 
Code, provided that the primary duty of those peace officers shall 
be the enforcement of the law as that duty is set forth in Section 
4108 of the Food and Agricultural Code. 

(s) Employees of the Franchise Tax Board designated by the 
board, provided that the primary duty of these peace officers shall 
be the enforcement of the law as set forth in Chapter 9 
(commencing with Section 19701) of Part 10.2 of Division 2 of 
the Revenue and Taxation Code. 

(t) Notwithstanding any other provision of this section, a peace 
officer authorized by this section shall not be authorized to carry 
firearms by his or her employing agency until that agency has 
adopted a policy on the use of deadly force by those peace officers, 
and until those peace officers have been instructed in the employing 
agency's policy on the use of deadly force. 

Every peace officer authorized pursuant to this section to carry 
firearms by his or her employing agency shall qualify in the use 
of the firearms at least every six months. 

(u) Investigators of the Department of Managed Health Care 
designated by the Director of the Department of Managed Health 
Care, provided that the primary duty of these investigators shall 
be the enforcement of the provisions of laws administered by the 
Director of the Department of Managed Health Care. 
Notwithstanding any other provision of law, the peace officers 
designated pursuant to this subdivision shall not carry firearms. 

(v) The Chief, Deputy Chief, supervising investigators, and 
investigators of the Office of Protective Services of the State 
Department of Developmental Services, provided that the primary 
duty of each of those persons shall be the enforcement of the law 
relating to the duties of his or her department or office. 

SEC. 40. (a) It is the intent of the Legislature that the 
Department of Consumer Affairs shall, on or before December 
31, 2012, establish an enterprise information technology system 
necessary to electronically create and update healing arts license 
information, track enforcement cases, and allocate enforcement 
efforts pertaining to healing arts licensees. The Legislature intends 
the system to be designed as an integrated system to support all 
business automation requirements of the department's licensing 
and enforcement functions. 
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1 (b) The Legislature also intends the department to enter into 
contracts for telecommunication, programming, data analysis, data 
processing, and other services necessary to develop, operate, and 
maintain the enterprise information technology system. 

SEC. 41. No reimbursement is required by this act pursuant 
to Section 6 of Article XIII B of the California Constitution for 
certain costs that may be incurred by a local agency or school 
district because, in that regard, this act creates a new crime or 
infraction, eliminates a crime or infraction, or changes the penalty 
for a crime or infraction, within the meaning of Section 17556 of
the Government Code, or changes the definition of a crime within 
the meaning of Section 6 of Article XIII B of the California 
Constitution. 

However, if the Commission on State Mandates determines that 
this act contains other costs mandated by the state, reimbursement 
to local agencies and school districts for those costs shall be made 
pursuant to Part 7 (commencing with Section 17500) of Division 
4 of Title 2 of the Government Code. 
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#1 SENATE BILL 1441 REQUIREMENT 

Specific requirements for a clinical diagnostic evaluation of the licensee, including, but not 
limited to, required qualifications for the providers evaluating the licensee. 

#1 Uniform Standard 

Any licensee in a board diversion program or 'Nhose license is on probation, who the board 
has reasonable suspicion has a substance abuse problem shall be required to undergo a 
clinical diagnostic evaluation at the licensee's expense. The follO'vving standards apply to 
the clinical diagnostic evaluation. 

If a healing arts board orders a licensee who is either in a diversion program or whose 
license is on probation due to a substance abuse problem to undergo a clinical diagnosis 
evaluation, the following applies: 

1. TRo @Iini@al €Iia§flosti@ ovah;latiofl sRall190 ~ai€l fer 19y tRO li@oflsoo; 

1. The clinical diagnostic evaluation shall be conducted by a licensed practitioner who: 

• holds a valid, unrestricted license, which includes scope of practice to conduct a 
clinical diagnostic evaluation; 

• has three (3) years experience in providing evaluations of health professionals 
with substance abuse disorders; and, 

• is approved by the board. 

2. The clinical diagnostic evaluation shall be conducted in accordance with acceptable 
professional standards for conducting substance abuse clinical diagnostic evaluations. 

3. The clinical diagnostic evaluation report shall: 

• set forth, in the evaluator's opinion, whether the licensee has a substance abuse 
problem; 

• set forth, in the evaluator's opinion, whether the licensee is a threat to 
himself/herself or others; and, 

• set forth, in the evaluator's OpIniOn, recommendations for substance abuse 
treatment, practice restrictions, or other recommendations related to the licensee's 
rehabilitation and safe practice. 
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The evaluator shall not have a financial relationship, personal relationship, or business 
relationship with the licensee within the last five years. The evaluator shall provide an 
objective, unbiased, and independent evaluation. 

If the evaluator determines during the evaluation process that a licensee is a threat to 
himself/herself or others, the evaluator shall notify the board within 24 hours of such a 
determinatio n. 

For all evaluations, a final written report shall be provided to the board no later than ten (10) 
days from the date the evaluator is assigned the matter unless the evaluator requests 
additional information to complete the evaluation, not to exceed 30 days. 
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#2 SENATE BILL 1441 REQUIREMENT 

Specific requirements for the temporary removal of the licensee from practice, in order to 
enable the licensee to undergo the clinical diagnostic evaluation described in subdivision (a) 
and any treatment recommended by the evaluator described in subdivision (a) and approved 
by the board, and specific criteria that the licensee must meet before being permitted to return 
to practice on a full-time or part-time basis. 

#2 Uniform Standard 

The following practice restrictions apply to each licensee who undergoes a clinical 

diagnostic evaluation: 

1. His or her license shall be automatically suspended placed on inactive status The 

Board shall order the licensee to cease practice during the clinical diagnostic 

evaluation pending the results of the clinical diagnostic evaluation and review by 

the diversion program/board staff. 

2. While awaiting the results of the clinical diagnostic evaluation required in Uniform 

Standard #1, the licensee shall be randomly drug tested at least two (2) times per 

week. 

After reviewing the results of the clinical diagnostic evaluation, and the criteria below, a 

diversion or probation manager shall determine, whether or not the licensee is safe to 

return to either part-time or fulltime practice. However, no licensee shall be returned to 

practice until he or she has at least one (1) month 30 days of negative drug tests. 

• the license type; 

• the licensee's history; 

• the documented length of sobriety/time that has elapsed since substance use; 

• the scope and pattern of use; 

• the treatment history; 

• the licensee's medical history and current medical condition; 

• the nature, duration and severity of substance abuse, and 

• whether the licensee is a threat to himself/herself or the public. 
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#3 SENATE BILL 1441 REQUIREMENT 

Specific requirements that govern the ability of the licensing board to communicate with the 
licensee's employer about the licensee's status or condition. 

#3 Uniform Standard 

If the licensee who is either in a board diversion program or whose license is on probation 

has an employer, the licensee shall provide to the board the names, physical addresses, 

mailing addresses, and telephone numbers of all employers and supervisors and shall give 

specific, written consent that the licensee authorizes the board and the employers and 

supervisors to communicate regarding the licensee's work status, performance, and 

monitoring. 
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#4 SENATE BILL 1441 REQUIREMENT 

Standards governing all aspects of required testing, including, but not limited to, frequency of testing, 
randomnicity, method of notice to the licensee, number of hours between the provision of notice and the test, 
standards for specimen collectors, procedures used by specimen collectors, the permissible locations of testing, 
whether the collection process must be observed by the collector, backup testing requirements when the licensee 
is on vacation or otherwise unavailable for local testing, requirements for the laboratory that analyzes the 
specimens, and the required maximum timeframe from the test to the receipt of the result of the test. 

#4 Uniform Standard 

The fallawing drug testing standards shall apply ta each licensee subject ta drug testing: 

1. Licensees shall be randamly drug tested at least 104 times per year far the first year 
and at any time as directed by the baard. After the first year, licensees, wha are 
practicing, shall be randamly drug tested at least SO times per year, and at any time 
as directed by the baard. 

2. Drug testing may be required an any day, including weekends and halidays. 

3. The scheduling .of drug tests shall be dane an a randam basis, preferably by a 
camputer program. 

4. Licensees shall be required ta make daily cantact ta determine if drug testing is 
required. 

S. Licensees shall be drug tested an the date .of natificatian as directed by the baard. 

6. Specimen callectars must either be certified by the Drug and Alcahal Testing 
Industry Assaciatian .or have campleted the training required to serve as a callectar 
far the U.S. Department of Transpartatian. 

7. Specimen callectars shall adhere ta the current U.S. Department .of Transpartatian 
Specimen Callectian Guidelines. 

8. Testing lacatians shall camply with the Urine Specimen Callectian Guidelines 
published by the U.S. Department .of Transpartatian, regardless .of the type .of test 
administered. 

9. Callectian .of specimens shall be .observed. 

10. Priar ta vacatian .or absence, alternative drug testing lacatian(s) must be approved 
by the baard. 

11. Laborataries shall be certified and accredited by the U.S. Department .of Health and 
Human Services. 

A callectian site must submit a specimen ta the labaratary within .one (1) business day .of 
receipt. A chain .of custady shall be used an all specimens. The laboratary shall process 
results and provide legally defensible test results within seven (7) days .of receipt .of the 
specimen. The appropriate baard will be natified .of nan-negative test results within .one (1) 
business day and will be natified .of negative test results within seven (7) business days. 
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#5 SENATE BILL 1441 REQUIREMENT 

Standards governing all aspects of group meeting attendance requirements, including, but not 
limited to, required qualifications for group meeting facilitators, frequency of required meeting 
attendance, and methods of documenting and reporting attendance or nonattendance by licensees. 

#5 Uniform Standard 

If a board requires a licensee to participate in group support meetings, the following shall 
apply: 

When determining the frequency of required group meeting attendance, the board shall 
give consideration to the following: 

• the licensee's history; 
• the documented length of sobriety/time that has elapsed since substance use; 
• the recommendation of the clinical evaluator; 
• the scope and pattern of use; 
• the licensee's treatment history; and, 
• the nature, duration, and severity of substance abuse. 

Group Meeting Facilitator Qualifications and Requirements: 

1. The meeting facilitator must have a minimum of three (3) years experience in the 
treatment and rehabilitation of substance abuse, and shall be licensed or certified by 
the state or other nationally certified organizations. 

2. The meeting facilitator must not have a financial relationship, personal relationship, 
or business rel~tionship with the licensee in the last five (5) years. 

3. The group meeting facilitator shall provide to the board a signed document showing 
the licensee's name, the group name, the date and location of the meeting, the 
licensee's attendance, and the licensee's level of participation and progress. 

4. The facilitator shall report any unexcused absence within 24 hours. 
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#6 SENATE BILL 1441 REQUIREMENT 

Standards used in determining whether inpatient, outpatient, or other type of treatment is 
necessary. 

#6 Uniform Standard 

In determining whether inpatient, outpatient, or other type of treatment is necessary, the 

board shall consider the following criteria: 

• recommendation of the clinical diagnostic evaluation pursuant to Uniform Standard #1 ; 

• license type; 

• licensee's history; 

• documented length of sobriety/time that has elapsed since substance abuse; 

• scope and pattern of substance use; 

• licensee's treatment history; 

• licensee's medical history and current medical condition; 

• nature, duration, and severity of substance abuse, and 

• threat to himself/herself or the public. 
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#7 SENATE BILL 1441 REQUIREMENT 

Worksite monitoring requirements and standards, including, but not limited to, required 
qualifications of worksite monitors, required methods of monitoring by worksite monitors, and 
required reporting by worksite monitors. 

#7 Uniform Standard 

. A board may require the use of worksite monitors. If a board determines that a worksite 
monitor is necessary for a particular licensee, the worksite monitor shall meet the following 
requirements to be considered for approval by the board. 

1. The worksite monitor shall not have financial, personal, or familial relationship with 
the licensee, or other relationship that could reasonably be expected to compromise 
the ability of the monitor to render impartial and unbiased reports to the board. If it is 
impractical for anyone but the licensee's employer to serve as the worksite monitor, 
this requirement may be waived by the board; however, under no circumstances 
shall a licensee's worksite monitor be an employee of the licensee. 

2. The worksite monitor's license scope of practice shall include the scope of practice 
of the licensee that is being monitored or be another health care professional if no 
monitor with like practice is available. 

3. The worksite monitor shall have an active unrestricted license, with no disciplinary 
action within the last five (5) years. 

4. The worksite monitor shall sign an affirmation that he or she has reviewed the terms 
and conditions of the licensee's disciplinary order and/or contract and agrees to 
monitor the licensee as set forth by the board. 

5. The worksite monitor must adhere to the following required methods of monitoring 
the licensee: 

a) Have face-to-face contact with the licensee in the work environment on a 
frequent basis as determined by the board, at least once per week. 

b) Interview other staff in the office regarding the licensee's behavior, if 
applicable. 

c) Review the licensee's work attendance. 
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Reporting by the worksite monitor to the board shall be as follows: 

1. Any suspected substance abuse must be verbally reported to the board and the 
licensee's employer within one (1) business day of occurrence. If occurrence is not 
during the board's normal business hours the verbal report must be within one (1) 
hour of the next business day. A written report shall be submitted to the board 
within 48 hours of occurrence. 

2. The worksite monitor shall complete and submit a written report monthly or as 
directed by the board. The report shall include: 

• the licensee's name; 

• license number; 

• worksite monitor's name and signature; 

• worksite monitor's license number; 

• worksite location(s); 

• dates licensee had face-to-face contact with monitor; 

• staff interviewed, if applicable; 

• attendance report; 

• any change in behavior and/or personal habits; 

• any indicators that can lead to suspected substance abuse. 

The licensee shall complete the required consent forms and sign an agreement with the 
worksite monitor and the board to allow the board to communicate with the worksite monitor. 

12 
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#8 SENATE BILL 1441 REQUIREMENT 

Procedures to be followed when a licensee tests positive for a banned substance. 

#8 Uniform Standard 

When a licensee tests positive for a banned substance, the board shall: 

1. TAo liem~soo's lieoRse sAalllJe al-;;ltomatieally SI-;;IS~OR€lO€l; Place the licensee's license on 
inactive status The board shall order the licensee to cease practice; aM 

2. Immediately The board shall contact the licensee and instruct the licensee to leave work; 
and 

3. The board shall notify the licensee's employer, if any, and worksite monitor, if any, that 
the licensee may not work. 

Thereafter, the board should determine whether the positive drug test is in fact evidence of 
prohibited use. If so, proceed to Standard #9. If not, the board shall immediately lift the 
Sl-;;Is~oRsioR of roaeti)iato tAo lieoRso cease practice order. 

In determining whether the positive test is evidence of prohibited use, the board should, as 
applicable: 

1. Consult the specimen collector and the laboratory; 

2. Communicate with the licensee and/or any physician who is treating the licensee; and 

3. Communicate with any treatment provider, including group facilitator/s. 
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#9 SENATE BILL 1441 REQUIREMENT 

Procedures to be followed when a licensee is confirmed to have ingested a banned substance. 

#9 Uniform Standard 

When a board confirms that a positive drug test is evidence of use of a prohibited substance, 
the licensee has committed a major violation, as defined in Uniform Standard #10 and the 
board shall impose the consequences set forth in Uniform Standard #10. 

14 
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#10 SENATE BILL 1441 REQUIREMENT 

Specific consequences for major and minor violations. In particular, the committee shall consider 
the use of a "deferred prosecution" stipulation described in Section 1000 of the Penal Code, in 
which the licensee admits to self-abuse of drugs or alcohol and surrenders his or her license. That 
agreement is deferred by the agency until or unless licensee commits a major violation, in which 
case it is revived and license is surrendered. 

#10 Uniform Standard 

Major Violations include, but are not limited to: 

1. Failure to complete a board-ordered program; 

2. Failure to undergo a required clinical diagnostic evaluation; 

3. Multiple minor violations; 

4. Treating patients while under the influence of drugs/alcohol; 

5. Any drug/alcohol related act which would constitute a violation of the practice act or 

state/federal laws; 

6. Failure to obtain biological testing for substance abuse; 

7. Testing positive and confirmation for substance abuse pursuant to Uniform Standard 

#9; 

8. Knowingly using. making. altering or possessing any object or product in such a way 

as to defraud a drug test designed to detect the presence of alcohol or a controlled 

substance. 

Consequences for a major violation include, but are not limited to: 

.1. Inactivation Atdtematie ~tdsJ3eAsieA Licensee will be ordered to cease practice. 

a) the licensee must undergo a new clinical diagnostic evaluation, and 

b) the licensee must test negative for at least a month of continuous drug testing 
before being allowed to go back to work. (, and) 

2. Termination of a contract/agreement. 

3. Referral for disciplinary action, such as suspension, revocation, or other action as 
determined by the board. 
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Minor Violations include, but are not limited to: 

1. Untimely receipt of required documentation; 

2. Unexcused non-attendance at group meetings; 

3. Failure to contact a monitor when required; 

4. Any other violations that do not present an immediate threat to the violator or to the 

public. 

Consequences for minor violations include, but are not limited to: 

1. Removal from practice; 

2. Practice limitations; 

3. Required supervision; 

4. Increased documentation; 

5. Issuance of citation and fine or a warning notice; 

6. Required re-evaluation/testing; 

7. Other action as determined by the board. 

16 
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#11 SENATE BILL 1441 REQUIREMENT 

Criteria that a licensee must meet in order to petition for return to practice on a full time basis. 

#11 Uniform Standard 

"Petition" as used in this standard is an informal request as opposed to a "Petition 
for Modification" under the Administrative Procedure Act. 

The licensee shall meet the following criteria before submitting a request (petition) to return 
to full time practice: 

1. Demonstrated sustained compliance with current recovery program. 

2. Demonstrated the ability to practice safely as evidenced by current work site reports, 
evaluations, and any other information relating to the licensee's substance abuse. 

3. Negative drug screening reports for at least six (6) months, two (2) positive worksite 
monitor reports, and complete compliance with other terms and conditions of the 
program. 
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#12 SENATE BILL 1441 REQUIREMENT 

Criteria that a licensee must meet in order to petition for reinstatement of a full and unrestricted 
license. 

#12 Uniform Standard 

"Petition for Reinstatem~nt" as used in this standard is an informal request (petition) 
as opposed to a "Petition for Reinstatement" under the Administrative Procedure 
Act. 

The licensee must meet the following criteria to request (petition) for a full and unrestricted 
license. 

1. Demonstrated sustained compliance with the terms of the di~ciplinary order, if 
applicable. 

2. Demonstrated successful completion of recovery program, if required. 

3. Demonstrated a consistent and sustained participation in activities that promote and 
support their recovery including, but not limited to, ongoing support meetings, 
therapy, counseling, relapse prevention plan, and community activities. 

4. Demonstrated that he or she is able to practice safely. 

5. Continuous sobriety for three (3) to five (5) year. 
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#13 SENATE BILL 1441 REQUIREMENT 

If a board uses a private-sector vendor that provides diversion services, (1) standards for immediate 
reporting by the vendor to the board of any and all noncompliance with process for providers or 
contractors that provide diversion services, including, but not limited to, specimen collectors, group 
meeting facilitators, and worksite monitors; (3) standards requiring the vendor to disapprove and 
discontinue the use of providers or contractors that fail to provide effective or timely diversion 
services; and (4) standards for a licensee's termination from the program and referral to 
enforcement. 

#13 Uniform Standard 

1. A vendor must report to the board any major violation, as defined in Uniform Standard 
#10, within one (1) business day. A vendor must report to the board any minor 
violation, as defined in UnifQrm Standard #10, within five (5) business days. 

2. A vendor's approval process for providers or contractors that provide diversion services, 
including, but not limited to, specimen collectors, group meeting facilitators, and 
worksite monitors is as follows: 

Specimen Collectors: 

a) The provider or subcontractor shall possess all the materials, equipment, and 
technical expertise necessary in order to test every licensee for which he or she 
is responsible on any day of the week. 

b) The provider or subcontractor shall be able to scientifically test for urine, blood, 
and hair specimens for the detection of alcohol, illegal, and controlled 
substances. 

c) The provider or subcontractor must provide collection sites that are located in 
areas throughout California. 

d) The provider or subcontractor must have an automated 24-hour toll-free 
telephone system and/or a secure on-line computer database that allows the 
participant to check in daily for drug testing. 

e) The provider or subcontractor must have or be subcontracted with operating 
collection sites that are engaged in the business of collecting urine, blood, and 
hair follicle specimens for the testing of drugs and alcohol within the State of 
California. 

f) The provider or subcontractor must have a secure, HIPAA compliant, website 
or computer system to allow staff access to drug test results and compliance 
reporting information that is available 24 hours a day. 

19 



Uniform Standards April 2010 

g) The provider or subcontractor shall employ or contract with toxicologists that are 
licensed physicians and have knowledge of substance abuse disorders and the 
appropriate medical training to interpret and evaluate laboratory drug test results, 
medical histories, and any other information relevant to biomedical information. 

h) A toxicology screen will not be considered negative if a positive result is obtained 
while practicing, even if the practitioner holds a valid prescription for the SUbstance. 

i) Must undergo training as specified in Uniform Standard #4 (§). 

Group Meeting Facilitators: 

A group meeting facilitator for any support group meeting: 

a) must have a minimum of three (3) years experience in the treatment and 
rehabilitation of substance abuse; 

b) must be licensed or certified by the state or other nationally certified organization; 

c) must not have a financial relationship, personal relationship, or business 
relationship with the licensee in the last five (5) years; 

d) shall report any unexcused absence within 24 hours to the board, and, 

e) shall provide to the board a signed document showing the licensee's name, the 
group name, the date and location of the meeting, the licensee's attendance, and . 
the licensee's level of participation and progress. 

Work Site Monitors: 

1. The worksite monitor must meet the following qualifications: 

a) Shall not have financial, personal, or familial relationship with the licensee, or 
other relationship that could reasonably be expected to compromise the ability 
of the monitor to render impartial and unbiased reports to the board. If it is 
impractical for anyone but the licensee's employer to serve as the worksite 
monitor, this requirement may be waived by the board; however, under no 
circumstances shall a licensee's worksite monitor be an employee of the 
licensee. 

b) The monitor's licensure scope of practice shall include the scope of practice of 
the licensee that is being monitored or be another health care professional, if 
no monitor with like practice is available. 

c) Shall have an active unrestricted license, with no disciplinary action within the 
last five (5) years. 
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d) Shall sign an affirmation that he or she has reviewed the terms and conditions 
of the licensee's disciplinary order and/or contract and agrees to monitor the 
licensee as set forth by the board. 

2. The worksite monitor must adhere to the following required methods of monitoring 
the licensee: 

a) Have face-to-face contact with the licensee in the work environment on a 
frequent basis as determined by the board, at least once per week. 

b) Interview other staff in the office regarding the licensee's behavior, if applicable. 

c) Review the licensee's work attendance. 

3. Any suspected substance abuse must be verbally reported to the contractor, the 
board, and the licensee's employer within one (1) business day of occurrence. If 
occurrence is not during the board's normal business hours the verbal report must 
be within one (1) hour of the next business day. A written report shall be submitted 
to the board within 48 hours of occurrence. 

4. The worksite monitor shall complete and submit a written report monthly or as 
directed by the board. The report shall include: 

• the licensee's name; 
• license number; 
• worksite monitor's name and signature; 
• worksite monitor's license number; 
• worksite location(s); 
• dates licensee had face-to-face contact with monitor; 
• staff interviewed, if applicable; 
• attendance report; 
• any change in behavior and/or personal habits; 
• any indicators that can lead to suspected substance abuse. 

Treatment Providers 

1. Treatment facility staff and services must have: 

a) Licensure and/or accreditation by appropriate regulatory agencies; 

b) Sufficient resources available to adequately evaluate the physical and mental 
needs of the client, provide for safe detoxification, and manage any medical 
emergency; 

c) Professional staff who are competent and experienced members of the clinical 
staff; 
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d) Treatment planning involving a multidisciplinary approach and specific aftercare 
plans; 

e) Means to provide treatment/progress documentation to the provider. 

2. The vendor shall disapprove and discontinue the use of providers or contractors 
that fail to provide effective or timely diversion services as follows: 

a) The vendor is fully responsible for the acts and omissions of its subcontractors 
and of persons either directly or indirectly employed by any of them. No 
subcontract shall relieve the vendor of its responsibilities and obligations All 
state policies, guidelines, and requirements apply to all subcontractors. 

b) If a subcontractor fails to provide effective or timely services as listed above, 
but not limited to any other subcontracted services, the vendor will terminate 
services of said contractor within 30 business days of notification of failure to 
provide adequate services. 

c) The vendor shall notify the appropriate board within five (5) business days of 
termination of said subcontractor. 
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#14 SENATE BILL 1441 REQUIREMENT 

If a board uses a private-sector vendor that provides diversion services, the extent to which 
licensee participation in that program shall be kept confidential from the public. 

#14 Uniform Standard 

The board shall disclose the following information to the public for licensees who are 
participating in a board monitoring/diversion program regardless of whether the licensee is 
a self-referral or a board referral. However, the disclosure shall not contain information that 
the restrictions are a result of the licensee's participation in a diversion program. 

• Licensee's name; 

• Whether the licensee's practice is restricted, or the license is on inactive status; 

• A detailed description of any restriction imposed. 
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#15 SENATE BILL 1441 REQUIREMENT 

If a board uses a private-sector vendor that provides diversion services, a schedule for external 
independent audits of the vendor's performance in adhering to the standards adopted by the 
committee. 

#15 Uniform Standard 

1. If a board uses a private-sector vendor to provide monitoring services for its licensees, 
an external independent audit must be conducted at least once every three (3) years by 
a qualified, independent reviewer or review team from outside the department with no 
real or apparent conflict of interest with the vendor providing the monitoring services. In 
addition, the reviewer shall not be a part of or under the control of the board. The 
independent reviewer or review team must consist of individu;als who are competent in 
the professional practice of internal auditing and assessment processes and qualified to 
perform audits of monitoring programs. 

2. The audit must assess the vendor's performance in adhering to the uniform standards 
established by the board. The reviewer must provide a report of their findings to the 
board by June 30 of each three (3) year cycle. The report shall identify any material 
inadequacies, deficiencies, irregularities, or other non-compliance with the terms of the 
vendor's monitoring services that would interfere with the board's mandate of public 
protection. 

3. The board and the department shall respond to the findings in the audit report. 
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#16 SENATE BILL 1441 Requirement 

Measurable criteria and standards to determine whether each board's method of dealing with 
substance-abusing licensees protects patients from harm and is effective in assisting its licensees 
in recovering from substance abuse in the long term. 

#16 Uniform Standard 

Each board shall report the following information on a yearly basis to the Department of 
Consumer Affairs and the Legislature as it relates to licensees with substance abuse 
problems who are either in a board probation and/or diversion program. 

• Number of intakes into a diversion program 
• Number of probationers whose conduct was related to a substance abuse problem 
• Number of referrals for treatment programs 
• Number of relapses (break in sobriety) 
• Number of cease practice orders/license in-activations 
• Number of suspensions 
• Number terminated from program for noncompliance 
• Number of successful completions based on uniform standards 
• Number of major violations; nature of violation and action taken 
• Number of licensees who successfully returned to practice 
• Number of patients harmed while in diversion 

The above information shall be further broken down for each licensing category, specific 
substance abuse problem (i.e. cocaine, alcohol, Demerol etc.), whether the licensee is in a 
diversion program and/or probation program. 

If the data indicates that licensees in specific licensing categories or with specific substance 
abuse problems have either a higher or lower probability of success, that information shall 
be taken into account when determining the success of a program. It may also be used to 
determine the risk factor when a board is determining whether a license should be revoked 
or placed on probation. 

The board shall use the following criteria to determine if its program protects patients from 
harm and is effective in assisting its licensees in recovering from substance abuse in the 
long term. 

• At least 100 percent of licensees who either entered a diversion program or whose 
license was placed on probation as a result of a substance abuse problem 
successfully completed either the program or the probation, or had their license to 
practice revoked or surrendered on a timely basis based on noncompliance of those 
programs. 
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• At least 75 percent of licensees who successfully completed a diversion program or 
probation did not have any substantiated complaints related to substance abuse for 
at least five (5) years after completion. 
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Board of Pharmacy Enforcement Statistics 
Fiscal Year 2009/2010 

Workload Statistics July-Sept Oct-Dec Jan-Mar Apr-June Total 09/10 

Complaints/Investigations 

Initiated 520 539 542 1601 

Closed 1087 1241 1508 3836 

Pending (at the end of quarter) 2346 2204 1566 1566 

Cases Assigned & Pending (by Team) 

Compliance Team 85 149 232 232 

Drug Diversion/Fraud 60 80 97 97 

Probation/PRP 25 30 92 92 

Mediation/Enforcement 5 38 15 15

Criminal Conviction 1277 987 616 616 

Application Investigations 

Initiated 167 111 391 669 

Closed 

Approved 39 58 193 290 

Denied 33 7 12 52 

Total* 90 82 246 418 

Pending (at the end of quarter) 420 451 597 597 

Citation & Fine 

Issued 495 396 537 1428 

Citations Closed 210 214 376 800 

Total Fines Collected $298,575.00 $229,215.00 $417,975.00 $945,765.00 

 

* This figure includes withdrawn applications. 

** Fines collected and reports in previous fiscal year. 



Board of Pharmacy Enforcement Statistics
 
Fiscal Year 2009/2010
 

Workload Statistics July-Sept Oct-Dec Jan-Mar Apr-June Total 09/10 

Administrative Cases (by effective date of decision) 

Referred to AG's Office* 78 91 99 268 

Pleadings Filed 49 65 61 175 

Pending 

Pre-accusation 160 180 216 216 

Post Accusation 138 178 188 188 

Total 205 458 464 464 

Closed** 

Revocation 

Pharmacist 3 3 2 8 

Pharmacy 0 1 1 2 

Other 3 10 26 39 

Revocation,stayed; suspension/probation 

Pharmacist 2 4 2 8 

Pharmacy 2 1 1 4 

Other 0 2 0 2 

Revocation,stayed; probation 

Pharmacist 1 0 2 3 

Pharmacy 0 0 0 0 

Other 1 0 3 4 

Suspension, stayed; probation 

Pharmacist 0 0 0 0 

Pharmacy 0 0 0 0 

Other 0 0 0 0 

Surrender/Voluntary Surrender 

Pharmacist 0 2 1 3 

Pharmacy 0 1 0 1 

Other 1 0 6 7 

Public Reproval/Reprimand  

Pharmacist 0 1 0 1 

Pharmacy 0 0 0 0 

Other 0 0 0 0 

Cost Recovery Requested $43,046.75 $84,477.00 $66,557.50 $194,081.25 

Cost Recovery Collected $38,423.20 $68,175.75 $183,797.09 $290,396.04 

* This figure includes Citation Appeals 

** This figure includes cases withdrawn 



Board of Pharmacy Enforcement Statistics 
Fiscal Year 2009/2010 

Workload Statistics July-Sept Oct-Dec Jan-Mar Apr-June Total 09/10 

Probation Statistics 

Licenses on Probation 

Pharmacist 106 103 98 98 

Pharmacy 6 6 6 6 

Other 14 20 21 21 

Probation Office Conferences 22 25 21 68 

Probation Site Inspections 36 23 31 90 

Probationers Referred to AG

 for non-compliance 2 2 9 13 

As part of probation monitoring, the board requires licensees to appear before the supervising inspector at probation office conferences.   

These conferences are used as 1) an orientation to probation and the specific requirements of probation at the onset, 

2) to address areas of non-compliance when other efforts such as letters have failed, and 3) when a licensee is scheduled to

 end probation. 

Pharmacists Recovery Program (as of 3/31/2010)
 

 Program Statistics
 

In lieu of discipline 0 0 0 5 

In addition to probation 1 3 1 9 

Closed, successful 5 0 4 5 

Closed, non-compliant 0 4 0 9 

Closed, other 3 5 1 8 

Total Board mandated 

Participants 50 46 44 44 

Total Self-Referred 

Participants* 27 27 32 32 

Treatment Contracts Reviewed 48 46 50 144 

Monthly the board meets with the clinical case manager to review treatment contracts for scheduled board mandated 

participants. During these monthly meetings, treatment contracts and participant compliance is reviewed by 

the PRP case manager, diversion program manager and supervising inspector and appropriate changes are made at that time 

and approved by the executive officer. Additionally, non-compliance is also addressed on a needed basis e.g., all positive 

urines screens are reported to the board immediately and appropriate action is taken. 

* By law, no other data is reported to the board other than the fact that the pharmacists and interns are enrolled in the program. 

As of March 31, 2010 
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GOALS, OUTCOMES, OBJECTIVES, AND MEASURES

ENFORCEMENT COMMITTEE
 
 Goal 1:  Exercise oversight on all pharmacy activities. 
 
 Outcome: Improve consumer protection.

THIRD QUARTER 09/10 ENFORCEMENT COMMITTEE

Objective 1.1 
 
Measure:

Achieve 100 percent closure on all cases within 6 months. 
 
Percentage of cases closed.

Tasks: 1. Complete all desk investigations within 90 days (for cases closed during quarter).  

N < 90 days < 120 days < 180 days Longer Average Days
Qtr 1 710 351 10 26 323 364

50% 1% 4% 45%
Qtr 2 800 156 16 26 602 494

19% 2% 3% 75%
Qtr 3 979 158 27 82 711 390

16% 3% 8% 73%
Qtr 4

 
2. Complete all field investigations within 120 days (for cases closed during quarter).  

N < 120 days < 180 days < 270 days Longer Average Days

Qtr 1 269 121 34 56 58 208

45% 13% 21% 22%

Qtr 2 286 68 61 60 97 265

24% 21% 21% 34%

Qtr 3 509 93 32 64 320 327

18% 6% 13% 63%

Qtr 4

 
Data is calculated from date received to the date the report was accepted by SI/Manager. 
Does not include split cases.



3. Close (e.g., no violation, issue citation and fine, refer to the AG’s Office) all board  
 investigations and mediations within 180 days. 

Qtr 1 N < 180 < 270 < 365 > 365
Closed, no additional action 357 172 67 36 82
Rap sheet/CCU - 4301 letters 
and license denials

168 10 4 9 145

Cite and/or fine
letter of admonishment

358 249 18 17 74

Attorney General’s Office 90 6 11 15 58
Qtr 2 N < 180 < 270 < 365 > 365
Closed, no additional action 623 231 56 69 267
Rap sheet/CCU - 4301 letters 
and license denials

145 7 7 19 112

Cite and/or fine
letter of admonishment

232 70 45 16 101

Attorney General’s Office 86 19 19 19 30
Qtr 3 N < 180 < 270 < 365 > 365
Closed, no additional action 651 296 68 97 190
Rap sheet/CCU - 4301 letters 
and license denials

240 47 34 49 110

Cite and/or fine
letter of admonishment

490 98 41 89 262

Attorney General’s Office 106 15 12 16 63
Qtr 4 N < 180 < 270 < 365 > 365
Closed, no additional action

Rap sheet/CCU - 4301 letters 
and license denials

Cite and/or fine
letter of admonishment

Attorney General’s Office

 
Data is calculated from date received to date closed or referred to the AG. 
One case may have multiple respondents.  The actual number of citations and letters of 
admonishment issued are shown on the next page.
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Objective 1.2 
 
Measure:

Manage enforcement activities for achievement of performance expectations. 
 
Percentage compliance with program requirements.

Tasks: 1. Administer the Pharmacists Recovery Program. 

 
 

Voluntary Participants

 
Participants Mandated  

Into Program

Noncompliant, 
Terminated  

From Program

 
Successfully 

Completed Program

Qtr 1 27 50 3 5

Qtr 2 27 46 4 0

Qtr 3 32 44 1 4

Qtr 4

 
2. Administer the Probation Monitoring Program. 

Qtr 1 Qtr 2 Qtr 3 Qtr 4

Individuals 119 121 122

Sites 7 8 8

Tolled 15 26 27

Inspections Conducted 36 23 31

Successfully Completed 5 6 5

Petitions to Revoke Filed 2 2 8

 
3. Issue all citations and fines within 30 days. 

N 30 days 60 days 90 days > 90 days Average Days

Qtr 1 493 62 371 56 5 44

13% 75% 11% 1%

Qtr 2 405 25 152 151 77 66

6% 38% 37% 19%

Qtr 3 660 179 138 221 122 60

28% 21% 33% 19%

Qtr 4

4. Issue letters of admonishment within 30 days. 

N 30 days 60 days 90 days > 90 days Average Days

Qtr 1 17 1 11 3 2 57

5% 65% 18% 12%

Qtr 2 44 5 23 16 0 51

11% 52% 36% 0%

Qtr 3 111 25 30 41 14 62

23% 27% 37% 13%

Qtr 4

 
These data are actual number of citations and letters of admonishment (LOA) issued.  
One investigation may have multiple licensees that are issued a citation or LOA (split cases).
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5. Obtain immediate public protection sanctions for egregious violations. 

Interim Suspension  
Orders

Automatic Suspension  
Based on Conviction

Penal Code 23 
Restriction

Qtr 1 0 0 2

Qtr 2 0 0 2

Qtr 3 0 0 1

Qtr 4

 
6. Submit petitions to revoke probation within 30 days for noncompliance with  
 terms of probation. 

30 days 60 days > 60 days N

Qtr 1 0 0 0 0

Qtr 2 1 0 0 1

Qtr 3 2 0 0 2

Qtr 4
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THIRD QUARTER 09/10 ENFORCEMENT COMMITTEE

Objective 1.3 
 
Measure:

Achieve 100 percent closure on all administrative cases within 1 year. 
 
Percentage of administrative cases closed within 1 year.

Tasks: N 1 Year 1.5 Year 2 Year 2.5 Year >2.5 Years Average

Qtr 1 15 4 7 0 3 1 537

27% 47% 0% 20% 7%

Qtr 2 41 22 12 4 0 2 379

54% 29% 10% 0% 5%

Qtr 3 49 25 22 2 0 0 398

31% 45% 4% 0% 0%

Qtr 4



Objective 1.4 
 
Measure:

Inspect 100 percent of all facilities once every 3 year inspection cycle ending 6/30/08. 
 
Percentage of licensed facilities inspected once every 3 year cycle.

Tasks: 1. Inspect licensed premises to educate licensees proactively about legal requirements   
 and practice standards to prevent serious violations that could harm the public. 

Number of  Inspections Aggregate Inspections This Cycle Percent Complete

Qtr 1 351 4,273 62%

Qtr 2 349 4,350 63%

Qtr 3 354 4,395 64%

Qtr 4
 * Decrease due to new licenses issued for CVS/Long’s buyout. 
 
2. Inspect sterile compounding pharmacies initially before licensure and annually   
 before renewal. 

Number of  Inspections Number Inspected Late

Qtr 1 76 0

Qtr 2 112 0

Qtr 3 64 0

Qtr 4

 
3. Initiate investigations based upon violations discovered during routine inspections.  

Number of  Inspections Number of Investigations Opened Percent Opened

Qtr 1 351 0 0

Qtr 2 349 5 1%

Qtr 3 354 0 0

Qtr 4
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Objective 1.5 
 
Measure:

Initiate policy review of 25 emerging enforcement issues by June 30, 2011. 
 
The number of issues.

Tasks: 1. Monitor the implementation of e-pedigree on all prescription medications sold in  
 California.  
 Oct. 2009: Executive Officer provides information about California’s e-pedigree 
  requirements at a SecurePharma Conference of drug manufacturers and 
  wholesalers in Philadelphia and at a SpecialtyPharma Conference (contract  
  drug manufacturers) in Phoenix. 
 Dec. 2009: Executive Officer provides information about California’s e-pedigree  
  requirements at the Health Care Distributors Association Trace and Track  
  Conference in Washington D.C. 
 March 2010: Executive Officer provides information about California’s e-pedigree  
  requirements via a Webinar hosted by IBS. 
 April 2010: Board reviews Food and Drug Administration guidance on a unique serialized  
  identifier released March 26. 
2. Implement federal restrictions on ephedrine, pseudoephedrine or    
 phenylpropanolamine products. 
 Sep. 2006: Final phase-in of federal requirements takes effect on September 30. Board  
  newsletter provides information for licensees. 
 Oct. 2006: Board adds Consumer friendly materials regarding sales of these drugs to its  
  website.  
3.        Monitoring the efforts of the Drug Enforcement Administration and Department    
           of Health and Human Services to implement e-prescribing for controlled substances. 
 Nov. 2006: Board submits letter supporting change in Drug Enforcement Administration 
  policy allowing prescribers to write multiple prescriptions for Schedule II 
  drugs with “Do not fill before (date)” at one time, eliminating the need for 
  patients to revisit prescribers merely to obtain prescriptions. 
 Sep. 2008: Board submits comments on Drug Enforcement Administration proposed 
  requirements for e-prescribing of controlled substances. 
 Dec. 2009: Executive Officer meets with DEA officials in Washington D.C. to discuss 
  interest in e-prescribing of controlled drugs. 
 April 2010: Board reviews proposed Drug Enforcement Administration requirements for  
  electronic prescribing of controlled substances.
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4. Evaluate establishment of an ethics course as an enforcement option.  
 Oct. 2008: Board holds regulation hearing on proposed requirements for the ethics  
  class. 
 Jan. 2009: Board adopts regulation. 
 Sept. 2009: Regulation takes effect. 
 3rd Qtr 09-10: Board subcommittee of two board members begins work with staff on specific  
  components and topics for the program. 
5. Participate in emerging issues at the national level affecting the health of  
 Californians regarding their prescription medicine.  
 Dec. 2009:  Executive Officer provides presentation on California’s e-pedigree  
  requirements to three national association meetings. 
 3rd Qtr 09-10: Board initiates rulemaking on a regulation to establish requirements  
  for patient-centered prescription container labels (see report on Legislation  
  and Regulation Committee’s Goals, Outcomes, Objectives and Measures).



6. Provide information about legal requirements involving e-prescribing to support the  
 Governor’s Health Care Initiative and its promotion of e-prescribing. 
 Sept 2007: Provided comments on proposed statutory requirements. 
 Dec 2007: Sought Department of Consumer Affairs’ support for involvement in  
  e-prescribing by the Administration. 
  Provided comments on proposed e-prescribing initiatives. 
 Oct. 2008: Executive Officer Herold joins a task force to achieve e-prescribing  
  coordinated by the California HealthCare Foundation. 
 Nov. 2008: Board hosts conference on e-prescribing as part of department’s  
  professionals  
  Achieving Consumer Trust Summit. The Medical Board and Dental Board join  
  us as sponsors. 
 Jan. 2009: Executive Officer Herold works with California HealthCare Foundation and  
  Medical Board to plan joint activities with licensees to facilitate 
  e-prescribing. 
 March 2009: Pharmacists and physicians in Visalia attend first of California HealthCare  
  Foundation’s public forums on e-prescribing. 
 April 2010: Board reviews Drug Enforcement Agency proposed regulations on  
  e-prescribing of controlled substance. 
7. Implement in California the Center for Medicare and Medicaid Service requirements  
 for security prescription forms that will be required in only four months for all written  
 Medicaid and Medicare prescriptions. 
 Oct. 2008: Requirements for security forms in place.. 
 2nd Qtr 09-10:  Board executive staff and several board members attend California 
   Healthcare Foundation’s annual summit to implement e-prescribing.
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8. Liaison with other state and federal agencies to achieve consumer protection. 
 1st Qtr 07/08:  Bimonthly meetings initiated with Department of Health Care Services  
   audit staff to investigate pharmacies and pharmacists involved in  
   MediCal fraud and drug diversion. Several joint investigations underway  
   with state and federal agencies. 
 2nd Qtr 07/08:  Bimonthly meeting with the Department of Health Care Services  
   continue. 
   Board inspectors attend 3-day-training with federal and state  
   regulations on items involving fraud provided by the Office of Inspector  
   General of the Department of Health and Human Services. 
   Joint investigations with other state and federal agencies continue that  
   involve the board’s jurisdiction. 
 3rd Qtr 07/08:  Bimonthly meetings with the Department of Health Care Services  
   continue. 
   Board works with the Drug Enforcement Administration on joint  
   investigations and receives specialized training. 
 4th Qtr 07/08:  Board staff meets with staff of the California Department of Public  
   Health regarding joint inspections of licensed healthcare facilities in  
   California to identify and remove recalled drugs.   
 3rd Qtr 08/09:  Executive staff meet with Department of Health Care Services  
   investigators on cases of mutual concern. Board investigators work with  
   federal and state drug enforcement officers on search warrants and  
   mutual investigations.

THIRD QUARTER 09/10 ENFORCEMENT COMMITTEE

 4th Qtr 08/09:  Board staff meets with staff of the California Department of Public  
   Health regarding joint inspections of licensed healthcare facilities in  
   California to identify and remove recalled drugs.   
   Executive staff meet with Department of Health Care Services  
   investigators on cases of mutual concern. Board investigators work with  
   federal and state drug enforcement officers on search warrants and  
   mutual investigations. 
   The federal Drug Enforcement Administration provides training to  
   board staff on new requirements for online pharmacies selling  
   controlled substances. 
 2nd Qtr 09/10:  Executive staff meet with Department of Health Care Services staff 
   on mutual investigations; DEA staff in Washington D.C. on enforcement 
   issues involving controlled drugs; the U.S. Attorney General’s office in 
   Sacramento on two major enforcement matters; and worked with the 
   Licensing and Certification and Food and Drug Branch of the 
   California Department of Public Health on issues of mutual concern. 
 3rd Qtr 09/10:  Board supervising inspectors work with federal, state and local law  
   enforcement agencies on emerging enforcement issues and  
   investigations, and worked with the Licensing and Certification and  
   Food and Drug Branch of the California Department of Public Health on  
   issues of mutual concern.



9. Work with the California Integrated Waste Management Board to implement  
 requirements for model programs to take back unwanted prescription medicine from  
 the public. 
 March 2008: Second meeting with state agency stakeholders on developing components 
  for model programs that conform with diverse state agency security and 
  safety requirements. 
 June 2008: Supervising pharmacist inspector attended a two-day multi-disciplinary 
  conference hosted by the Integrated Waste Management Board on drug  
  take-back programs. 
 Aug. 2008: Executive Officer Herold speaks at conferences sponsored by the California  
  Integrated Waste Management Board. 
 Oct. 2008: Enforcement Committee hears presentations on drug take-back programs,  
  medical waste management processes and the take-back of sharps. 
  Board to submit comments to California Integrated Waste Management  
  Board on model programs for take-back programs. 
 Nov. 2008: Executive Officer provides written and verbal testimony at California  
  Integrated Waste Management Board hearing on the model guidelines. 
 Dec. 2008: Executive Officer participates in public hearing at the California Integrated  
  Waste Management Board on possible changes to the model guidelines  
  adopted by the California Integrated Waste Management Board in November. 
 Feb. 2009: California Integrated Waste Management Board amends model guidelines to  
  include provisions advanced by the board. 
 Jan. 2010: Board writes article on the guidelines for publication in the next issue of  
  The Script. 
  Board executive staff attend meetings on “take back drugs” at a statewide 
  conference of the California Integrated Waste Management Board. 
  Executive Officer provides presentation on the CIWMB Model Guidelines at a 
  meeting of 20 rural California counties. 
 March 2010: Board publishes the guidelines in The Script.  
 April 2010: Board inspector will collect information about take back programs in  
  California pharmacies during inspections.
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10. Inspect California hospitals to ensure recalled heparin has been removed from  
 patient care areas. 
 4th Qtr 07/08: Board initiates inspections of 40 California hospitals looking for counterfeit  
  heparin and unlicensed sales but discovers recalled heparin still in 40  
  percent of hospitals inspected. Board notifies the Food and Drug  
  Administration and California Department of Public Health and initiates  
  inspections of 533 hospitals during April-June.  
  Recalled heparin is found in 94 of these facilities. Data reported to board  
  during June Board Meeting. 
 1st Qtr 08/09: The Script highlights problems found in heparin inspections. Citations and  
  fines issued to facilities with recalled heparin. Work with hospitals begins to  
  strengthen drug control within facilities. 
 2nd Qtr 08/09: Hospitals and Pharmacists-in-Charge fined where recalled heparin was  
  discovered by the board. 
 3rd Qtr 08/09: First stakeholder meeting scheduled to discuss drug distribution within  
  hospitals. 
 March 2009: First stakeholder meeting convened. 
 June 2009: Second stake holder meeting convened. Development of model guidelines  
  for recalls underway. 
 Sep. 2009: Stakeholder meeting convened. 
  Recall guidelines evaluated and additional comments solicited. 
 Jan. 2010: Board reviews final version of recommended steps for addressing recalls in  
  hospitals. 
 April 2010: Manuscript of addressing recalls in hospitals completed, compiled into  
  finished report and posted on Website. 
  Executive officer works with the Healthcare Distributors Management  
  Association (representing drug wholesalers) to secure notices of recalls more  
  timely to share with board subscriber list. 
  Appeals of citations and fines nearly complete.
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11. Promulgate regulations required by SB 1441 (Ridley-Thomas, Chapter 548, Statutes of  
 2008) for recovery programs administered by Department of Consumer Affairs health  
 care boards. 
 4th Qtr 08/09: Draft proposals for required components 1-6 developed. 
 1st Qtr 09/10: Draft proposals for required components 7-13 developed. 
12. Develop and release Request for Proposal for vendor for Department of Consumer  
 Affairs health care boards that operate license recovery programs. 
 4th Qtr 08/09: Provisions for Request for Proposal developed: Request for Proposal released. 
 2nd Qtr 09/10: Contract awarded. 
13. Participate in Department of Consumer Affairs Consumer Protection Enforcement  
 Initiative to strengthen board enforcement activities and reduce case investigation  
 completion times for formal discipline. 
 1st & 2nd Qtr 09/10: Work with Department of Consumer Affairs on identification of  
   Enforcement Best Practices. 
   Board discusses SB 1441 components for Diversion Programs to  
   strengthen consumer protection enforcement staff attend Enforcement  
   Best Practices work group. 
 3rd Qtr 09/10: Board senior staff and Board President meet with Department of Consumer  
  Affairs to discuss enforcement program enhancements in SB 1111. 
14. Initiate criminal conviction unit to review and investigate rap sheets received on  
 licenses for arrests or convictions. 
 1st Qtr 09/10: Unit created via budget change proposal, 6.5 staff hired, trained, initiate  
  work.  
  There are 1,287 rapsheet investigations under review. 
 2nd Qtr 09/10: There are 1,037 rapsheet investigations under review. 
 3rd Qtr 09/10: There are 652 rapsheet investigations under review.
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