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Ju
n

e
 10 (B

loom
berg) --

C
ounterfeit m

edicines are on the rise w
orldw

ide, as crim
in

a
ls capitalize 

on the g
ro

w
in

g
 use o

f the In
te

rn
e

t by co
n

su
m

e
rs searching for inexpensive d

ru
g

s. 

S
e

izu
re

s o
f bogus prescription m

edicines ju
m

p
e

d
 24 p

e
rce

n
t to 1,513 incidents in 2007, and illicit 

versions o
f 403 different prescription drugs w

e
re

 confiscated in 99 countries, a
cco

rd
in

g
 to the 

P
harm

aceutical S
e

cu
rity Institute, a V

ienna, V
irginia-group funded by 26 d

ru
g

m
a

ke
rs. T

he $3 
billion in counterfeit drugs seized include g

e
n

e
ric copies that violate patent la

w
s and products that 

lack active chem
ical ingredients o

r contain im
proper dosages. 

In the d
e

ca
d

e
 since Internet sites began selling illegal copies o

f P
fizer Inc.'s e

re
ctile

 dysfunction 
drug V

iagra, counterfeiters have diversified, m
arketing pills to treat heart d

ise
a

se
, arthritis, 

asthm
a, A

ID
S

 and cancer, according to the institute, w
hich has been m

onitoring product seizures 
since the g

ro
u

p
 w

a
s form

ed in 2002. 

C
opies o

f 19 o
f the w

orld's 25 best-selling d
ru

g
s w

ere am
ong those seized by industry security, 

cu
sto

m
s agents and police last ye

a
r at ports o

f entry, in free-trade zones or at illicit m
anufacturing 

and distribution sites, according to data com
piled by B

loom
berg. 

http:Bloomberg.com
http:Bloomberg.com


"It's
 a big issue, it's a global issue, it's an insidious issue," said John Lechleiter, E

li Lilly &
 C

o.'s 
president and ch

ie
f executive officer, in an interview

 at his Indianapolis headquarters. 

Lost S
ales 

N
e

w
 Y

ork-based P
fizer, the w

orld's largest drug-m
aker, estim

ates it m
a

y be losing sales o
f $2 

billion a year in V
iagra alone, given h

o
w

 m
uch o

f the drug's active ingredient is produced in India 
and shipped abroad, says R

ubie M
ages, a com

pany director o
f global anti-counterfeiting. S

ales o
f 

the im
potence drug in 2007 totaled $1.8 billion. 

"O
v
e

r the p
a

st six years w
e've seen double-digit increases around the w

orld" o
f counterfeit drug 

seizures, said T
hom

as K
ubic, a form

er U
.S

. F
ederal B

ureau o
f Investigation a

g
e

n
t w

h
o

 is 
e

xecutive director o
f the pharm

aceutical institute, in an interview
 at his office in V

irginia. 

"O
fte

n
tim

e
s, the drugs that are being sold em

anate from
 C

hina, from
 R

ussia and from
 India," 

says S
teven R

ucker, an executive m
anaging director o

f K
roll Inc., a N

ew
 Y

ork security firm
 used 

by pharm
aceutical com

panies to track dow
n counterfeiters. 

R
u

cke
r says in the last tw

o years, K
roll has w

orked for 10 drug and m
edical d

e
vice

 com
panies, 

though he says confidentiality agreem
ents prevent him

 from
 identifying them

. 

C
hina, India 

F
ake versions o

f P
fizer's V

iagra and its im
potence pill com

petitors --
Levitra from

 Leverkusen, 
G

erm
an-based B

ayer A
G

 and S
chering-P

lough C
orp. o

f K
enilw

orth, N
e

w
 Jersey, and C

ialis from
 

E
li Lilly --

have been traced to m
anufacturers in C

hina and India. 

"O
u

r aw
areness o

f the extent o
f counterfeiting cam

e a
b

o
u

t m
ainly as a result o

f C
ialis," says 

Lechleiter o
f Indianapolis-

based Lilly. "B
u

t the problem
 is not restricted to C

ialis. W
e

've
 seen 

counterfeit versions o
f o

th
e

r Lilly products em
erge in m

arkets around the w
orld" 

C
ounterfeits o

f Lilly's top seven products, led by the anti-psychotic drug Z
yprexa, and m

ore than 
tw

o m
illion tablets o

f C
ialis, w

ere seized in 800 raids around the w
orld last year, Lilly security 

officials say. T
he top seven drugs m

ade by Lilly generated 68 percent o
f the co

m
p

a
n

y's $17.6 
billion in sales o

f hum
an m

edicine in 2007. 

S
eizures in 45 countries last year found counterfeits o

f P
fizer's nine best-selling drugs, including 

fakes o
f Lipitor, the cholesterol pill that accounts for one-quarter o

f P
fizer's $48 billion in sales. 

Illegal copies o
f P

fizer's eight other top drugs, w
hich account for a

n
o

th
e

r 30%
 o

f sales, also w
ere 

seized. 

M
ost C

ounterfeited 

P
fizer's M

ages says V
iagra rem

ains the w
orld's m

ost-
counterfeited drug and accounted by 

volum
e fo

r alm
ost th

re
e

-
quarters o

f the illicit copies o
f P

fizer brands seized last ye
a

r in 45 
countries. T

he drugs are m
arketed on Internet sites w

hose operations are also global, she says. 

W
hile a portion o

f drugs identified as counterfeit lack proper ingredients o
r contain incorrect and 

m
isidentified dosages, authorities have also seized chem

ically identical duplicates created by 
m

anufacturers in C
hina and India and shipped to the U

.S
. o

r E
urope in violation o

f patent law
s. 

U
.S

. F
ood and D

rug A
dm

inistration officials say they are unable to stop the flow
 o

f illegal drugs 
sold on the Internet. 



"T
h

e
re

 are counterfeiters circulating all over the w
orld," says /lisa B

ernstein, director of pharm
acy 

affairs at the R
ockville, M

aryland-based FD
A

. "It's hard to tell how
 m

any there are because the 
counterfeiters are just so good at w

hat they do." 

The agency can't police all the international drug shipm
ents referred to the F

D
A

 by U
.S

. C
ustom

s 
and B

order P
rotection Inspectors at post offices, she says. 

'M
illions and M

illions' 

"T
h

e
re

 are m
illions and m

illions and m
illions of these packages com

ing in at international m
ail 

facilities each year," B
ernstein says. "It's very difficult to find and catch all of these drugs that are 

com
ing in to protect patients from

 all these very risky drugs." 

The F
D

A
's claim

 that it can't destroy counterfeits is disputed by R
epresentative S

teven B
uyer, an 

Indiana R
epublican. "T

h
e

 F
D

A
 does not destroy it, the F

D
A

 becom
es the enabler o

f the 
counterfeiters," says B

uyer, w
ho predicts counterfeit drugs w

ill be a $100 billion global business 
in five years. 

R
epresentative B

art S
tupak, a M

ichigan D
em

ocrat w
ho chairs the H

ouse E
nergy &

 C
om

m
erce 

S
ubcom

m
ittee on O

versight &
 Investigations, says the F

D
A

's failure to act has contributed to the 
flow

 o
f counterfeit drugs into the U

.S
. S

tupak says he has repeatedly asked the F
D

A
 if it needs 

new
 law

s passed to strengthen enforcem
ent and they "h

a
ve

 rem
ained silent." 

H
ealth D

am
age 

Few
 law

 enforcem
ent agencies m

ake stopping counterfeit drugs a priority, says Jam
es C

hristian, 
vice president for corporate security for B

asel, S
w

itzerland-based N
ovartis A

G
, w

hich is 
investigating sales of counterfeit versions o

f its hypertension drug, D
iovan. 

"W
h

e
n

 you are talking about w
here m

anufacturing is taking place, w
here distribution is taking 

place, w
here the printing o

f the counterfeit inserts and packaging is taking place, these cases are 
99 percent m

ade by the industry," says C
hristian. 

It is unclear how
 m

uch, if any, health dam
age is caused by the counterfeiting. T

he W
orld H

ealth 
O

rganization says 10 percent of the drugs w
orldw

ide m
ay be counterfeit, w

ith m
ore than 50 

percent of the m
edicines that are shipped to som

e countries not containing the proper 
ingredients. 

T
he G

eneva-based W
H

O
 estim

ates that tens o
f thousands o

f people m
ay be dying from

 
counterfeit drugs used to treat m

alaria, H
IV

/A
ID

S
, diabetes and tropical diseases. T

he deaths are 
hard to identify since people die partly as a result of getting no effect from

 the treatm
ents they are 

taking, according to V
alerio R

eggi, executive director o
f W

H
O

's International M
edical P

roducts 
A

nti-C
ounterfeiting T

askforce. 

Fake P
harm

acies 

M
illions o

f A
m

ericans buying from
 the Internet are at risk, says F

rederick F
elm

an, executive 
m

arketing director for M
arkM

onitor, a S
an F

rancisco com
pany that helps drugm

akers protect their 
tradem

arks on the Internet. W
hile there are few

er than 300 online pharm
acies in C

anada 
authorized by governm

ent agencies, m
ore than 11,000 fake C

anadian pharm
acies are operating 

online from
 overseas jurisdictions, F

elm
an says. 



M
ark K

olow
ich, one o

f the few
 A

m
ericans convicted of drug counterfeiting, says he sold m

ore 
than $20 m

illion o
f illegal copies of erectile dysfunction drugs and other m

edicines through a 
series of W

eb sites before being arrested in S
an D

iego and pleading guilty in 2004. 

N
ow

 48, K
olow

ich served alm
ost three years in federal prison in C

alifornia and rem
ains on 

probation in S
an D

iego, w
here he lives. K

olow
ich says he used the Internet to find finished pills 

and active pharm
aceutical ingredients from

 C
hina, India and elsew

here. H
e also sold knockoffs o

f 
V

iagra, M
erck &

 C
O

,'s baldness drug P
ropecia; P

fizer's Lipitor and its painkiller C
elebrex; and 

Lilly's C
ia

lis, to as m
any 65,000 custom

ers, from
 late 1998 until his arrest in M

arch 2004. 

"If you are on the Internet, people can't really tell if you're a big operator or a reputable operator, 
w

ho you are as long as you can m
ake that w

ebsite look pretty im
pressive," K

olow
ich says. 

--
W

ith reporting by Jaim
e H

ellm
an, E

lizabeth Lopatto and W
endy S

oong in N
ew

 Y
ork. E

ditor: 
M

ichael W
aldholz, Jeffrey T

annenbaum
, A

ntony M
ichels, K

arin A
nnus 

T
o contact the reporter on this story: A

llan D
odds F

rank in N
ew

 Y
ork at 

allanfrank@
bloom

berg.net 

mailto:allanfrank@bloomberg.net
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In
tern

et D
ru

g
s?

 B
e C

arefu
l 

B
y S

teven M
arks 

A
lthough Internet drug purchasing is know

n to be a dicey proposition, the extent o
f the risk has never been established. 

A
 new

 report by the 
E

uropean A
lliance fo

r A
ccess to S

afe M
edicine (E

A
A

S
M

), the results o
f w

hich w
ere released last w

e
e

k at the 4th G
lobal F

orum
 on 

P
harm

aceutical A
nticounterfeting, suggests the problem

 m
a

y be w
o

rse
 than regulatory agencies heretofore anticipated. 

In fact, m
ore than 

h
a

lf (62%
) o

f all m
edicines bought on-line w

ere fakes, and nearly 96%
 o

f the virtual pharm
acies u

n
d

e
r study operated illegally, according to 

Jim
 T

hom
son, chair o

f the patients' rights group, w
hich is based in S

urrey, U
K

. 

"T
h

e
 results o

f o
u

r investigation are shocking," he told the F
orum

. 
"It is astonishing to m

e that if I in
p

u
t 'buy V

iagra' on m
y com

puter, I w
ill get 

nearly 12 m
illion hits. 

O
n the other hand, if I e

n
te

r 'child porn,' I w
ill get nothing." 

T
h

e
 E

A
A

S
M

 study, called "T
he C

ounterfeiting S
u

p
e

rh
ig

h
w

a
y,"* w

as designed to determ
ine the proportion o

f internet pharm
acies that act 

u
n

la
w

fu
lly and the percentage o

f counterfeit o
r substandard drugs that are sold. 

T
h

e
 researchers assessed m

ore than 100 w
ebsties, 

ordering such cardiovascular, respiratory, psychotriopic, neurologic, and m
en's health m

edications as Lipitor, P
lavix, S

piriva, Z
yprexa, 

E
fexor, R

isperdal, A
ricept, and V

iagra. 
E

xperts then perform
ed visual and laboratory analysis o

f the com
pounds. 

In addition to the prim
ary 

findings, the E
A

A
S

M
 reported that m

ore than 90%
 o

f w
ebsites supplied prescription-only drugs w

ith
o

u
t a prescription, 94%

 o
f the w

e
b

site
s 

did n
o

t have the required pharm
acist identified on the site, and 86%

 o
f online pharm

acy approval sta
m

p
s w

ere fraudulent. 
O

ne p
h

o
n

y P
lavix 

o
rd

e
r ca

m
e

 packed in new
spaper, w

ith free V
iagra sam

ples dropped into the w
rapper as a bonus, T

h
o

m
so

n
 said. 

"W
e

 call on all stakeholders, including search engines, credit card com
panies, shipping com

panies, patients and regulators to take 
appropriate action," he states. 

"O
nline pharm

aceutical purchasing has already killed people; if stakeholders don't address the problem
 

im
m

ediately, m
illions w

ill die." 

F
irst M

e
e

tin
g

 in
 U

S
 

T
h

e
 G

lobal F
orum

 on P
harm

aceutical A
ntiC

ounterfeting is a yearly gathering o
f experts from

 the pharm
aceutical industry, international and 

national drug and regulatory agencies, co
n

su
m

e
r groups, and the anticounterfeting technology industry. 

T
his year's m

eeting, the first to be 
held in the U

S
, addressed "S

ystem
s fo

r S
afety in a G

lobal A
rena." 

T
h

e
 speakers and attendees agreed that, despite current e

n
fo

rce
m

e
n

t 
efforts, the drug counterfeiting business is boom

ing around the globe. 
B

oth developed and developing nations are affected, and the su
p

p
ly 

chain is riddled w
ith w

e
a

k links through w
hich the unscrupulous m

anufacturer and trader in phony pharm
aceuticals prey on the u

n
w

a
ry 

consum
er. 

O
f particular concern is the parallel trade, a com

plex process by w
hich a third-party w

h
o

le
sa

le
r or interm

ediary buys lo
w

-co
st 

p
h

a
rm

a
ce

u
tica

ls from
 one country, say, S

pain, and then sells them
 in a second country, E

ngland, at a higher price. 
T

he problem
, a

s 
Jonathan H

arper, M
D

, an expert on parallel trade and the a
u

th
o

r o
f a detailed report on the w

ays in w
h

ich
 the process threatens patient 

safety, is th
a

t parallel trading practices take place outside the m
anufacturer's o

r licensed distributor's form
al channels. 

T
his lack o

f o
ve

rsig
h

t 
creates the opportunity fo

r m
ischief, fo

r the entry o
f counterfeit drugs into regulated chains o

f supply a
n

d
 distribution. 

"T
he rationale for parallel trading is that it is alw

ays good to price shop," H
arper told the audience. 

"H
ow

ever, the process is largely invisible 
and under-regulated. 

T
h

e
 parallel tra

d
e

 w
eakens the supply chain and, m

ost im
portant, com

prom
ises drug safety." 

P
arallel trading is a particular problem

 in E
urope because the system

 is legal, and the various E
U

 m
e

m
b

e
rs have different drug pricing 

system
s. 

A
s R

oger B
ate notes in his n

e
w

 book M
a

kin
g

 a K
illing: The D

e
a

d
ly Im

plications o
f the C

ounterfeit D
rug T

rade, parallel trading 
functions m

uch like arbitrage, in w
hich brokers leverage price differences fo

r a profit.1 A
lthough arbitrage can im

prove m
arket efficiency by 

leveling out price differences, the drug m
arket is different from

 m
ost. 

T
he high cost o

f pharm
aceutical research and developm

ents ske
w

s the 
price in w

e
a

lth
ie

r m
arkets to a point above the m

arginal costs o
f production. 

M
ore om

inously, by increasing the num
ber o

f m
iddlem

en, 
arbitrage m

ultiples the opportunity fo
r counterfeiters to slip phony m

edicines into the legitim
ate supply chain. 

"It is possible that parallel trading provides savings to payers, although this is debatable," H
arper said. 

"H
ow

ever, the value that is added 
g

o
e

s largely to interm
ediary traders." 

M
oreover, he reported that the parallel trade in pharm

aceuticals creates unnecessary supply system
 

stress. 
It also introduces additional regulatory costs and burdens, underm

ines the guarantee o
f continuous supply, reduces incentives to 

invest in R
&

D
, provides only m

arginal health benefit, and m
ost im

portant, puts patient sa
fe

ty in jeopardy. 

"It is high tim
e to review

 and codify the case law
 on parallel pharm

aceutical trading," H
a

rp
e

r concluded. 
"W

e also need to strengthen global 
trade and regulatory agreem

ents. 
P

atients are already at risk, and this risk w
ill w

orsen if w
e do not act quickly." 

D
ru

g
 R

e
-Im

p
o

rta
tio

n
 a F

la
w

e
d

 Idea 

In the U
S

, parallel pharm
aceutical trade is called "drug re-im

portation" and has been a hobby horse o
f so-called consum

er rights g
ro

u
p

s and 
ill-inform

ed politicians on both sides o
f the aisle for som

e tim
e. 

B
ut, as P

eter P
itts, the president o

f the C
enter for M

edicine in the P
u

b
lic 

Interest, said, the chance that an A
m

erican president w
ill ever sign a national drug re-im

portation law
 is som

ew
here betw

een slim
 and none. 

D
espite w

h
a

t the presidential candidates say on the cam
paign trail, P

itts offered 4 reasons w
h

y the dangerous reality o
f drug re-im

portation 

http://www.acsh.org/printVersionlhfaf~rintNews.asp7newsID=1163 
6/2012008 

http://www.acsh.org/printVersionlhfaf~rintNews.asp7newsID=1163
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trum
ps the obvious political appeal o

f low
-cost m

edicines. 
F

irst, m
ultiple analyses show

 th
a

t drug re-im
portation w

on't reduce healthcare 
costs. 

S
econd, A

m
e

rica
n

s believe re-im
portation w

ill allow
 access to w

ell-regulated C
anadian drugs. 

In fact, m
ost o

f the drugs received by 
participants in the several state re-im

portation program
s now

 in operation originate from
 either the E

uropean parallel trade or unregulated 
drug operations in A

sia. 
O

nce A
m

e
rica

n
s learn this unsavory truth, the prom

ise o
f drug im

portation rapidly loses its appeal, as evidenced by 
reason three: fe

w
er than 0.5%

 o
f citizens in states such as M

aine, M
innesota, Illinois, W

isconsin, K
ansas, M

issouri, and V
erm

ont w
ho could 

jo
in

 a state-run re-im
portation plan chose to do so. 

F
ourth, drug re-im

portation ca
n

n
o

t be done safely, especially w
hen there is evidence that 

such life-saving m
edicines as Z

yprexa, P
lavix, hum

an grow
th horm

one, and cancer drugs have been repeatedly faked. 
T

ruth be told, P
itts 

stated, "the U
S

 e
xp

e
rie

n
ce

 w
ith drug re-im

portation has been dism
al and a political em

barrassm
ent." 

T
h

o
se

 politicians and pundits w
ho 

believe that the concerns fo
r d

ru
g

 safety are a red herring are failing to act responsibly. 
D

rug re-im
portation is a ticking tim

e bom
b. 

O
ther im

portant observations heard a
t the G

lobal F
orum

: 

L, 
T

h
e

 low
 risk o

f detection and w
e

a
k penalties fo

r conviction m
ake drug counterfeiting attractive to organized crim

e and narcotics dealers. 
D

rug counterfeiting is seen as a patent-infringem
ent problem

, not a patient-safety m
atter. 

Law
s pertaining to counterfeit drug trafficking m

ust 
be revised so th

a
t th

e
 punishm

ent fits the crim
e; 

L, 
O

versight o
f the drug supply chain m

u
st be im

proved and those w
ho are involved in the shipping, transfer, and distribution o

f 
pharm

aceuticals m
u

st be held legally responsible for their actions. 
S

ad to say, g
o

ve
rn

m
e

n
ts around th

e
 w

orld hold tobacco w
holesalers and 

shippers to a higher standard than those engaged in pharm
aceutical traffic; 

L, 
N

ew
 technologies to im

prove authentication, tracking, and inform
ation sharing are n

o
w

 in developm
ent. 

T
hese new

 system
s m

ust be 
m

ade practicable fo
r patients, healthcare professionals, m

anufacturers, custom
 officials, drug inspectors, and the police and should be 

flexible and adaptable for use in both developing and developed nations; 
L, 

T
he pharm

aceutical industry's belated acknow
ledgem

ent o
f drug counterfeiting has fostered the d

e
ve

lo
p

m
e

n
t o

f w
ell-coordinated 

international solutions, such as the W
orld H

ealth O
rganizations' International M

edical P
roducts A

nti-C
ounterfeiting T

askforce (IM
P

A
C

T
). 

U
nfortunately, progress has been slow

, and the im
plem

entation o
f n

e
w

 technologies to ensure the authenticity o
f the supply chain are likely 

to be increm
ental; 

L, 
W

ell-designed co
n

su
m

e
r education program

s m
ust be an essential part o

f the solution. 
U

nless the p
u

b
lic com

es to appreciate its vital 
role in the detection and reporting o

f suspicious products, the im
plem

entation o
f n

e
w

 technologies to im
p

ro
ve

 drug identification and 

authentication, such a

s 2-dim
ension hologram

s and radio frequency identification, w
ill be only partially successful; 


L, 
T

he various state pharm
acy e

le
ctro

n
ic program

s to dem
onstrate drug authenticity from

 the m
anufacturing plant to the point o

f 

dispensing, a process know

n as "e-pedigree," have run into a n
u

m
b

e
r o

f glitches along the w
a

y to im
plem

entation. 
In the future, it is likely 


that a single national standard w
ill be developed. 


* T
h

e
 C

ounterfeiting S
u

p
e

rh
ig

h
w

a
y is available at w

w
w

.eassm
,eu. 

1 B
ates R. 

M
aking a K

illing: T
h

e
 D

eadly Im
plications o

f the C
ounterfeit D

rug T
rade. A

E
I P

ress, W
ashington, D

C
. 2008, 

S
teven M

arks is a science w
rite

r w
hose report on O

besity and N
ew

 P
harm

aceutical A
p

p
ro

a
ch

e
s is co

m
in

g
 soon from

 the A
m

erican C
ouncil 


on S
cience a

n
d

 H
ealth (A

C
S

f{o
fg

). 


S
ee also: A

C
S

H
's full 2006 report on C

ounterfeit D
rugs (soon to be updated). 

T
h

is in
fo

rm
a

tio
n

 w
a

s fo
u

n
d

 o
n

lin
e

 a
t: 

http://w
w

w
.acsh.org/factsfears/new

sID
.1163/new

s_ detail.asp 

http://w
w

w
.acsh.org/printV

ersionlhfaf-.printN
ew

s.asp?new
sID

=
l163 

6/2012008 

http://www.acsh.org/printVersionlhfaf-.printNews.asp?newsID=l163
http://www.acsh.org/factsfears/newsID.1163/news
www.eassm,eu
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C
yber crim

inals see profit and grow
th potential in shipping counterfeit pharm

aceuticals, a study finds. 

B
y Joseph M

enn 
Los A

ngeles T
im

es S
ta

ff W
rite

r 
June 11, 2008 

are a popular item
 fo

r sale via In
te

rn
e

t spam
, a

cco
rd

in
g

 to
 a stu

d
y b

y a top 

C
yber-crim

e pays. B
ut selling counterfeit drugs apparently pays better. 

S
om

e o
f the w

orld's m
ost prolific spam

m
ers used to tout products fo

r a few
 pennies per m

illion e-m
ails or 

con consum
ers into forking over credit card inform

ation. 

B
ut these groups have found that the m

ost profit and grow
th potential lies in actually shipping the fake 

V
iagra and other products they're haw

king, according to a study scheduled for release today by a top 
security researcher. 

F
or consum

ers, the evolution m
eans that w

h
a

t had been an annoyance and a drag on productivity w
ill get 

w
orse. 

T
he new

 com
m

ercial operations use the sam
e com

bination o
f cutting-edge technology and best practices, 

including custom
er service and supply-chain m

anagem
ent, that have brought riches to A

m
azon.com

 Inc. 

http:Amazon.com


and D
ell Inc. 

T
he perpetrators "are w

h
a

t I call the B
ill G

ateses o
f cyber-crim

e," said P
at P

eterson, a security researcher 
at C

isco S
ystem

s Inc. 

P
eterson has spent m

uch o
f the last year and a half investigating the spam

 sent b
y S

torm
, a piece o

f 
m

alicious softw
are know

n as a T
rojan horse that turns ordinary P

C
s into spam

-spew
ing robots. 

"G
ates succeeded not because he w

as sm
art, a great engineer o

r a good businessm
an, but because he 

had all o
f those qualities and an innovative entrepreneurial sp

irit as w
ell," P

eterson said. "T
hat's w

h
a

t w
e 

see here." 

In the study, P
eterson links the S

torm
 system

 to a R
ussian drug m

aker called G
lavM

ed, w
hich uses 

factories in India and C
hina to churn out knockoffs of V

iagra and other popular drugs. G
lavM

ed didn't 
respond to an interview

 request. 

C
yber-crim

inals have learned not only how
 to outw

it the com
puter-security industry, but how

 to becom
e 

self-sustaining businesses w
ith substantial budgets for researching and developing new

 w
ays to d

e
live

r 
th

e
ir m

erchandise. 

"T
here are real products being sold and big m

oney being m
ade," said Joe S

tew
art, a researcher at 

netw
ork security firm

 S
ecureW

orks. "It seem
s unreal that they can get aw

ay w
ith it, but they do." 

S
ecurity firm

 M
essageLabs Inc. estim

ates that spam
 already com

prises three-quarters o
f all e-m

ail. A
nd 

an estim
ated 1 in 6 Internet-connected personal com

puters has been infected by program
s that turn them

 
into zom

bie arm
ies o

f spam
-senders. 

O
rganized crim

e is exploiting softw
are flaw

s and hum
an curiosity to increase those num

bers. F
or 

exam
ple, S

torm
, w

hich em
erged last year, uses a w

ide range o
f tricks to get users to dow

nload it. Instead 
o

f including suspicious-looking attachm
ents, S

torm
 sends e-m

ail w
ith links to fake holiday cards and 

Y
ouT

ube videos. 

W
hen visited, those w

ebsites look for security holes in the com
puter user's W

eb b
ro

w
se

r and other 
program

s. If they don't find those holes, they ask the user to dow
nload a purported video player o

r other 
softw

are th
a

t infects his or her m
achine w

ith the T
rojan horse. 

T
o m

ake the e-m
ails m

ore enticing, S
torm

 uses headings related to current events, such as the w
in

te
r 

storm
 in E

urope th
a

t inspired researchers to give the enterprise its nam
e. 

C
om

puter ow
ners usually don't notice that their m

achines have been turned into paw
ns o

f the spam
 

operation, because the P
C

 is pressed into service only sporadically. 

A
lthough som

e security firm
s say S

torm
 infected tens o

f m
illions o

f m
achines, P

eterson thinks it peaked in 
Ju

ly at 1.4 m
illion. 

S
tew

art said S
torm

 w
as the fifth-m

ost pervasive zom
bie system

 o
f the m

om
ent. A

ll told, he said, the top 11 
have m

ore than 1 m
illion captive com

puters and can send 60 billion pieces o
f spam

 daily. 

S
torm

's genius fo
r infecting new

 hosts is ju
st one of the technical innovations that m

ake it w
hat P

eterson 
said w

as the m
ost effective T

rojan to date. B
ut the econom

ics behind S
torm

 m
ake it stand out from

 other 
m

alicious program
s. 

A
 few

 years ago, buying som
ething from

 a spam
m

er usually m
eant th

a
t a crook w

ould charge your credit 
card and resell the account num

ber to other crim
inals. T

he goods never arrived. 

B
ut, as they say in S

ilicon V
alley, that business m

odel d
id

n
't scale. T

o
 charge lots o

f credit cards, one 
needs a m

erchant account. A
nd that usually m

eans a verifiable physical address, various form
s o

f 
docum

entation --
and no long list o

f dem
ands for refunds. 

T
he brains behind S

torm
 sim

p
ly decided to find a m

ore legitim
ate business. A

ccording to P
eterson, they 

hooked up w
ith G

lavM
ed, w

hich supplies counterfeit drugs, and S
pa m

it, G
lavM

ed's covert system
 for 

processing orders o
ve

r the W
eb. 



P
eterson said his sm

oking gun w
as "broken" pieces of spam

 sent by S
torm

-infected com
puters that 

referred to S
p

a
m

lt's internal system
s. 

A
b

o
u

t 80%
 o

f that spam
 now

 touts drugs from
 such w

ebsites as M
yC

anadianP
harm

acy.com
, w

hich 
P

eterson estim
ates takes in $150 m

illion each year. M
ost o

f those w
ho place orders w

ill get pills from
 

M
um

bai, India, or S
hanghai that contain 100%

 to 110%
 of the advertised dose of the active ingredient. 

E
xactly w

ho is in charge o
f S

torm
 rem

ains a m
ystery. 

T
he few

 arrests and lim
ited im

provem
ents in anti-virus softw

are m
ig

h
t have taught the rem

aining 
practitioners w

hom
 and w

h
a

t to avoid. 

Ju
st like the overuse o

f antibiotics can produce m
ore resistant strains o

f hum
an viruses, P

eterson said, 
"W

e've generated these super-gangs in E
astern E

urope that have m
oved w

a
y outside the jurisdiction o

f 
a

n
y law

 enforcem
ent. T

h
e

y have created a crim
inal ecosystem

 that com
pletely isolates them

 from
 the 

security com
m

unity." 

joseph.m
enn@

latim
es.com
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Introduction 

The European Alliance for Access to Safe M
edicines (EAASM

) is a
pan-European, 

patient safety initiative com
m

itted to prom
oting the exclusion of counterfeit 

and substandard m
edicines from

 the supply chain. As a cross-section patient 
organisation we strive to engage with all relevant stakeholders to ensure that 
European patient safety is guaranteed. 

The EAASM
 aim

s to: 

* 
raise public aw

areness of the dangers of counterfeit and 
substandard m

edicines 

* 
create a

call for action for im
proved legislation, enforcem

ent 
and patients' rights to safe m

edicines 

* 
input into existing anti-counterfeiting initiatives where appropriate

* 
contribute to European health literacy. 

C
ounterfeit m

edicines reach patients in a num
ber of ways. There has been an 

explosion in the num
ber of countelieit m

edicines in recent years, which is reflected 
by the intensifying rate at w

hich fake and substandard products are m
aking their 

way into the hands of European patients. The two m
ost obvious and w

orrying al'e 
through infiltration into the European distribution system

, and via the internet. 
The C

ounterfeiting Superhighw
ay is the second in a

series of research reports 
conducted by the EAASM

 which aim
 to highlight the risks of counterfeit m

edicines 
and the grow

ing danger to European patients' safety. This report sees the EAASM
 

focussing its attention on a great global threat to patients; internet drug-sellers. 

* ****

E

uropean A
lliance fo

r 

A

ccess to
 S

afe M
e

d
ic

in
e

s
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W
hy are counterfeit 

m
edicines dangerous? 

CO
Lintelieit m

edicines are potentially lethal 
because they frequently contain incorrect 
com

ponents and/or the wrong doses of active 
ingredients. A

 m
edicine not only contains the 

active tllerapeutic com
ponents but also several 

other ingredients w
hich act to stabilise am

i 
preserve it, as w

ell as to help it Ixeak down 
correctly insicie tile body. C

ounterfeit m
edicines 

m
ay contain: 

* 
an incorrect aillount of active ingredient 
(too little can be as dangerous as 
too m

ucll)

*' 
a

wrong active ingreciient

* 
no active ingredient at all 

* 
toxic and/or other non-m

edical 
com

ponents (eg road paint, flool' wax, 
shoe polish, talcum

 powder, chalk)

* 
the correct ingredients, but fake 
packaging and doculllentation.2 

People can deteriom
te rapidly, irreversibly and 

in sO
llle cases w

ill die as a m
sult of taking 

these 'w
eak' countel'feit m

edicines. W
hen 

a
cO

Linterfeit m
edicine has too rnuch active 

ingredient, the result is essentially the sam
e 

as overdosing. Regardless of w
hat the m

edicine 
was supposed to do, too m

uch active ingredient 
w

ill harm
 01' even kill people very quickly. 

Although the taker m
ay not die im

m
ediately, it 

is likely that they w
ill be left w

ith sel'ioLis and 
long-term

 health problem
s, 

Ultim
ately, counterfeit m

edicines are dangerous 
because they satisfy few, if any, of the stringent 
licensing requirem

ents w
hich exist to protect 

patients, Unless a m
edicine is a

genuine 
product from

 the pharillaceuticalm
anufacturer, 

anyone taking it puts them
selves at a

high risk 
of harm

, and even death. 

W
hat types of 

m
edicines are 

counterfeited? 
G

enerally speaking, counterfeiters are attracted 
to tw

o types of m
edicine: those w

hich are 
used in high num

bers and those w
hich have 

a high m
onetary value. In developed m

arkets 
such as m

any of those in Europe, the products 
m

ost com
illonly faked are those w

hich are 
often referred to as 'lifestyle' m

edicines. such 
as those for erectile dysfullction, hair loss and 
w

eight m
anagem

ent. Tilese are m
edicines 

people m
ay buy online because they do not 

w
ish to discllss the problem

 w
ith a

doctor, or in 
fact anybody else. 

In a shocking developm
ent, it was discovered 

relatively recently that fake versions of 
lifesaving prescription m

edicines for cancer 
and serious cardiovascular diseases are 
also being sold to consum

ers online.: l New 
counterfeits are being discovered all the tim

e, 
rendering the internet a highly treacherous 
place to buy m

edicines. 

Both branded and generic m
edicines can be 

counterfeit.' This m
eans tilat newer m

edicines 
w

llose branded nam
es are protected by 

a patent (eg, Viagra) can be faked, as can 
rnedicines w

hicb are referm
d to by a

generic, 
chem

ical nam
e (eg, sildenafil citrate), 

W
ho Inakes 

counterfeit m
edicines? 

M
edicine counterfeiting is a

w
orldw

ide crim
inal 

activity unciertaken by a range of corrupt 
operators. They do it because it is a highly 
lucrative activity, costs are kept low

 by selling 
products online, and because tilere is a low

 risk 
of getting caught. 

* ****

E

uropean A
lliance fo

r 

A

c
c

e
s

s
 to

 S
afe M

e
d

ic
in

e
s
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A
 'back-street laboratory' C

ounterfeit m
edicines can be m

ade and 
distributed by just a

few people running 
a

sm
all-scale operation from

 a garage or 
com

m
ercial building. At the other end of 

the scale, m
ultinational crim

inal netw
orks 

collaborate in the high-volum
e production of 

counter-feit m
edicines (usually in Central and 

Easter-n countries suCtl as China and India) and 
they are distributed around the globe. 

There is evidence to show that counterfeiters 
have used O

ceania and the Islands of the 
Ballam

as as an interm
ediate destination for 

fake m
edicines sent from

 China and the M
iddle 

East. From
 there, the products are distributed 

around Europe and other regions having 
been sold via online traders m

asquerading as 
legitim

ate pharm
acies based in Europe, the 

US and Canada,3 M
any counterfeit m

edicines 
are m

ade in filthy back street 'laboratories' 
in developing countries, These contam

inated 
room

s are a
far cry from

 the spotless, 
hygienic laboratory facilities and regulated 

m
anufacturing 

processes used 
by pharm

aceutical 
com

panies. 

Som
e m

edicines sold 
fraudulently in Europe 
m

ay have been 
rejected originally 
by pharm

aceutical 
com

panies due to 
quality control or 
related issues. These 
m

edicines are rightly 
disposed of, though 
it is not im

possible 
for crim

inals to find 
them

 and try to sell 
them

 online. O
ther 

m
edicines m

ay be 
throw

n away because they fallout of date, but 
these too can som

etim
es reappear, perhaps in 

new (fake) boxes, via internet-order deliveries, 

Another key issue is that som
e m

edicines 
require refri~Jeration or other specific 

environm
ental conditions during transport 

and storage. If stored incorrectly their 
effectiveness can be reduced, rendering 
them

 useless or even dangerous. It is highly 
unlikely that m

edical products are handled 
correctly by crim

inal distributors. C
ounterfeit 

m
edicines have been discovered hidden during 

transportation w
ithin soft toys, large carriers 

bags and cardboard boxes ~
 a

world away from
 

the strictly regulated and sterile conditions 
required for licensed m

edicines. 

H
ow

 significant 
a problem

 is 
m

edicine fraud and 
counterfeiting? 
It is fundam

entally im
possible to declare the 

true m
agnitude of m

edicine counterfeiting on 
a global scale due to its clandestine nature. 
C

ounterfeit m
edicines are shipped covertly 

across a range of international jurisdictions and 
frequently traded via unofficial and uncontrolled 
w

ebsites. W
e know how

ever that the industry 
is grow

ing rapidly each year because reports 
of suspicious packages and seizures of illicit 
goods are increasing continually. 

The latest intelligence available on the 
incursion of counterfeit m

edicines reveals 
a

w
orrying trend: the volum

e of counterfeit 
m

edicines seized in Europe has increased 
exponentially in recent years, with m

ore 
than 500,000 products discovered in 2005 
~
 tw

ice the level found in 2004. In 2006, 
this figure was repor1ed to have increased 
by m

ore than five tim
es, to 2.7 m

illion.5 This 
explosion continued throughout 2007 and is 
rising all the tim

e. The Center for M
edicine in 

the Public Interest, based in the US, predicts 
that counterfeit m

edicine sales w
ill reach 

approxim
ately €55.5bn globally by 201 0

~
 an 

increase of m
om

 than 90%
 over just five years 

(from
 2005).6 
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According to the W
orld Health O

rganization: 

"* 	
50%

 of m
edicines purchased over the 

internet from
 sites that conceal their 

physical address are counterfeit 

"* 	
10%

 of m
edicines sold in developing 

countries are fakes 

*
1

%
of m

edicines sold in developed 
m

arkets, such as the European Union, 
are counterfeit. 4 

W
hile it is generally suspected that the 1%

 
figure in the EU is now rnuch higher, it is still 
highly significant. Even the 1%

figure would 
m

ean that, last year alone, over 7 m
illion UK 

and 16 m
illion G

erm
an prescriptions m

ay have 
been filled W

itll counterfeit m
edicines. 7,8 

Are certain countries 
m

ore at risk than 
others? 
This corrupt practice is m

ore acute in Asian 
countries with developing econom

ies, where 
it is thought that the m

ajority of counterfeit 
m

edicines are produced, such as China, India, 
Russia and the Philippines. M

arkets such 
as W

est Africa and South Am
erica are also 

vulnerable, as counterfeiters are attracted 
to regions w

ith weaker regulatory and legal 
control, where the supply of m

edicines is poor 
or where prices are generally unaffordable. 
It is estim

ated that as m
any as one in three 

m
edicines in such m

arkets is counterfeit. 4 

The risks to developed European countries 
(where regulatory oversight is m

ore stringent) 
are increasing rapidly due to the internet 
and its ability to facilitate cross-border trade. 
The internet, now fairly ubiquitous in Europe 
though poorly regulated w

ith regard to buying 
m

edicines, represents a
m

ajor loophole 
through which counterfeit m

edicines can 
reach consum

ers. People use the internet 
increasingly to buy a

variety of goods, and 
m

edicine counterfeiters are taking advantage 

of an assum
ption that in return for paym

ent 
people w

ill be supplied with authentic, 
licensed products. 

Unarguably, m
edicine counterfeiting is a 

significant public health challenge requiring 
the urgent attention of international regulators 
and lawm

al<ers, pharm
aceutical com

panies, 
healthcare system

s, pharm
acists and -

m
ost 

im
portantly -

patients and online custom
ers. 

**** 
* 

E
uropean A

lliance fo
r 

A
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 S
afe M

ed
icin
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How
 do unscrupulous 

online m
edicine sellers 

find custom
ers? 

Everyone in Europe with an em
ail account 

w
ill alm

ost certainly have received 'spam
' 

m
essages providing them

 w
ith opportunities to 

buy m
edicines online. M

ost of the m
edicines 

for sale through these avenues are likely to 
be counterfeits. 

Given their nature and value it is unsurprising 
that the m

ost popular m
edicines for sale 

online purport to enhance sexual perform
ance. 

O
pportunities to buy Viagra, Cialis and Levitra, 

for exam
ple, appear frequently in em

ail spam
. 

For the m
ajority of recipients these em

ails 
are m

erely an annoyance. However, as there 
are billions of m

edicine-related spam
 em

ails 
sent everyday even if a tiny proportion of 
people bought m

edicines online as a result 
this translates into m

any tens of thousands of 
counterfeit m

edicine sales each day. 

Search engines are the chief m
ethod by 

which distributors of illegal and counterfeit 
m

edicines find cListom
ers, and m

uch of the 
explosive growth in sales of these m

edicines 
has been driven by unauthorised internet 
pharm

acies who m
arket their wares directly 

to consum
ers online. 

'billions o
f m

e
d

icin
e

-re
la

te
d

 sp
a

m
 

em
alls sent everyday' 

W
hat are the risks? 

Q
uick, convenient trading afforded by the 

internet has seen m
any legitim

ate online 
pharm

acies open for business in the past few 
years. However the internet has also created 
an opportunity for w

eb-based suppliers with 
no professional qualifications or healthcare 
expertise to deceive unknowing consum

ers 
into buying dangerous, illegal and/or 
counterfeit products. The vast m

ajority of online 
pharm

acies uncovered via search engines, 
em

ail spam
 and online superm

arkets are 
untrustw

orthy and w
ill readily provide online 

buyers in Europe w
ith illegal, substandard 

and/or counterfeit m
edicines. One of the m

ost 
concerning aspects from

 a patient safety 
perspective is that the m

ajority of websites 
evaluated appear to be sufficiently well w

ritten 
and presented as to easily, and wrongfully, gain 
the confidence of unknow

ing consum
ers. 

M
any of the illegal w

ebsites sell prescription 
m

edicines, or unsafe counterfeit versions, 
directly to m

em
bers of the public w

ithout 
a

valid prescription or consultation with a 
healthcare professional. This is the m

ost 
dangerous aspect of online m

edicines trade 
as it rem

oves patients from
 the m

edical 
consultation system

. 

M
edicine watchdogs allover the world 

allow the supply of particular products on 
a

prescription-only basis (ie, requiring an 
authorised prescription from

 a
physician) 

because it is dangerous to people's health 
if such m

edicines are taken w
ithout expert 

consultation. Som
e m

ay interact harm
fully w

ith 
other prescribed m

edicines while others m
ay 

require close m
onitoring to ensure the dose 

is appropriate. M
oreover, w

ithout a physical 
exam

ination by a
qualified doctor or other 

healthcare professional, the m
edication you 

receive could worsen an underlying, as yet 
undiagnosed condition. 

Som
e illegal websites m

ay offer users an 
"online consultation", however this is often 
nothing m

ore than a sim
ple questionnaire and 
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is not a
valid m

eans to obtain prescription-only 
m

edicines from
 an online supplier. It is highly 

likely that such w
ebsites w

ill deliver ineffective, 
unapproved and/or bogus m

edicines which will 
harm

 -
and possibly kill -

people. 

There has been an increase in 'self-prescribing 
culture', particularly for m

edicines used to treat 
conditions such as; sexual dysfunction, w

eight 
loss, hair loss etc. By ordering m

edicines 
online w

ithout a
prescription, people rem

ove 
them

selves from
 the protection and care of 

their national health service. For exam
ple, a 

consum
er who buys Cialis over the internet 

because they are too em
barrassed to see a 

doctor about erectile problem
s not only risks 

buying a
counterfeit m

edicine, but the lack of 
a proper m

edical diagnosis m
eans that any 

other health conditions rem
ain undetected. 

Erectile dysfunction, for exam
ple, can be 

a consequence of serious cardiovascular 
diseases such as high blood pressure and 
diabetes. W

ithout a doctor's diagnosis, these 
diseases m

ay not get treated and could lead 
to heart attacks, stro~\es and blindness over 
tim

e. Additionally, w
ithout a physician checking 

their m
edical and prescription history, harm

ful 
interactions could occur with other m

edications 
which people m

ay be taking. 

Isn't the internet 
regula,ted to 
protect buyers? 
At present the internet is weakly regulated 
w

ith regard to the purchase of m
edicines. 

Controls and safeguards relating to internet 
based com

m
ercial operations do exist, 

however consum
ers are neither autom

atically 
prohibited from

 buying illegal and/or counterfeit 
m

edicines, nor are they protected from
 

the ill effects of unlaw
ful online m

edicine 
sales. Because of the anonym

ity and poorly 
regulated nature of the internet, there is a low 
risk of perpetrators getting caught and their 
operations being shut down, 

W
hile endeavours to tackle the sources of fal<e 

internet pharm
acies have been stepped up 

significantly by authorities in Europe, it is feareel 
that the counterfeits m

arket is growing so rapidly 
that security forces are struggling to curtail it. 

W
hile authorities have had som

e successes 
in closing down illegal sites and prosecuting 
tl10se behind the businesses, it is a

significant 
challenge to finci these nam

eless, shaclowy 
online operators. Illegitim

ate internet pharm
acies 

* ****
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selling prescription m
edicines open and close on 

a daily basis, while a
single outfit m

asquerading 
as a

registered business m
ay have m

any URLs 
or web addresses. Therefore, tracking the 
m

ovem
ent of products and finding tile 'brains' 

behind counterfeit m
edicine sales requires 

sustained, intricate and often covert operations. 

Are there any 
safeguards in place? 
Several associations and other representative 
bodies have introduced (or are currently 
testing) schem

es w
hich help consum

ers 
distinguish genuine internet pharm

acies from
 

illegal online m
edicine traders. These initiatives 

go som
e way to protecting consum

ers, 
though it is recognised that counterfeiters 
and unscrupulous online m

edicine traders 
w

ill attem
pt to get around w

hatever security 
m

easures are put in place. It is therefore a 
continual challenge. 

The Royal Pharm
aceutical Society 

of G
reat Britain 

The Royal Pharm
aceutical SOCiety of G

reat 
Britain (RPSGB) has created an internet 
pharm

acy logo which is displayed on the front 
page of participating online pharm

acy sites. By 
clicking on the logo, viSitors are linked to a page 
on the RPSGB w

ebsite where they can m
ake 

checks to assess authenticity of w
hat claim

s to 
be a bona fide registered online pharm

acy. 

Registered pharm
acies are given a unique 

num
ber which appears w

ithin the logo. W
hen 

the logo is clicked, this num
ber should m

atch 
the records presented on the RPSGB link. As 
all legitim

ate online pharm
acies should also be 

registered with a
'bricks and m

ortar' building 
(ie, a

physical address) this too can be checked 
on the RPSGB link. 

W
hile the 'approval logo' attem

pts to 
create som

e kind of safeguard, the RPSGB 
acknow

ledges the risk that crim
inals could 

copy their logo and apply it to the front pages 
of illegal internet m

edicine traders. There m
ay 

also be the possibility that som
e w

ill attem
pt 

to recreate the 'link' to the list of registered 
online pharm

aCies. W
hile this initiative is a step 

in the right direction the RPSGB recom
m

ends 
that web users use it in com

bination w
ith other 

security m
easures, as follow

s: 

* 
check the registration status of 
the pharm

acist 

"* 	look for the nam
e and physical address 

of the pharm
acy operating the w

ebsite 
(all legitim

ate internet pharm
acies should 

display a bricks and m
ortar address) 

"* 	avoid ALL online pharm
aCies w

hich offer 
to supply prescription-only m

edicines 
w

ithout a prescription 

"* 	observe w
hether or not you are asked 

questions before purchasing your 
m

edicines (registered pharm
acies are 

required to perform
 a consultation -

even 
online -

with a health professional). 

Verified Internet Pharm
acy Practice Sites 

(VIPPS) 

The Verified Internet Pharm
acy Practice Sites 

(VIPPS) seal of approval is an international 
system

, operating in parts of the US, Canada, 
South Africa and Australia, w

hich aim
s to 

protect online consum
ers in a sim

ilar way to 
the RPSGB initiative. To be VIPPS accredited, 
a

pharm
acy m

ust com
ply w

ith the licensing 
and inspection requirem

ents of their hom
e 

state as well as any to w
hich they dispense 

pharm
aceutical products. In addition, online 

pharm
acies m

ust also prove their com
pliance 

with specific requil'em
ents such as patient 

rights to privacy, authentication and security 
of prescription orders, adherence to a 
recognised quality assurance policy and 
provision of a m

eaningful consultation between 
patients and pharm

acists. 

W
hen clicking the VIPPS logo, consum

ers are 
linked to the National Association of Boards of 
Pharm

acy (NAPB) VIPPS site where inform
ation 

is stored which helps identify genuine online 
pharm

acies from
 rogue traders. There is also 

the opportunity for consum
ers to 'R

eport-a-site' 
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if they believe an internet pharm
acy is wrongly 

claim
ing to be a legitim

ate, trustw
orthy business. 

Unfortunately, counterfeiters m
ay also copy this 

logo, as m
entioned above. 

Pharm
acyC

hecker 

Pharm
acyChecker is a

free-to-consum
er 

online service w
hich produces reports 

on the credentials, prices and custom
er 

feedback of online pharm
acies. It is designed 

to help a
variety of individuals and groups 

identify the m
ost reputable and trustw

orthy 
businesses by publishing ratings, profiles 
and cost com

parisons on its w
ebsite (www. 

pharm
acychecker.com

). The service focuses 
chiefly on US and Canadian t!"ade, though 
for Am

ericans seeking m
edicines that are 

unavailable in their hom
e m

arket it w
ill also 

verify the Iicences of European and other 
'foreign' pharm

acies. 

Pharm
acyChecker evaluates policies, 

procedures, contact details and licences for 
m

any online pharm
acies. It also publishes a list 

containing the web addresses and 'business 
nam

es' of w
hat it considers to be disreputable, 

dishonest and/or illegal online m
edicine trade 

sites. The existence of any and all of these user 
protection and security assessm

ent services 
are testam

ent to the threat posed to consum
ers 

seeking to buy m
edicines -

prescription-only 
products in particular -

online. 

W
hat are the m

ain 
issues for European 
authorities in 
tacklingiU

egalonline 
pharm

acies? 
VVhile the unregulated online trade of m

edicines 
is a back door left ajar for counterfeiters to 
weasel their dangerous, illicit w

ares into the 
hands of ingenuous online custom

ers, the 
key issue is one of fake identity, and fraud. 
W

ebsites m
asquerading as legitim

ate online 

pharm
acies are run by crim

inals trying, first 
and forem

ost, to com
m

it m
edicine fraud. 

M
any of these illegally traded products m

ay 
also be counterfeit, and hence do significant 
harm

 -
which can even result in death ­

to those who ingest them
. This m

eans that 
any party in a position to protect the European 
patient m

ust do so im
m

ediately and proactively. 
This is acknowledged by a

growing num
ber of 

European m
edicines authorities and law

m
akers. 

U
nited Kingdom

 

The UK is a
popular transit point for 

counterfeiters (UK postm
arks add credibility to 

m
edicine packages) as well as a

popular end 
destination for fake products. In Novem

ber 
2007, the UK's M

edicines and Healthcare 
products Regulatory Agency (M

HRA) organised 
a

conference in London to introduce its first 
anti-counterfeiting strategy (2007-2010) to the 
international pharm

aceutical com
m

unity. By July 
2007, the agency had issued five separate alerts 
relating to counterfeit m

edicines entering the UK 
m

arket. As well as 'lifestyle' m
edicines, these 

included anti-cancer m
edicines, schizophrenia 

therapies and life-saving cardiovascular 
m

edicines. In April 2008, the M
HRA received 

warnings from
 overseas authorities regarding 

several products being m
arketed as dietary 

supplem
ents, or 'herbal Viagra', for the 

treatm
ent of erectile dysfunction. M

any were 
found to contain prescription-only m

edicines and 
were sold over the internet. 

G
erm

any 

An alarm
ing num

ber of people in G
erm

any 
buy prescription-only m

edicines online w
ithout 

an authorised prescription. In order to help 
consum

ers avoid buying illegal, substandard 
or counterfeit products, the G

erm
an Federal 

M
inistry of Health recom

m
ends that people 

consult theif health insurance funds, which are 
able to identify legitim

ate online pharm
acies 

and explain how to claim
 refunds on m

edicines 
sent by m

ail. The M
inistry also publishes useful 

advice on 'M
edicines and the Internet' on its 

w
ebsite (vvww.bm

g.bund.de). 
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The first phase of the research involved draw
ing 

Adclitionally, em
ail spam

 filters were 
up a list of online pharm

acies and perform
ing 

deactivated and links from
 spam

 m
essages 

a
thorough analysis of each website. Several 

aclvertising internet pharm
acies and 

clifferent search engines (inclucling G
oogle, 

opportunities to pUichase m
eclicines online 

AltaVista, M
SN ancl Yahoo!) were used to search 

were accessed. Finally, online m
eclicine 

for prescription-only m
eclicines based on the 

superm
arkets were utilised to source several 

follow
ing keyworcls: 

w
eb-based pharm

acies. O
ver 100 w

ebsites 

"* 
identified througil these various m

eans were
'onlil1e pharm

acy' 

* 
assessed according to a checklist which

'cheap m
edicines' 

com
prised the key questions any consum

er 

* 
Slloulcl ask of online Illedicine [I"aders

* 
'm

eclicines online' 
purporting to be genuine.

'buy [m
edicine nam

e] online'. 

Finclings from
 the online pharm

acy assessm
ent can be founcl in the follow

ing charts: 

Is there a nam
ed, 

Is a prescription required for 
D

oes the w
ebsite 

verifiable pharm
acist? 

prescription-only m
edicines? 

offer bulk discounts? 
Yes 

Yes
Yes 

9.7%
 

55.8%
6.2%

 

No 
93.8%

 

No 
90.3%

 
No 
44.2%

 

* 	Nearly 94%
 of the online 

* 
M

ore tilan 90%
 do not 

* 
M

ore than half of the 
pharillacies evaluated 

require sight of an authorised 
w

ebsites offer'bulk 
did not have a nam

ed, 
prescription in orcler to sell 

discounts' or 'special 
verifiable plw

m
acist to 

prescription-only m
edicines 

deals' on prescription-only 
answ

er questions -
tllis is 

-
tile health am

i w
ellbeing 

l1ledicines -
this type of 

a dangerous practice as it 
of consum

ers is placed in 
proillotion is clearly m

eclically 
m

eans that there is no proper 
severe jeopardy where they 

inacivisalJle and irresponsible 
m

edical control or guidance 
can obtain potent m

edicines 
and m

ay heighten the risk 
for people purcllasing their 

w
ithout any l1ledical direction 

of serious harm
. 

m
edicines online. 

or assessl1lent. 
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The findings from
 the desk research indicate 

that the chance of an online m
edicines trader 

operating legally and ethically is less than 
one in 10, This is borne out by the fact that 
statistically m

ore than nine in 10 internet 
traders (102 of 116 w

ebsites investigated) 
were w

illing to sell and dispatch a
prescription­

only m
edicine w

ithout seeing an authorised 
prescription to w

arrant the transaction, This 
practice is not only illegal but represents a 

corrupt m
anipulation of European consum

ers 
who are unaware of the risks, It is profiteering 
througll an appalling lack of regard for hum

an 
health and w

ellbeing, 

Furtherm
ore, the chances of an online

m
edicines trader existing only 'virtually' ­

ie, solely online, w
ithout a

verifiable, traceable
physical bricks and m

ortar address -
are

greater than 80%
, This m

eans that where

Does the pharm
acy 

physically exist? 

Yes 
15,5%

 

No 
84,5%

 

* 
M

ore than eight in 10 do 
not'physically exist' -

in 
order to com

ply w
ith tile law

 
all online pharm

acies m
ust 

be traceable to a
verifiable 

bricks and m
ortar address, 

is the pharm
acy listed as 

a legitim
ate w

ebsite? 

Yes 
4.4%

 

No95,6%

 d of 
pharm

acies or appropriate 
pharm

acy listing -
this 

m
eans that they are not 

bound by any professional, 
legal or safety regulations, 

Is there a 'stam
p' of approval 

by a recognised society? 

Yes 
20%

 

* 
Fewer than five in 100
are licensed by a boar

No80%

* 
One ill five online pharrnacies 
evaluated have a

'stam
p of 

approval' from
 a recognised 

society or association 
-

however, clicking on these 
reveals that nearly 86%

 
of them

 link to a bogus 
'approval' web page. 
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consum
ers have im

prudently purchased 
m

edicines over the internet and have 
subsequently suffered ill effects, or for whom

 
concerns are raised about products received, 
there is no m

eans by which they -
or security 

services acting on their behalf -
can locate 

the proprietor. Failure to pm
vide a

verifiable 
physical address for online pharm

acy trade 
is also illegal. 

Is there a w
orking 

telephone num
ber? 

Yes 
42%

 

No 
58%

 

* 
The m

ajority do not provide 
a w

orking telephone num
ber, 

w
hile approxim

ately just 
one in six offer an 'online 
consultation', W

ith no phone 
num

ber to cali, consum
ers 

have now
here to d'irect 

concerns or queries. M
any 

of the online consultations 
m

erely com
prise a

short list 
of questions w

hich can easily 
be bypassed, or com

pleted 
w

ith false inform
ation. 

Are policy and security 
policies easy to find? 

Yes 
50.4%

 

No 
49.6%

 

* 
Privacy and security policies 
w

ere not easy to find in m
ore 

than half of the operations 
evaluated -

this lack of 
transparency, preventing 
consum

ers frolll easily finding 
out how ttleir inform

ation w
ill 

be used, suggests a
shadowy, 

unprofessional business. 

Is the w
ebsite violating 

intellectual property? 

Yes 

78.8%

 


No 
22.2%

 

* 	O
ver half of the w

ebsites m
ay 

be violating the intellectual 
brand property of original 
pharm

aceutical m
anufacturers 

by reproducing protected 
brand im

ages, logos and/or 
drug nam

es. W
here perllliss'lon 

to copy or reproduce original 
branding has not been actively 
sought and gained, it not 
only has the effect of duping 
consum

ers, but strongly 
suggests an operation 
riddled w

ith further illegality, 
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The buying experience 

The second stage in the research was to 
place orders online for a variety of m

edicines, 
A

credit card (M
asterCal-d) w

as obtained and 
designated specifically for this purpose and 
m

edicines were ordered to a central location 
in the UK, O

ver 36 prescription-only m
edicines 

were ordered, com
prising tw

o packets each 
of 18 m

edicines com
m

only pUI-chasecl via the 
internet. These included m

edicines indicated 
to treat neurological disorciel-s, cardiovascular 
disease, m

ental healtl1, obesity and erectile 
dysfunction (Table 1), 

This list of m
edicines w

as com
piled by 

identifying the top m
eciicines in term

s of US 
sales, as indicated at w

w
w

.drugs.com
/top200. 

htm
l, and thereby highlighting the m

ost 
attractive prospects for fraudulent online 
sales and countelieiting, Added to this were 
the results of research undertaken by Jim

 
Tllom

son, Cl1airm
an of the European Alliance 

for Access to Safe M
edicines and an authority 

on patient safety and counterfeit m
edicines. 

Table -1_ M
e

d
icin

e
s o

rd
e

re
d

 online as p
a

rt o
f the C

o
u

n
te

lie
itin

g
 S

u
p

e
rh

ig
h

w
a

y research 

; C
ardiovascular 

Alzheim
er's

M
en's health 

i M
ental Health 

, O
ther

and respiratory 
i 

disease 
"

_._~ 
.. ~ :,.__ i 

_._~,.__ .--
. 

Gialis (Lilly) 

Levitra 
(Bayer-Scl1ering) 

Viagra (Pfizer) 

Propecia (M
SD) 

Lipitor (Pfizer) 


Plavix (sanofi-aventis) 


Seretide (GSK) 


Coversyl (Servier) 

M
icardis 

(Boehringer-ingelheilll) 

Spiriva 
(Boehringer-ingelheilll) 

, Zyprexa (Lilly) 
• Aricept (Pfizer) 

'E
fexor (W

yeth) 
R

eillinyl (Shire) 

Risperdal (J&J) 

Zoton (W
yeth) 

Reductil (Abbott) 

M
irapex 

(Boel1ringer-lngelheim
) 

www.drugs.com/top200
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Finding online traders and placing orders 
for prescription-only m

edicines w
ithout an 

authorised prescription was quick, sim
ple and 

straightforw
ard. During the m

ultiple purchasing 
processes, few questions were asked and 
no advice was given. W

here the buyer was 
requested to com

plete an 'online consultation', 
it frequently com

prised a
series of general 

health-related questions to which answers could 
be forged or fabricated as there was no apparent 
protocol in operation to verify answers. 

On one occasion only did one of the buyers 
(a fem

ale) receive a phone call from
 som

eone 
seeking to advise that the particular product 
in question was aim

ed at the m
ale m

arket; 
the buyer replied that the m

edicine was for 
her husband, which was sufficient to satisfy 
the trader who subsequently dispatched 
the m

edicine. 

There were no fundam
ental barriers or 

obstacles to purchasing prescription-only 
m

edicines online w
ithout an authorised 

prescription. No pharm
acists, physicians, 

nurses or indeed any other type of healthcare 
professional were involved in the purchasing 
process to provide direction or guidance 
in using m

edicines purchased from
 an 

online pharm
acy. 

Of the m
edicines ordered, all but two were 

delivered. Paym
ent was taken for tllese two 

outstanding purchases and no indication as to 
why they were not delivered was ever given. 
Five of the orders arrived with a

few
 extra, free 

tablets -
these were all pills purporting to be 

for the treatm
ent of erectile dysfunction. 

**** 
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All of the m
edicines bought online were 

stored in a
fireproof safe until such tim

e as 
their packages could be opened and 
inspected by an expert panel, This was done 
at a bespoke m

eeting held at the Royal 
Society of M

edicine's prem
ises in London 

during April 2008, The panel com
prised 22 

m
em

bers including representatives from
 

key European patient associations, security 
specialists, pharm

acists, pharm
aceutical 

m
anufacturer em

ployees, independent 
security experts, form

er senior police 
officers, governm

ent liaison personnel and 
a representative from

 an international courier 
and delivery organisation, 

The panel of experts were divided into 
three groups -

each group was provided 
w

ith a num
ber of the products received for 

exam
ination, Each m

edicine package was 
scrutinised visually; som

e of the packaging 
alone was alarm

ingly substandard, with m
ore 

than one set of m
edicines m

erely wrapped 
ill a used newspaper fixed with sticky tape, 

The groups evaluated and discussed each package, prom
pted by the follow

ing questions: 

* * 
Is the packaging intact? 

* 
Does the paokaging and palient inform

ation leaflet appear to be genuine?

* Are there any unusual logos, patterns or otherVisualel,em
ents?' ..

* 
Are the m

edicines contained safely w
ithin blisterpacks, cirotherinn~r:packaging?

Are there any indications as to where the packqgeofiginated, or its'route of travel 

to the UK? 


* * 
Do the dl"Ugs appear to be consistent with verifiable, genuine exam

ples of the m
edicine? 

O
verall, do you suspect this to be an Illegal, substandard and/orcounterfeit product? 

Please explain and discuss your conclusions, 
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E

xpert panel ­
C

om
m

ents 
on m

edicines 
bought online 
It was the opinion of the panel that w

hile 
several of the m

edicines bought online were 
considered highly likely to be substandard 
and/or counterfeit, the vast m

ajority of typical 
European consum

ers w
ould be unable to 

detect this. 

On visual inspection alone, m
any of the 

m
edicines ordered online by the EAASM

 could 
have been: genuine, branded products; parallel 
trade products; genuine generic products; 
counterfeits, or several com

binations thereof. 
Yet, having received w

hat seem
ed ostensibly 

to be w
hat was ordered, the untrained public 

could readily be expected to consum
e m

ost, 
if not all, of the products acquired as a result 
of their internet transaction. From

 their expert 
visual exam

ination of the products, however, 
the panel identified several issues representing 
potential dangers: 

Packaging

* 
Som

e products w
ere presented in the 

'w
rong' packaging: this included incorrect 

or poorly copieeJ m
anufacturer or product 

logos; unorthodox box size, or a container 
holding tablets presented in obscure blister 
pack arrangem

ents. 

"* 	A
few

 of tile products were presented 
m

erely as loose tablets w
rapped inside 

several sheets of newspaper, w
hile 

others were delivered in envelopes or 
paper folded over to form

 an insecure, 
m

ake-shifi packet. One delivery was 
sim

ply an envelope containing som
e 

loose, unidentified tablets inside a
sm

all 
transparent plastic bag. 

The packages could also be categorised 
approxim

ately into two groups, according to 
the efforts undertaken by the vendor to present 
the m

edicines as genuine. In m
ore than 50%

 
of cases the packaging suggested scant 
efforts to present the contents as authentic, 
unadulterated m

edicines; the m
ost notable 

cases being tablets w
rapped in a copy of the 

M
um

bai Daily News, with som
e m

edicines 
presented loose w

ithin dirty w
rappers. At the 

other end of this scale, products were delivered 
in seem

ingly authentic boxes accom
panied by 

patient inform
ation leaflets in good condition 

and ostensibly 'trustw
orthy' blister packs. 

Patient inform
ation leaflet 

* 
50%

 of the m
edicines bought online were 

presented w
ithout a patient inform

ation 
leaflet (PIL) -

a
consum

er purchasing 
these products would have no guidance on 
how to take the m

edicine and w
hat m

ight 
happen if they did (eg, dose and frequency, 
side effects, contra-indications, interaction 
with alcohol or other m

edications etc). 
Som

e m
edicines provided guidance w

hich 
m

erely stated, 'take when needed'. 

B
lister packs

* 
Several of the tablet blister packs were 
identified clearly as irregular in term

s of 
text, print quality, and quality and num

ber/ 
layout of tablets by the expert panel. E

uropean A
lliance fo

r 
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General expert observations 

* 
The details on the pac~<aging and tablet 
blister packs, as well as the products 
them

selves, were frequently incorrect 
or suspect, such as: 

one or m
ore foreign languages 

printed on the label or box 

poor English 

inferior' quality of paper 
and blister pack 

too m
uch glue on the seals 

incorrect colour schem
es for (either 

or both) packaging and tablets 

wrong entity (logo, em
blem

 etc) 
printed on tablets, several of which 
were also the wrong shape and size 

incorrect, or unrecognisable 
water-m

al'ks on leaflets where included. 

F
igure 3, 

F
igure 4, 

P
a

tie
n

t inform
ation 

C
ondition o

f 

la
n

g
u

a
g

e
 

b
liste

r p
a

ck 

* 	C
ertificates of 'Authenticity' provided 

w
ith several of the products were 

deem
ed to be false, due to suspect 

printing and presentation. 

The notable experience and expertise of this 
panel m

eant that m
em

bers would be expected 
to Identify these irregularities. Despite the 
conspicuous nature of this deviance from

 
original m

anufacturers' product, European 
consum

ers unacquainted with orthodox m
edicine 

packs could not be expected to notice anything 
am

iss in the m
ajority of cases. 
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F
igure 5. 

A
nalysis o

f p
re

scrip
tio

n
-o

n
ly m

edicines 
b

o
u

g
h

t online 

G
enuine branded 

38%
 

m
edicine 

(16%
 of these were illegal 


non-EU im
ports and 33%

 had 

no patient inform

ation leaflet) 


..........-
-

62%
 


Substandard or 
counterfeit m

edicine 
(68%

 of these w
ere generic 

and 32%
 w

ere branded) 

Laboratory analysis 

Follow
ing the expert scrutiny, the products 

were sent to their original pharm
aceutical 

m
anufacturer laboratories (or at least, w

hat 
should have been their original sources) for 
chem

ical analysis. W
here this was not possible, 

the products were analysed using a handheld 
Ram

an spectroscopy instrum
ent* w

hich 
enables field-based identification of counterfeit 
pharm

aceuticals. This analysis was done in 
order to: 

* 	evaluate authenticity
* 

assess efficacy/determ
ine the proportion 

(if any) of active ingredient

'* 	identify m
edicines containing harm

ful 
non-active, or 'fillel" ingredients

'* 
check for degradation of the product due to 
poor storage and/or transport conditions. 

Findings of the analyses are described below: 

Results of the laboratory analysis indicated 
that an alarm

ing 62%
 of the products received 

w
ere counterfeit, substandard or unapproved 

generic
t m

edicines. Tilis figure closely reflects 
the findings of the expert panel during tlleir 
visual analysis of the m

edicines. However, for 

the general public, it w
ould prove m

uch 
harder to correctly identify the substandard 
or counterfeit products. W

orryingly, one of the 
products w

hich the expert panel deem
ed to be 

genuine upon visual inspection, was found to 
be counterfeit upon laboratory analysis. 

W
hilst 38%

 of the m
edicines received were 

found to be genuine branded m
edicines, 16%

 
of these were illegal non-EU im

ports (genuine 
products, im

ported into the EU illegally from
 

a non-EU country), and 33%
 did not have 

patient inform
ation leaflets, w

hich, as has been 
discussed, is a

threat to patients. 

In conclusion, if you buy your life-saving, 
prescription-only m

edicines via unregulated 
internet pharm

acies, you have a
three in five 

chance of receiving a substandard, counterfeit 
or unapproved m

edicine. O
f those who are 

lucky enough to receive a
genuine m

edicine, 
one in three wil! not be provided with the 
essential patient inforillation leaflet -

which 
could result in serious harm

 to health. Finally, 
all prescription-only m

edicines delivered 
w

ithout requiring the sight of a
prescription are 

illegal and are a
serious threat to public health. 

, the EAASM
 w

ould like to thank Ahura Scientific for the use of iheir TruScan device 

t an unapproved generic m

edicine has beer. m
anufactured by a com

pany who does 
not have perm

ission from
 the original developer 
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C
redit cards and 

internet paym
ent 

security (or lack of) 
Evell if one is rem

arkably lucky to avoiel 
dam

aging or w
orsening one's health by taking 

products bought -
albeit unknow

ingly -
from

 
an unscrupulous online pharm

acy, a
consum

er 
Illay still fall foul of the grow

ing m
enace that is 

credit card and identify fraud. Buying m
edicines 

online requires the details of a
valid credit card, 

a key part of w
hich is very often the full nam

e 
and address of the cardholder. If unprincipled 
operators are willin~J to peddle poor quality, 
illegal and potentially lethal copies of life­
saving m

edicines online, there is a
substantial 

likelihood that they w
ill attem

pt to sell or use 
buyers' credit card details -

and, hence, online 
identify -

for other illicit activities. 

Due to the online presence of credit card 
processing and m

erchant account com
panies, 

illegitim
ate, as well as legitim

ate online 
pharm

acies are able to process m
ost Illajor 

credit cards, w
ithout going through a m

ajor 
high-street bank. This m

eans that consuillers' 
personal banking details couldillore easily 
fall into the hands of unscrupulous traders. 
In view

 of the covert nature of the trade and 

the relative poor regulation of tile internet, 
perhaps it would be above and beyond 
realistic expectations for finance com

panies to 
m

onitor every single purchase, However, given 
the explosion in fraudulent and counterfeit 
m

ecJicines in Europe, their danger to hum
an 

health and tile role the internet plays in 
putting tllem

 in consum
ers' Ilands, now

 is 
unarguably the U

m
eror credit card com

panies 
to take action and fOl' regulators to look into 
the w

orkings of credit card processing and 
m

ercllant account com
panies. 

W
hen people tl'avel abroad and use their 

crecJit cal'ds, transactions are often stopped 
or sllspended until they answel' som

e security 
questions on the telephone (unless they 
provided advance notice). W

hy then, when 
people have already died as a result of taking 
phoney m

edicines bought w
ith credit cards 

from
 crooked internet traders, should a 

sim
ilar safeguard not be put in place for 

oilline pharm
acies? 

W
hat can be done 

to stop online 
m

edicine fraud? 
It has been suggested that cO

lllpanies 
facilitating online com

m
erce, such as search 

engines and creelit card firm
s, shoulel be 

required to prevent the purchase of illegal 
m

edicines via the internet. 

Services sLich as G
oogle, Yahoo and M

SN 
-

along w
ith other popular internet seal'cil 

engines -
could rem

ove web pages from
 

search results advertising countelieit 
Illedicines. This has already proved to 
be successful in stopping people finding 
(accidentally or PUI'posefully) w

ebsites 
related to other crooked or unprincipled 
interests and activities, such as Cllild 
pornograplw

 for instance. * ****
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If the sam
e level of censol'ship were applied 

to all unregistered online pharm
acies not only 

would all existing legitim
ate internet traders be 

required to sign up to one of the security scllem
es 

as noted above, but consum
ers unaware of the 

threat from
 fraudulent and counterfeit m

edicines 
would autom

atically be protected, 

W
ith the help of popular credit card com

panies 
-

including the banks -
a sim

ilar approach 
would add another protective barrier. If financial 
transactions were stopped for all illegal 
online pharm

acies, again consum
ers would 

autom
atically be protected, However, this m

ay 
be a difficult task given the existence of cl'edit 
card processing com

panies, and so increased 
regulation and enforcem

ent w
ill be I'equired. 

According to G
oogle's policy with regard 

to prescription m
edicines or pharm

acies: 
'Posting is not perm

itted for the prom
otion 

of prescription m
edicine w

ithout valid 
Pharm

acyChecker approval. G
oogle only 

accepts item
s for pharm

acies that are based in 
the US or Canada.' This is a

sensible and prudent 
policy, However, given the slippery nature of 
illegal online traders it is practically im

possible to 
enforce successfully m

uch of the tim
e. 

H
ow

 can patients 
protect them

selves? 
As the research dem

onstrated, those m
ost 

vulnerable to suffering the probable ill-effects 
of purchasing m

edicines online, are those for 
whom

 detecting substandard or counterfeit 
m

edicines is the hardest -
the untrained, 

unsuspecting European consum
er, In order 

to help European patients protect them
selves 

from
 unscrupulous internet' m

edicine' traders, 
the EAASM

 would like to m
ake the follow

ing 
recom

m
endations: 

Consum
er advice 

1. D
on't buy from

 sites that offer to sell you 
m

edicines w
ithout a prescription, or sell 

m
edicines that are not approved by The 

European M
edicines Agency (EM

EA), 

2, D
on't buy from

 w
ebsites that do not have 

a registered pharm
acist available to 

answer questions, 

3, D
on't buy from

 w
ebsites that offer 'bulk 

discounts', 'sam
ple packs', 'new

 cure' or 
'am

azing results', 

4, If the w
ebsite offers an 'online consultation', 

be very careful, U
nlicensed websites 

often offer this service to m
ake them

 look 
professional and legal. 

5. O
nly buy from

 safe, reputable pharm
acies, 

M
ake sure the online pharm

acy is properly 
regulated, You can check this with your 
national regulator. 

C
orporate responsibility 

Patient associations 

Inform
ing patients of the terrible risks of 

counterfeit m
edicines is essential to raise 

awareness and fight this global threat. 
Inform

ation leaflets, w
ebsite upciates, and 

regular news bulletins could be a
good way 

to get this m
essage across to as m

any 
patients as possible, 
W

ho is responsible? All national and 
international patient associations, 

Search engines 

W
arning consum

ers of the potential risk of 
visiting an illegitim

ate w
ebsite, before they 

enter an online pharm
acy w

ill create a barrier 
to harm

, W
hen consum

ers enter m
edicine­

related key words, a popup box asking them
 to 

verify the authentiCity of the online pharm
acy 

m
ight prom

pt them
 to m

ake potentially 
lifesaving checks prior to authorising paym

ent. 
This would allow

 consum
ers to m

ake an 
inform

ed decision as to w
hether they w

ill take 
the risk of purchasing m

edicines online, or 
enable them

 to better validate the, sadly, all too 
few legitim

ate online pharm
acies, 

Search engines should also develop softw
are 

to filter out sites which are likely to be selling 
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counterfeits, This softw
are should block search 

results from
 unauthorised online pharm

acies, 
through the recognition of a

specific code, 
or lack thereof, which is only provided to 
authorised w

ebsites, 
W

ho is responsible? All search engines 
including G

oogle, Yahoo!, M
SN, ASK etc, 

C
ustom

s 

Increasing public protection m
easures through 

m
ore frequent and thorough inspection of 

packages, to com
bat illegal delivery of POM

s, 
National governm

ents need to provide custom
s 

with the authority to actively search for and 
confiscate suspect packages, For exam

ple, it is 
illegal for custom

s to open suspect packages 
in France, 
W

ho is responsible? Custom
s authorities and 

agencies in each country, 

Professional pharm
acy societies 

Creating national databases which include 
URLs and inform

ation on all regulated online 
pharm

acies, w
ill allow

 consum
ers to find 

reliable w
ebsites from

 which to purchase 
POM

s, These databases m
ust be m

ade known 
to the general public and advertised through a 
variety of m

edia on a regular basis, 
W

ho is responsible? National, local and 
regional pharm

acy societies, 

Political and legal action 

Running national and international awareness
cam

paigns will increase consum
er knowledge 

and understanding of the danger of buying
m

edicines from
 unregulated pharm

acies,
Cam

paigns would serve as the m
ain

platform
 to provide guidance and practical 

inform
ation about purchasing m

edicines, 
regulated pharm

aCies, and how to be cautious 
when purchasing from

 online pharm
acies,

W
ho is responsible? National and regional

governm
ents, and international governm

ents
such as the European Union and the
European Parliam

ent.

Financial restrictions 

Better regulations for Electronic Paym
ent

Providers (EPPs) with penalties for breaking
the regulations, Financial institutions should 
identify and block transactions related to 
websites selling counterfeit m

edicines, 
W

ho is responsible? Banks, Credit Card
com

panies, Paym
ent providers

(eg PayPal, M
etacharge),
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June 14, 2008 

S
alm

onella-contam
inated tom

atoes --
the latest evidence that all is not w

ell w
ith our food --

have not only 
sickened at least 228 people but unnecessarily tainted the reputation o

f an entire agricultural sector. A
s consum

ers 
recoil from

 all tom
atoes, and restaurants pull them

 o
ff the m

enu, perfectly good produce is unsalable. T
hat 

includes tom
atoes grow

n here in C
alifornia, w

hose farm
s have been exonerated. 

T
o som

e extent, this is sim
ple panic. T

he U
.S. F

ood and D
rug A

dm
inistration announced that cherry and grape 

tom
atoes and those w

ith the vine still attached are not im
plicated, but people are so frightened that they don't hear 

m
uch beyond the w

ords "tom
ato" and "w

arning." 

B
ut consum

ers also shun tom
atoes because they can't get all the inform

ation they need to m
ake safe choices. A

nd 
that is the failure o

f the F
D

A
 and the industry to im

plem
ent system

s to track food from
 farm

 to grocery bag. 

F
D

A
 investigators believe the bad tom

atoes cam
e from

 either M
exico or central F

lorida. T
hey still have not 


located the trouble spot. E
ven if they had, it w

ould not clear up consum
ers' questions. W

hat good is it to 

consum

ers to know
 that C

alifornia's tom
atoes are in the clear? U

nless they shop at a farm
er's m

arket, they have 

little w

ay o
flearning w

here their fresh produce com
es from

. 


W
e all have to peel those annoying stickers o

ff m
ost o

f our fresh produce before eating it. W
hat if those stickers 

g~~e stores and consum
ers useful bar-coded inform

ation about the origins o
f their food? In the event o

f food 
poisoning, inspectors could determ

ine alm
ost im

m
ediately w

hat producer w
as at fault and pull the bad food from

 
. the m

arket, saving people from
 suffering --

and also saving the harvests o
f innocent grow

ers. 

In an interview
 w

ith T
he T

im
es' editorial board this w

eek, F
D

A
 C

om
m

issioner A
ndrew

 C
. von E

schenbach 
pointed to M

cC
onnick &

 C
o., w

hich buys m
ost o

fits spices in India, as a com
pany that already is tracking 

ingredients, using a low
-tech labeling system

 on plastic bags that can trace peppers, for instance, back to their 
m

any producers. T
he sim

plicity and econom
y o

f the system
 allow

s it to be used even by a poor farm
er tilling an 

acre o
f land. 

It's up to C
ongress to provide the F

D
A

 w
ith the funding for m

ore inspection and safety technology. B
ut a 

G
overnm

ent A
ccountability O

ffice report released T
hursday also blam

ed V
on E

schenbach for failing to m
ove on 

w
ith the food protection plan he put forth in N

ovem
ber 2007. F

ood poisoning acts quickly, and so m
ust the federal 

governm
ent. 

If you w
ant other stories on this topic, search the A

rchives at latim
es.com

larchives. 
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